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This Majne Student Datg Privacy Agreement ("DPA ") is entered into by anq between the Regionaj
School Unpjy 25 (RSU 25), (hereinafier referred tg gg “School Unit”) ang Gaggle (hereinafier referred g

ag “Providcr”) on the date Provided on the Preceding page. The Partjeg agree to the termg as stated

WHEREAS, the documeny and datg transferreqd from Schoof Units ang Created by the Provider’g
Services are also Subject tg Several state student privacy laws, including Maine’s dissemination of
Student recopqs law 204 MR.S. §6001; Maine Student Informatjop Privacy Act 20-AMRS, §951 et,
seq. ("MSIPA”J; and Maine Up; ied Specia] Educatign Regulationg (“MUSER”) Maine Dep't of Edu,
Rule Cp, 101; ang

WHEREAS, the Partjeg Wish to enter into thig DPA ¢ Cnsure that the Service Agreement conforms o
€ requirements of'the Privacy jaws referred to above and ¢4 establish unplementmg Procedures gng
uties; and

Now THEREFORE, for good ang valuabje Consideration, the Parties agreg 4o follows:

ARTICLE . PURPOSE AND SCOPE

L Purpose of DPA. The Purpose of thjg DPA js 1o describe the duties ang Tesponsibilities ¢,
Protect student datg transmitted ¢ Provider from the Schoo} Uit Pursuant tg the Service
Agreement, incIuding Compliance it all applicaple federal ang State Privacy Statutes, including

ERPA, IDEA i




2,

Nature of Services Provideq, The Provider has agreed tq Provide the foHowing digital
educationg] Services describeq below ang as may be further outlined jp Exhibit YA? hereto;

Gaggle Safety Management Serviceg

- Studens Data ¢o g, Provideq. In order 4, Perform the Serviceg described in the Service
Agreement, Schoo] Unit shajy Provide the Categoripg of data describeq below g as indicateq in

the Schedyje of Daty, attached hereto g5 Exhibit B

* See Exhibjt “B*

. DPA Deﬁnitions. The deﬁnition of termg used in thig DPA ¢ found ip, Exhibit “C” In the event

ofg conflict, definitions used in thig DPA shay Prevail oyep terms ygeq in the Service
nt,

ansmitted ¢ the Proyjq T, in ludmg any m dtﬁcations Or additiong o any portion thereof from
any source, gpe Subject to the VIsions of thig DPA ip the s a "18inal Studen;

ata agree thy cen them, aj rights, incIudmg Linteljecy Property rights
Inand ¢, tudent Dyy, shali the exclusiye Property of the Mool Unit, g, € Purposeg

of FERPA, the Provide, shall pe Considered g School Oiﬁciaj, under the Contro] apg direction of
the Schoof Unit a5 j; Pettaing 1o 4p, Use of Studens Data notwithstanding the aboye, Provide, may
transfey pupﬂ-generated Content tg 4 Separate account, ccording to the Procedureg goy forth
below,

arent Accesy chool Upjt shalj establish re Onabje p edures | hich g i, legal
Sardian, o eligible stud ay review Sp, ent Daig gp ¢ Upil’s recory s Correct epy Oneous
information Procedureg g, C lransfer o Pupil-gep, Tated conteny toape Sonal aceoypy
Consistent v, € Iunctiongg ty of Services, p, Vider shajj Spond Sonably time)
Manner (and p later thy 30 days the date of the requegy for Stud, t Datg rejggegq to reguly
education Students; g, Withoyt unneccssary delay for it Data relaey 0 specia| educatioy,
Studentg d, for sy, h Tequests m € in anticipation of g, due s, hearmg, or




O

3. Se arate Account. Provider shall,
Content 1o a separate

at the request of the Schoo Unit, transfer Student Generated
student accoyng,
4. Third p, Request. Sho

uld a Third Party, including law enforcement apg Bovernment
entities, contact Provider with g fequest for datg held b i

the Student Data and/op any portion
allow any other third party or other entity to yse
disclose, compile, transfer op sell the Student Data and/or A0y portion thereof
3. NoUna uthorize

2. Annual Notiﬁcaﬁon of Rights, If the Sch
under 34 CFR

00l Unit has 5 policy of disclosj
§ 99.31 (@) (1), School Unjt shall i ificati
detenm'ning

interest” in jts annual notificag;

on of rights, ang
“schag] officia}.»

determine

tederal lawg and
» PPRA, | DEA,
tified in this DPA.

including FERPA, COPPA
Maine Privacy statutes and regulations jden
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99.31(b). Provider agrees not to attempt to re-identify de-identified Student Datg and not to
transfer de-identified Student Datg to any party unless (a) that party agrees in writing not to

5. Disposition of Data, Provider shall dispose of or delete all Student Data obtained under the
Service Agreement when it is no longer needed for the purpose for which it was obtained and

will immediately provide the School] Unit with any specified portion of the Student Data within
three (3) calenday days of receipt of said request,
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the Student Data for the development of commercial products or services, other than ag
necessary to provide the Service(s) to School Unit,

ARTICLE V: DATA PROVISIONS

1. Data Securily. The Provider agrees 1o abide by and maintain commercially reasonable data

a. Passwords and Employee Access. Provider shall secure usernames, passwords, and any
other means of gaining access to the Services or to Student Data, at a leve] suggested by
Atticle 4.3 of NIST 800-63-3, Provider shall only provide access to Student Data to
employees or contractors that are performing the Services, Employees and contractors
with access to Student Data shall have signed confidentiality agreements regarding said
Student Data, All employees with access to Student Records shall pass criminal
background checks,

b. Destruction of Data, Provider shall destroy or delete all Student Data obtained under the
Service Agreement when it is no longer needed for the purpose for which it was obtained
and/or transfer said data to School Unit or School Unit’s designee, according to a
schedule and procedure as the parties may reasonable agree upon. Nothing in the Service
Agreement authorizes Provider to maintain Student Data beyond the time period
reasonably needed to complete the disposition.

d. Employee Training. The Provider shail provide periodic security training to those of its
employees who operate or have access to the system, Further, Provider shall provide
School Unit with contact information of an employee who School Unit may contact if
there are any security concetns or questions.

e. Security Technology. When the service is accessed using a supported web browser,
Secure Socket Layer (“SSL”) or equivalent technology shall be employed to protect data
from unauthorized access. The service security measures shall include server
authentication and data encryption, Provider shall host data pursuant to the Service
Agreement in an environment using a firewall that is periodically updated according to
industry standards.
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g Subprocessors Bound. Provider shall enter into written agreements whereby

h. Periodic Risk Assessment. Provider further acknowledges and agrees to conduct

provide School Unit with records evidencing completion of such periodic risk
assessments and documenting any identified security and privacy vulnerabilities ag well
as the remedial measures taken to correct them,

J- Audits. Upon receipt of a request from the School Unit, the Provider will allow the
School Unit to audit the security and privacy measures that gre in place to ensure
protection of the Student Record or any portion thereof, The Provider wiil cooperate fully
with the School Unit and any local, state, or federa] agency with oversight
authority/jurisdiction in connection with any audit or investigation of the Provider and/or
delivery of Services to students and/or School Unit, and shall provide full access to the
Provider’s facilities, staff, agents and School Unit’s Student Data and ali records
pertaining to the Provider, Schooi Unit and delivery of Services to the Provider, Failure
to cooperate shal] be deemed a materia] breach of the Agreement,

2. Data Breach, In the event that Student Data is accessed or obtained by an unauthorized
individual, Provider shall provide notification to School Unit within g reasonable amount of time
of the incident. Provider shall follow the following process for such notification:

b. The security breach notification described above in section 2(a) shall include, at a

minimum, the following information:

i. The name and contact information of the reporting School Unit subject to this
section,
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il A list of the types of Personal informagiop that were op gpe reasonably beljeved o
have been the subject of o breach,

Hi. Ifthe information ig possible to determine a¢ the time the notice ig Provided, thep
cither (1) the date of the breach, (2) the estimated date of the breach, or (3) the
date range within which the breach occurred, The notification shyjj also include
the date of the notice,

iv. Whether the notification wag delayed gg 5 result of 3 Jaw enforcement
investfgaﬁon, if that Information ig possible tg determine a¢ the time the notice is
provided,

€. At Schoo] Unit’s discretion, the Security breach notification may also include any of the

i Information about what the agency has done o protect individyals whose
information has been breached,

ii.  Advice on steps that the person whoge information has been breached may lake to
protect himse|f o herself,

£ Atthe Tequest and with the assistance of School Unit, Provider shall notify the affecte
parent, legal guardiay or eligible pupil of the unauthorjzed fccess, which shal include the
information listed in subsectiong (b) and (c), above,

ARTICLE vi. GENERAL OFFER OF TERMS

Provider may, by signing the attached Form of General Offer of Privacy Terms (Genera] Offer,
attached heretg ag Exhibit “E"), be bound by the terms of this to any other Schoo| Unit who signs the
acceptance on ip gajq Exhibit. The Form is limjteq by the terms and conditiong described therein,



long as the Provider maintajng any Student Data, Nohvithstanding the forcgoing, Provider agrees

to be boupg by the terms apg obligationg of this DpA for no Jegg than three (3) years,

Name: Jim Morrifj

Title: Director of Technojo

Address. 62 Mechanic Street Bucksport Maine 04416
Telephone Number: (207)469-73 11

Email Address; tech@rsuns Org

Maine Dgjg Privacy Agreement v 1 8
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6. Entire Agreemeng. This Dpa Constitutes the entire agreement of the Pparties relating to the
Subject Matter hereor and Supersedes aj) prior communications, rcpmsentations, or agreements,
oral or Written, by the Parties relating thereto, This Dp4 may be amended ang tpe Observance of

is Dp ] ance and

40y provision of th A may be Waived (either Eenenally or jp, any particylg, inst
cither retroactively or prospcctivc]y) only with the Signed Written consent of hotp, parties, Neithe,

shall

Withoyt invalidating the remaining Provisiong of this Dpa or aﬁ‘ecn‘ng the validity op

enf‘orceabﬂity of such Provision jn any other jurisdiction.

FEDERAT, COURT: AND o ) NEF ANY DIsPuTE
OUT oF R RELA TING To THIS SERVICE A NTO TRANSACTIONS
CON TEMPLATED HEREBY.

access to the g udent D oran Portion thereot; Or ma wa, lease or contro] €quipment op
Tacilities of any kind where the Studeng Data ang Pottion therpor Stored, Maintained g, used in
any way,
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IN WITNESS WHEREOF, the Parties have executed this Maine Student Data Privacy Agreement as
of the last day noted below,

Gaggle

BY: ] Date: [/“9 /' q
QM)*\ \

Printed Name: Jennie Efy Title/Position: Director of Sales O crations
——menh ———————==28les Operatio

Address for Notice Purposes:

2205 E. Empire, Suite g
Bloomington, IL 61704

Date; LLIT/ j
—744{ e

P'illéName: James Boothb Title/Position:Su erintendent RSU 25
=20y _p\_‘\

Address for Notice Purposes:
62 Mechanic Street
Bucksport, Maine 0446
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De-Identifiahie Informatioy (DI1); De-Identiﬁcaﬁon refers to the process by which the Provider
Temoves or obscureg any Personaﬂy Identifiable Information (“PII") from Student recordg in a way that
removes oy minimizes the risk of disclosure of the identity of the individug| and information about them,

NIST 800-63-3: Dragt Nationa) Institute of Standards gng chhno!ogy (“NIST™) Special Publicatiop
800-63-3 Digital Authenticatiop, Guideline,

Operator: The term “Operatop neans the operator of an Internet Website, online service, online
application, of mobile application with actua] knowledge that the site, service, or application jg used
primarily for K-12 schaoj Purposes and wag designed and marketed for K12 school Purposes, This term
shall €ncompass the tery "Third Party," a5 it is found jn plicable state statueg,
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Provider: For Purposes of the Service Agreement, the term “Provider® means provider of digital
cducationa] sofiware or services, inc]uding cloud-based services, for the digital storage, Management,
and retrieva) of Ppupil records, Within the DPA, the term "Provider” incjudes the term “Third Party” and
the term “Operator” as pse in applicable state statutes,

Pupii Generated Content: The term “pupil-gencrated content” meapg materials or content created by a
pupil during and for the purpose of education inc| uding, but not limited to, €ssays, research reports,
Pportfolios, creatjve writing, music or other audio files, photographs, videos, and account informatign that
enables ongoing ownership of pupil content,

For the burposes of this Agreement, Pupil Records shall be the same as Educationg| Records and
Covered Information,

disabilities, socioeconomic int‘ormation, food purchases, political afﬁliations, religious information text
messages, documents, student identifies, search activity, photos, voice recordings or geolocation
information, Student Data shaj constitute Pup;] Records for the burposes of this Agreement, anqd for the
Purposes of Massachusetts and Federal Jaws ang regulations, Student Data as specified in Exhibit B js
confirmed to be collected or Processed by the Provider pursuant to the Seryices. Student Data shall not
constitute that Information that hag been anonymized or de-idcntiﬁed, Or anonymous usage data
regarding a studeng’s use of Provider’s services,

SDPC (The Student Datq Privacy Consortium): Refers to the national collaborative of schools,
districts, regional, territories and state agencies, policy makers, trade organizations and marketplace
providers addressing real-world, adaptable, and implementable solutions to growing data privacy
concerns,

Subscribing School Unig; A School Unit that Was not party to the original Services Agreement and who
accepts the Provider’s General Offer of Privacy Terms,
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Thirg Party: The term “Third Party” means a provider of digita} educationg] software op Services,
including cloud-baseq Services, for the digita} Storage, Management, ang retrieval of Pupil records.

Maine Dagy Privacy Agreemen; v Lo 17



EXHIBIT «“p*»
=4IbIT *p*»
DIRECTIVE FOR DISPOSITION OF DATA
RSU 25 (*“School Unit”) directs Gaggle (“Company™) to dispose of data obtained by Company pursyant

to the terms of the Service Agreement between School Unit and Company. The terms of the Disposition
are set forth below:

1. Extent of Disposition

- Disposition is partial. The categories of data to be disposed of are set forth below or are found in
an attachment to this Directive:

* [Insert categories of data here]

Disposition is Complete, Disposition extends to all categories of data.

2. Nature of Disposition

——

___ Disposition shail be by a transfer of data, The data shall be transferred to the following site as
follows:

* [Insertor attach Special instructions.]
3. Timing of Disposition
Data shall be disposed of by the following date:
——_Assoon as commercially practicable

By [Ingert Date)

4. Signature

Authorized Representative of School Unit Date

5. Verification of Disposition of Data
=== O LUisposition of Data

Authorized Representative of Company Date
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EXHIBIT “E»
GENERAL OFFER OF PRIVACY TERMS

1. Offer of Terms
Provider offers the same privacy protections found in this DPA between it and RSU 25 and which is
dated Jan uary 16, 2019 to any other School Unit (“Subscribing School Unit”) who accepts this General
Offer though its signature below, This General Offer shall extend only to Privacy protections and
Provider's signature shall not necessarily bind Provider to other terms, such as price, term, or schedule
of services, or to any other provision not addressed in this DPA_ The Provider and the other School Unit
may also agree to change the data provide by School Unit to the Provider to suit the unique needs of the

applicable privacy statues; (2) a material change in the services and products subject listed in the
Originating Service Agreement; or three (3) years after the date of Provider’s signature to this Form.

i th er the METDA or SDPC in the event of an Yy withdrawal so that this
information may be transmitted to the Alliance’s users,

Gaggle
BYO&N.L' . Date:  1/16/19

™
Printed ébtée: Jennie Ef Title/Position: Director of Sales Operations

2, Subscribing School Unit

A Subscribing School Unit, by signing a separate Service Agreement with Provider, and by its signature
below, accepts the General Offer of Privacy Terms. The Subscribing Schoo] Unit and the Provider shall
therefore be bound by the same terms of this DPA,

BY: Date:

Printed Name: Title/Positon
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