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3. Student Data to Be Provided. In order to perform the Services described in the Service
Acreement, LEA shall provide the categories of data described below or as indicated In the
Sehedule of Data, atiached hereto as Exhibit "B™

As Desoribed in Exhibit 8"

4 DPA Definifionis. The definition of terms used in this DPA is found in Exhibi "C". In the event
of a conflict, definitions used in this DPA shall prevail over term used in the Service Agreenignt.

ARTICLE I: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Student Data Property of LEA. All Student Data or any other Pupil Records transmitted o the
Provider pursuant to the Service Agreement is and will continue to be the property of and under
the control of the LEA. The Parties agree that as botweert them all rights, incloding all
intellectyal property rights in and to Student Data or any gther Pupll Records contemiplated per
the Service Agreement shall remain the exclusive property of the LEA. Feor the purposes of

FERPA, the Provider shall be considered a School Official, under the contrel and divection of the

LEAs as it pertains to the use of stadent data notwithstanding the above. Provider migy transier
pupil-generated cottent to a separate account, aceording to the procedures set forth below.

2. Parent Access. LEA shall establishi reasonable procedures by which a parent, legal guardian, or
cligible student may review personally identifiable nformation on the pupil's records, gorrect
erraneous information, and provedures for the transfer of pupil-generdted content to 2 personal
account, consistert with the fanctionality of services. Provider shall respond in 4 reasonably
timely manner to the LEA's request for personally identifiable information in a papil's records
leld by the Provider to view or correct as necessary. In the event that a parent of a pupil or other
individual contacts the Provider to review any of the Pupil Records of Student Data accessed
pursuant to the Services, the Provider shall refer the parent or individual to the LEA, who will
follow the nécessary and proper procedures regarding the requested iiformation.

3. Separate Aceount. Provider shall, at the request of the LEA, wansfer Student generated content
to @ separate student account.

4. Third Partv Request. Should a Third Party, nehuding Jaw enforcement and government
entities, contact Provider with a request for data held by the Provider pursuant to the Services,
the Provider shall redivect the Third Party to request the data directly from. the LEA. Provider
shall notify the LEA in advance of a compelled disclosure to & Third Party snless legally
prohibited.
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No Unauthorized Use. Provider shall not use Student Data or information in a Pupil Record for
any purpose other than as explicidy specified in the Service Agreement.

Subprocessors. Provider shall enter into written agreements with all Subprovessors performing

funetions pursuant to the Service Agreement, whereby the Subprocessors agree protect Student
Data in manner consistent with the terms of this DPA.

ARTICLE HI: DUTIES OF LEA
Provide Bata In Compliance With FERPA. LEA shall provide data for the putposes of the
Service Agreement in compliance with the Family Educational Rights and Privacy Act
("FERPA™, 20 U.8.C. section 1232 g, AB 1584 and the other privacy siatutes quoted in this
DPA.

Reasonable Precautions. LEA shall teke rcasonable precantions {o secire usernaimes,
passwords; and any other means of gaining access to the services and hosted data.

Unauthorized Access Notification. LEA shall notify Provider promptly of any krown or
suspectbd unauthorized access. LEA will assist Provider in any efforts by Provider to investigate
and respond to any unauthorized access.

Distriet Representative. At request of Provider, LEA shall designate an employee ot agent of
the District as the District representative for the coordination and fulfillment of the duties of this
DPA.

ARTICLE TV: DUTIES OF PROVIDER
Privacy Complisnce. The Provider shall comply with all Caj-f:fé‘mia a‘r_;‘_d: Federal laws and
regulations petaining to data privacy and security, incloding FERPA, COPPA, PPRA, AB (584,
and SOPIPA.

Authorized Use. The data shared pursuant to the Service Agreement, including persistent
unique identifiers, shall be used for no purpose other than the Services stated i the Service
Agreement andfor otherwise authorized under the statutes referred to in subsection (1), above.

Emplovee Oblisation. Provider shail require all employees and agents who have aceess 10
Student Data to comply with all applicable provisions of FERPA laws with respect to the data
shared under the Service Agregment. Provider ggrees to requice and malifain an appropiiafe
confidentiality agreement from each emploves or agent with access to Student Data pursuant to
the Service Agreement.
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No Diselosare. Provider shall not disclose any data obtainied under the Service Agreement in a
manner that could identify an individual stident to any other enfity in published results of studies
as authorized by the Service Agreement, Deidentificd information may be used by the vendor
for the purposes of development and imprevement of cdueational sites, services, or applications.

Disposition of Data, Provider shall dispose of all personalty identifiable data obtained under the
Service Agreement when it is 1o fonger needed for the parpose for which it was obtained and
transfer said data to LEA or LEA's designes within 60 days of the date of termination and
according fo 2 schedule and procedure as the Parties may reasonably agre¢. Nothing m the
Serviee Agreement authorizes Provider to raaintain personally identifiable data gbiained under
the Service Agreement beyond the time period reasonably necded 1o compléte the disposition.
Disposition shall include (1) the shredding of any hard copies of any Pupit Records; (2) Erasing:
ot (3) Otherwise modifying the personal information in those records to make it unreadable or
indecipherable. Provider shall provide written nofification to LEA when the Daw has been
disposed. The duty to dispose of Student Data shall not extend to data that has been de-identified
or placed in a separate Student account, pursiant to the other terms of the DPA. Nothing in the
Service Agreement suthorizes Provider to maintain person fly identifiable data beyond the time
period reasonably needed to complete the disposition.

Advertising Prohibitipn. Provider is prohibited from using Student Data 4o condyct or assist
targefed advertisig directed at students or their families/enardians. This probibition includes the
development of a profile of a student, or their farnilies/muardians or group, for any conunercial
purpose other than providing the service to client. This shall niot prohibit Providers from nsing
data to male product 6r service recommendations to LEA.

ARTICLE V: DATA PROVISIONS

Data Security. The Provider agrees to abide by and maintain adequate data security Measires 10
protect Student Data from unathorized disclosure or acquisition by ap unapthorized person.
The general security duties of Provider are set forth below. Provider muy further detail its
security programs and measures in in Exhibit "D hereto. "These measures shall inchude, but are
not limited tor
a. Passwords and Employee Aceess. Provider shall make best efforts practices to secure
usernames, passwords, and any other means of gaining access to the Services or ©
Student Data, af a fevel suggested by Article 4.3 of NIST 800-63-3. Provider shall enly
provide access to Student Dita to cmployees or contrastors that are performing the
Services. As stated elsewhere in this DPA, employees with access to Student Diata shall
have signed confidentiality agreements regarding said Student Data. All employees with
access to Student Records shall pass criminal background checks.

b. Destruction of Data. Provider shall destroy all personally ientifiable data obfained
ander the Service Agreement when it is ne longer peeded for the purposé for which it was
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obtained or transfer said data to LEA or LEA's designee, according to 2 schiedule and
procedure as the parties may rcasonable agree. Nothing in the Service Agreement
authorizes Provider to mainiain pérsonally identifiable data beyond the time period
reasonably needed to conplete the disposition.

Security Protocols. Both partics agree to miintain secusity protocols that meet industry
best practices iti the transfer of transmission of any data, including ensuring that data may
only be viewed or accessed by parties legally allowed to do so. Provider shali maintain
all data obtained or gencrated pursuant to the Serviee Agreement in a sectre compater
environment and not copy, reproduce, or transiit data obtained pursuant to the Service
Agreeient, except a8 necessary to fulfill the purpose of daia requests by LEA.
Tmployee Traiming. The Provider shall provide petiadic security training 6 those of its
smployees who opeérate or have access to the system. Further, Provider shall provide
LEA with contact information of an emplovee who LEA may confact If there are any
security concerns or questions.

Security Techneology. When the service is accessed using a supported web browser,
Secure Socket Laver ("SSL"), or equivalent technotogy protects information. using baoth
server authentication and data encryption to help ensure that data are safe secure only 10
authorized users. Provider shall host daia pursuant to the Service Agreement in
environment using a firewall that is pericdically updated ascording to indusiry standards.
Sceurity Coordipator. Provider shall provide the name and contact infornation of
Provider's Sseurity Coordinator for the Student Data received pursdant to the Service
Agreemaeni

Subprocessors Bound.  Provider shall enter into written agreenreénts whereby
Subnrocessors agree to secure and protect Student Data. in a manner consistent with the
terms of this Article V., Provider shall periodically conduct or review complisnce
monitoring and assessments of Subprocessors to determine their complianee witl this
Article.

2. Data Breach. In the event that Student Data is accessed or obtained by an unauthorized
individual, Provider shall provide notification to LEA within a reasonahle amount of tme of the
incident. Provider shall follow the following process:

A

The security bieach notification shall be written in plain language, shall be titled "Notice
of Data Breach,” and shall present the hiformation described herein under the following
headings: "What Fappened,” "What Information Was Involved,” "What We Are Doitg,”
“What You Can Do.” and "For More Information.” Additional information may be

provided as a supplement to the notice.

The security breach notification deseribed above in section 2{a) shall include, at a
minimum, the folowing information:

§. The name and contact information of the reporting LEA subject to this seciion.

i, A list of the types of personal information that were or are reasonably believed fo
have been the subject of a breach.




fii. If the information is possible to determing at the time the netice is provided, then
either (1) the date of the breach, (2) the estimated date of the breach, or {(3) the
date range within which the breach occurred. The notification shall also melude
the date of the notice.

iv. Whether the notification was delayed as a result of a law enforcement
investigation, if that information is possible to determine at the time the notice is
provided. '

v. A general description of the breach incidest, if that information is possible to
determine at the time the notice is provided.

e. At LEA's discretion, the security breach notification may also include any of the
following:

i. Information about what the agency has done to protect individuals whoss
information has been breached.

il. Advice on steps that the person whose information has been breached may take 1o
protect himself or herself.

d. Any agency that is tequired to issue 2 security bréach notification pursaant to this section
10 more than 500 California residents as a result of a single breach of the security system
shall elestronically submit a single sample copy of that security breach notification,
excluding any personally identifsable information, to the Atlerney General. Provider shali
assist LEA in these efforts:

e. At the request and with the assistance of the District, Provider shall notify the affected
parent, legal guardian or eligible pupil of the umatthorized aceess, which shall inchude the
information listed in subsections (b) and {c}, above.

ARTICLE VI: GENERAL OFFER OF PRIVACY TERMS

Provider may; by signing the attached Form of General Offer of Privacy Terms ("Geperal
Offer™, {attached hereto as Exhibit "E"). be bound by the terms of this DPA t¢ any ather LEA who

signs the Acceptance op satd Exhibit The Form is limited by the terms and conditions desceibed
thereis.

ARTICLE VII: MISCELLANEOUS

1. Xerm. The Provider shall be bound by this DPA for the durgtion of the Service Agreement or 50
long as the Provider maintaips any Student Data, Natwithstanding the foregoing, Provider
agrees to be bound by the tertas and obligations of this DPA for no less than three (37 years,

2. Termination. In the event that ¢ither party secks to terminate this DPA, they may do so by
mutmal written consent o Jong as the Service Agreement has lapsed or has been terminated.

3. Effect of Termination Survival., If the Service Agreement is terminated, the Provider shalt
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6.

5.

destroy all of LEA's data pursuant 10 Article V. section 1(b)-

Priority of Agreements. This DPA shall govern the treatment of student records in. order to
comply with the privacy protestions, inchiding those found in FERPA and AB 1583, Inthe
avent there 15 conflct between the tertis of the DPA and the Service Agreement, oF with any
other bid/RFP, license agreeient, or writing, the terme of this DPA shalt apply and take
precedence. Except as deseribed in this paragraph herein, ali other provisions of the Service
Agreement shall remain in effect. '

Notice. All notices or other communigation required or permitted fo be given hereunder must be
in writing and given by personal defivery, facsitbile or e-mail transtoission (if contagt
informaztion is provided for the specific mode of delivery), or first class mail, postage prepaid,
sent o the addresses set forth herein.

Apy of /
Offer of Privacy
any Suceessor Agency who signs @ Joinder to this DPA.

Eutite Agreement. This DPA constitutes the entiré agreeniont of the parties relating fo the
subject matter licreof and supersedes all pripr communications, representations, or agresments,
oral or written, by the parties relating thergto. This DPA may be amended and the obgereanice of
any provision of this DPA may be waived {cither generally or in auy particular instanee and
either retroactively of prospectively} only with the sigtied wiritten consent of botli parties.
Neithier failure nor delay on the part of any party i excrcising any right, power, of privilege
hereunder shail operate as a waiver of such vight, vor shall any shagle or partial exeicise of any
such right, power, or privilege preclude any further exercise thereol or the exercise of any other
ghohit, power, of privilege.

Severability, Any provision of this DPA that is prohibited or unenforceable in any jurisdiction
shall, as to such jurisdiction, be ineffective to the extent of such prohibition or utienforceability
without invalidating the remaining provisions of this DPA, and any such prohibition or
unenforceability in any jurisdiction shall niot invalidate of render unenforceable such provision in
any other jurisdiction. Norwithstanding the foregoing, if such provision could be more narrawly
drawii so as not to be prohibited or anerforeeable in such jurisdiction while, at the sams tine,
maintaining the intent of the parties, it shall, as to such jurisdiction, be so narrowly drawn
without invalidating the remaining provisions of this DPA or affecting the wvalidity or
enforceability of such provision in any other jurisdiction.

Governing Law: Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF CALIFORNIA,
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WITHOUT REGARD TO CONFLICTS OF LAW PRINCIPLES. EACH PARTY CONSENTS
AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISINCTION TO THE STATE AND
FEDERAL COURTS LOCATED IN[Orange County | COUNTY, CALIFORNIA
FOR ANY DISPUTE ARISING GUT OF OR RELATING TO THIS SERVICE AGREEMENT

OR THE TRANSACTIONS CONTEMPLATED HEREBY.
{Stgnaiure Page Follows]




N WITNESS WHEREOF, the partics Bave

as of the last day noted below.

.g_ﬁiehiiﬁc:_Learnin'g Comp,

Printed Name:

R A e

Chiris Brookhart

Los Alamitos Unified School District

_Signaiﬁ re:

Printed Naine:

Naney Nien

executed this California Student Data Privacy Agreement

Dute:

05/08/2018

SVP & Gengral Coz_z_nsc_e}_ _

TilePosition:

Date:

osi08/2018_

. . lmssistant Spperintendsnt of Business Seaices
Title/Position L. - i

Note: Electronic signature not permitted.




EXHIBIT "A"
DESCRIPTION OF SERVICES

Scientific Leaming delivers online learning acceleration programs that enable
students to make dramatic, enduring gains in academic petformance. Stieniific
| eamning provides effective reading intervention programs for leamers in grades
Prei-12 with reading of learning difficulties. Products are proven to produce fast,
enduring reading gains and improve overall scaderiic petformance.
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EXHIBIT "B"
SCHEDULE OF DATA

I
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Data Collected in Scientific Learning Products (via its MyScilearn Platform})

Student Information and Data

Reguired to register a student on MySciLEARN:

]

® ¢ & @

First Name, Last Name

Date of Birth

Student Username

Student Password

Grade

Gender

English Language Learner {yes or no)
Special Education (yes or no)

School

The following information can be entered for a student while registering but is not reguired:

L

¢ & © €& 9 & ¢ ¢ ¢

e € @ ¢ @& & 9

Middle initial

Student 1D

Parent email

Race/Ethnicity

Title 1

Migrant Student

Dyslexia

Down Syndrome

Phonological Disorder

Autism

Asperger's Syndrome

Expressive Communicative Disorder
Developmental Delay

Special Learning Disability
Attention Deficit Disorder

Rett’s Disorder

Childhood Disintegrative Disorder
Receptive Communication Disorder

Training & Progress Data:

Reading Progress Indicator assessment information (if used by the customer}:
o Grade Eguivalent Scofes
o National Pereentile Scores
o Reading Proficiency Levels — Struggling, Emerging, Proficient, Adva nced
o Gain scores are reported in grade equivalent scores and percentile scores {only for Fast
ForWord as gains can only be calculated with both a pre- and post-test.)
Fast Forword products
o Individual exercise progress & results
= Attendance {date and time that the student worked on the exercises}



Participation {amount of timie per day working on the exercises)
Percentage of exercise content tastered (daily, weekly, monthly)
Exercise completion details level By fevel

Number of exercise trials

Student errors

Reading Assistant products

Participation
s minutes on RA per week
« number of reading selections completed per week
e time usage per session activity
Think About It questions score
Comprehension quiz score
Fluency score - words correct per minute
Performance Level — a measure that evaluates both fluency and comprehension
performance on a reading selection
Reading Level High Scare — highest reading level mastered by the student
Student Audio recordings
Student Errors — words to practice




EXHIBIT "C"

M
DEFINITIONS
AR 1584, Buchanan: The statutory designation foir what is now California Edueation Code § 49073.1,
relating to pupil records.
De-Identifiable Information (BAD:  De-Identification tefers to the process by which the Vendor
femoves or obscures any Personially Identifiable Information ("PI} from student records in a way that
removes or minimizes the risk of disclesure of the identity of the individual and information about them.

NIST §00-63-3: Draft Natipnat Institute of Standards and Techuology ("NIST") Special Publication
200-43-3 Digital Authentication Guideline.

Operator:  For the purposes of §B 1177, SOPIPA, the term “pperator” means the operator of an
Internet Website, online service, online application, or inobile application with actual knowledge that the
site, service, of applivation is used primarily for K12 schoo] putposes and was designed and miarksted
tor K12 school purposes. For the purpose of the Service Agreemnent, the term “Operatar” is replaced
by the term “provider.” This temn shall encompass the term "Third Party,” as itis found in AR 1584,
Persoually {dentifiable Information (PI): The terms "Porsonally Identifiable Information™ ot P
shall inglude, but are not Himited 10, shuderd data, metadata, and user oF ;:a;fihg&:ﬂeratad content obtained
by teason of the use of Provider's software, website, service, or app, inchuding mobile apps, whather
gathered by Provider or provided by LEA or its wsers, students, or students parents/guardisns. P
includes, without Jimitation, at least the following:

First and Last Name Home Address
Telephone Number Email Address
Discipline Records Test Rosults

Special Education Data Juvenile Dependency Records
Girades Evaluations

Criminal Records Medical Records
Health Records Social Beeurity Number
Biometiic Information Disabilities
Socioeconomic Information  Food Purchases
Political Affiliations Refigious Information
Text Messages Documents

Student Ideritifiers Search Activity

Photos Yoice Recordings
Videos

General Categories:

Indirect [dentifiers: Any information that, sither alone or in aggregate, would allow a reasonable person
to he able to identify a student to a reasonable certainty ‘

Information in the Student’s Edueational Recard

1
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Information in the Student’s Email

Providers For purposes of the Service Agreement, the terms “Provider” means provider of digital
sducational software or services, including cloud-based services, for the digital storage. management,
and retrieval of pupil records. Within the Service Agreement the term "Provider” replaces the term
“Third Party as defined in California Education Code § 49073.1 (AB 1584, Buchanan), and replaces the
term as "Operator” s defined in SB 1177, SOPIPA.

Pupil Generated Content: The tetm “pupil-generated content™ means migterials or content erealed by &
pupil during and for the purpose of education including, but not limited to, essays, research repoits,
portfolios, ereative writing, music o othier audio fies, photographs, videos, and account information that
enables ongoing owngrship of pupil content.

Pupil Records: Means both of the following: (1) Any information that dfirectly relates to 2 pupil that is
raintained by LEA and (2) any mformation acquired directly from the pupil through the use of
instructional software or applications assigned to the pupil by a teacher or other local educational LEA
employee,

SB 1177, SOPIPA: Once passed, the requirements of 8B 1177, SOPIPA were added to Chapter 22.2
(commencing with Section 22584) to Division § of the Busingss and Professions Code relating 1o
privacy.

Service Agreement: Refers to the Contract or purchase Order to which this DPA supplements and
modities.

School Official: For the purposes of this Agreement and pursuant to CFR 99.31 (B), a School Official is
a contractor that: (1) Performs an institufional service or funeifon for which the agency or institution
would otherwise use empioyees; (2) Is underthe divect control of the agency or lastitution with respect
{o the use and maintenance of education records; and (3} Is subject ta CFR 99.33(a) governing the use
and re-disclosure of personally identifiable information from student records.

Student Data: Student Data includes any data, whether gathered by Provider of provided by LEA or its
users, students, or students’ parents/guardians, that is déscriptiw of the student including, but not linited
0, information in the stident's educational record or email, fiest and tast namie; home address, telephione
pumber, email address, or other information atlowing online contact, discipline records, videos, test
results, special education data, juvenile dependency ¢ecords, grades, evaluations, crimimal records,
medical records, health records, social security numbers, biometric  information.  disabilitics,
socioceonomic information, food purchases, political affiliations, religious informafion text MEssages,
documents, student identifies, scarch activity, photos, voice recordings or gedlocation information.
Student Diata shall constitute Pupil Records for the purposes of this Agreement, and for the purposes of
California and Federal laws and regulations. Student Data as spe cified in Bxhibit B is confirmed to be
collested or processed by the Provider pursuant to the Services. Student Data shall not constitute that
information that has been aponymized or de-identified, or anonymous usige data regarding a student's
use of Provider's services. '

~ Subscribing LEA: An LEA that was not party 10 the original Services Agreement and who aceepts the
Provider's General Offer of Privacy Terms:

Subiprocessor: For the purposes of this Agreement, the tetm "Subprocessor” (sometirhes referred to a3
the "Subcottractor”) means a party other than LEA or Provider, who Provider uses for data collection,
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analytics, sioragé, or ather service o operste and/or improve its software, and who has access 1o P,
This teort shall also inchide in it mesning the term "Service Provider,” as it is found in SOPIPA.

Targeted Advertising: Targeted advertising means presenting an advertisement o a studént where the
sslection of the adverfisement is based on student information, student records or student genorated
contept or inferred over time from the usage of the Providers website, onling servige or mobile
application by such student or the refention of such student’s online activities or requests over time.
Third Party: The term "Third Party” as appears in Califomia Education Code § 49073.1 (AB 1384,
Buchanan) mieans a provider of digital educational software or services, imcluding cloud-based services,
for the digital storage, management, and retrieval of pupik records. However, for the putpose of this
Agreement, the term “Third Party” when used to indicate the provider of digital educational. software or
services is replaced by the term “Provider.”
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EXHIBIT "D"
DATA SECURITY REQUIREMENTS

Not Applicable.

16




EXHIBIT "E"
GENERAL OFFER OF PRIVACY TERMS

. Qffer of Terms

Provider offars the same privacy protections found in this DPA between it a;n‘d;.iii,__ s Alamitos Ush

and which Is dated] 05/08/2018 jw. any other LEA ("Subscribing LEA™) to anywho apcepts this
General Offer though s Signature below. This General Offer shall extend only to privacy protections
and Provider's signature shall not necessarily bind Provider to other terms, such as price, term, or
schedule of services, or to any other provision not addresged in tits DPA. The Provider and the other
LEA may also sgreé to change the data provided by LEA to the Provi der to suit the uiigue needs of the
LEA. The Provider may withdraw the General Offer in the event ofr (1) 2 matertal chanse in the
applicable privacy statutes; (2) a material change il the services and products listed in the Originating
Service Agreement; or three {3) years affer the date of Provider's signature to this Form. Provider shall
notify the California Stedent Privacy Alliance in the event of any withdrawal so that this information
may be transmitted to the Alliance's users.

.Sﬁiénﬁﬁé_heamiﬁg Corp.

-Siign‘étura: /éi Z ZZ.%—\ ate: 5_/8{2018

. . SVP & Gerieral Counsel
Title/Positiony, -

. Chris Brookhart

Printed Name:

2. Subseribing LEA

A Subseribing LEA, by signing a separate Service Agreement with Pravider, and by its signature betow,
accepls the General Offer of Privacy Terms. The Subscribmg LEA and the Provider shall therefore be
bound by the same terms of this DPA.

Dates

Printed Name: » Title/Position]
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