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This Student Data Privacy Agreemant ("DPA”) is entered Into on the date of full execution (the “Effective Date”)
snd is entered Into by and between:

Cupertino Unian School District , located at 10301 Vista Drive Cuperitno, Ca 68014
(the “Local Education Agency” or "LEA”) and
Sown (o Grow , located at 24 Schoo! 8t, 4th R Boaton, MA 02108
(the “Provider”).

WHEREAS, the Provider Is providing educational or digital services to LEA.
WHEREAS, the Provider and LEA recognize the need to protect personally identifiable student information
and other regulated date exchanged between them a5 required by applicable laws and regulations, such as the
Family Educational Rights and Privacy Act ("FERPA”) at 20 U.S.C. § 1232g (34 CFR Part 89);
the Children’s Online Privacy Protection Act ("COPPA™) at 15 U.5.C. § 6501-6506 {16 CFR Part 312), applicable
state privacy laws and regulations
and
WHEREAS, the Provider and LEA desire to enter into this DPA for the purpase of establishing thelr respective
obEgations and duties in order to comply with applicable laws and regulations.
INOW THEREFORE, for good and valuable consideration, LEA and Provider agres as follows:
1. Adescription of the Services to be provided, the categories of Student Data that may be provided by LEA
to Provider, and other information specific to this DPA are cantained in the Standand Clauses hereto.

2. Specis] Provisions. Check if Required
HM.MWIMTM:MWW&M:NMW
incorporated by reference Into this DPA In thelr entirety.

lethedted,me Provider, has signed Exhibit “E” to the Standard Clauses, otharwise known as
General Offer of Privacy Terms

3. n the event of a conflict between the SDPC Standard Clauses, the State or Special Provisions will control,
in the evant there Is conflict between the terms of the DPA and any other writing, Including, but not

{imited to the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA
shall control.

4. This DPA shall stay in effect for three years. Exhibit E will expire 3 years from the date the original DPA
was signed.

5. The services to be provided by Provider to LEA pursuant to this DPA are detalled in Exhibit "A” (the
“Services”).

6. Notices. All notices or other communication required or permitted to be given hereunder may be given
via e-mall transmission, or first-class mall, sent to the designated representatives below.



The designated representative for the Provider for this DPA Is:

Name: Rupa Gupta Title: CE0
Address: 515 Crofton Ave. Oekland, Ca 94610
Phone: 415-745-9465 Emall: rupa@sowntogrow.com

The designated representative for the LEA for this DPA is:

Name: Allison Liner Tile: As80ciate Sup, Ed Senvices
Address: 10301 Vista Drive Cupertino, Ca 85014
Phone: 408-252-3000 Emall: liner_allison@cusdks.org

IN WITNESS WHEREGF, LEA and Provider execute this DPA as of the Effective Date.
LEA: Cupertino Unlon School District

- o _9J1 /21

Printed Name: Alison Liner Title/Position: Assodete s Sup, Ed Services
PROVIDER: Sown to Grow

by:_YOunaChupfer Date: _6/29/21

Printed Name: Rupa Gupta Title/Positicn: CEO
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Version 1.0

b N

ARTICLE I: PURPOSE AND SCOPE

Purnoss of DPA. The purpose of this DPA Is to describe the duties and responsibilities to protect Student
Data including compliance with all sppicable federal, state, and local privacy laws, rules, and regulations,
2!l as may be amended from time to time. tn performing these services, the Provider shall be considered
8 Schoo! Official with a legitimate educational interest, and performing services atherwise provided by
the LEA. Pravider shall be under the direct contro! and supervision of the LEA, with respect to its use of
Student Data

provided. in ordes to perform the Services described above, LEA shall provide
swdmbahusldmﬂﬂadlnﬁnwuhofoan.amdmdhmoum

The definition of terms used In this DPA is found In Exhihit “C”. in the event of a conflict,

definitions used in this DPA shall prevail gver terms used In any other writing, including, but not limited
to the Service Agreement, Tesms of Service, Privacy Policies etc.

ARTICLE Il: DATA OWNERSHIP AND AUTHORIZED ACCESS

ludent Data Property of LEA. All Student Data transmitted to the Provider pursuant to the Service
Agreement is and wlleontlnueto be the property of and under the control of the LEA. The Provider
further acknowledges and agrees that all coples of such Student Data transmitted to the Provider,
including any modifications or additions or any portion thereof from any source, are subject to the
provisions of this DPA In the same manner as the original Student Data. The Parties agree that as between
them, all rights, including all intellectual property rights in and to Student Data contemplated per the
Service Agreement, shall remaln the exclusive propenty of the LEA, For the purposes of FERPA, the
Provider shall be considered a Scheol Officlal, under the control and direction of the LEA as it pertains to
the use of Student Data, notwithstanding the above,

Parent Aceass. To the extent required by law the LEA shall establish reasonable procedures by which a
parent, legal guardian, or eligible student may review Education Records and/or Student Data correct
erronenus Infarmation, and procedures for the transfer of student-generated content to a personal
account, consistent with the functionality of services. Provider shall respond in a reasonably timely
manner {and no later than forty five (45) days from the date of the request or pursuant to the time frame
required under state law for an LEA to respond to a parent or student, whichever Is sooner) to the LEA's
request for Student Data In @ student’s records held by the Provider to view or correct as necessaty. in
the event that a parent of a student or other Individual contacts the Provider to review any of the Student
Oata accessed pursuant to the Services, the Provider shall refer the parent or individual to the LEA, who
will follow the necessary and proper procedures regarding the requested Information.

Separate Account. If Student-Generated Content Is stored or maintained by the Provider, Provider shall,

at the request of the LEA, transfer, or provide a mechanism for the LEA to transfer, sald Studemt-
Generated Content to a separate account created by the student,
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suuents. Should law enforcement or other government entities ("Requesting
Paﬂvﬂsﬂwmanvldeera request for Student Data held by the Provider pursuant to the Services,
the Provider shall notify the LEA in advance of a compelled disclosure to the Requesting Party, unless
lawfully directed by the Reguesting Party not to inform the LEA of the reguest.

S, Subprecescors. Provider shall enter into written agreements with ali Subprocessors performing functions
for the Provider In order for the Provider to provide the Services pursuant to the Service Agreement,

:ﬁ,’;ﬁ:" Subprocessors agree to protect Student Data in a manner no less stringent than the terms

ARTICLE lli: DUTIES OF LEA

pite: mws. LEA shall provide Student Data for the purposes of
olmlnlmthe Servlus ln eompllanu wlth all appﬂcnhle federal, state, and local privacy laws, rules, and
regulotions, all as may be amended from time to time.

Annual Netifles Rights. If the LEA has a policy of disclosing Education Rrecords and/or Student

lma undef FEI!PA (34 CFR § 99.31(2)(1)), LEA shall Include a specification of criteria for determining who
constitutes & school official and what constitutes a legitimate educational interestin its annual
notification of rights.

2 meautinns. LEA shall take reasonable precautions to secure usernames, passwords, and
any otlmmeans of galning access to the services and hosted Student Data.

pauthorized A Notification. LEA shall notify Provider promptly of any known unauthorized access.
LEA will assist Pmlder in any efforts by Provider to Investigate and respond to sny unauthorized access.

ARTICLE 1V: DUTIES OF PROVIDER

1. Privacy Compliance. The Provider shall comply with all applicable federal, state, and local laws, rules, and
regulations pertaining to Student Data privacy and security, all as may be amended from time to time.

2. Authorized Use. The Student Data shared pursuant to the Service Agreement, Including persistent unique
identifiers, shall be used for ro purpose other than the Services cutlined in Exhibit A or stated in the
Service Agreement and/or otherwise authorized under the statutes raferred to hereln this DPA.

3. Provider Emploves Obligatian. Provider shall require all of Provider’s employees and agents who have
access to smdent Data to comply with all applicable provisions of this DPA with respact to the Student

Data shared under the Sesvice Agreement. Provider agrees to require and maintain an appropriate
wnﬂdentlam:y agreement from each employee or agant with access to Student Data pursuant to the

Service Agreement.
4. [NoDisclosure. Provider acknowledges and agrees that it shall not make any re-disclosure of any Student

Data or any portion thereof, including without limitation, user content or other non-public information
and/or personally Identifiable Information contained In the Student Data other than as directed or
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7.

1.

permitted by the LEA or this DPA. This prohibition agalnst disclosure shall not apply to aggregate
summaries of De-identified Information, Student Data disclosed pursuant to a lawfully Issued subpoena
or other legal prooess, or to subprocesscrs parforming services on behalf of the Provider pursuant to this
OPA. Provider will not Sell Student Data to any third party.

: Provider agrees not to attempt to re-identify de-identified Student Data. De-identified
Data may be used by the Provider for those purposes allowed under FERPA and the following purposes:
(4) assisting the LEA or other governmental agencies In conducting research and other studies; and 2
research and development of the Provider's educational sites, services, or applications, and to
demonstrate the effectiveness of the Services; and (3) for adaptive leaming purpose and for customized
student learning. Provider's use of De-Identified Data shall survive termination of this DPA or any request
by LEA to return or destroy Student Data. Except for Subprocessors, Provider agrees not to transfer de-
identifted Student Data to any party unless (a) that party agrees In writing not to attempt re-ldentification,
and (b) prior written notice has been given to the LEA who has provided prior written consent for such
transfer. Prior to publishing any document that names the LEA explicitly or indirectly, the Provider shall
obtaln the LEA’s written approval of the manner in which de-identified data is presented.

Disposition of Data. Upon written request from the LEA, Provider shall dispose of or provide amechanism
for the LEA to transfer Student Data obtained under the Service Agreement, within sixty (60) doys of the
dste of said request and according to a schadule and procedure as the Parties may ressonably agree.
Upon terminatien of this DPA, If no written request from the LEA Is received, Provider shall dispose of all
Student Data after providing the LEA with reasonable prior notice. The duty to dispese of Student Data
shall not extend to Student Data that had been De-ldentified or placed in a separate student account
pursuant to section Il 3. The LEA may employ @ “Directive for Disposition of Data” form, a copy of which
ls attached hereto as Exhjbit “D”. If the LEA and Provider employ Exhibit “D,” no further written request

or notice is required on the part of elther party prior to the disposition of Student Data describad in Exhibit
“D.

Advertising Limisations. Provider is prohibited from using, disclosing, or selling Student Data to (a) Inform,
nfluence, or enable Targeted Advertising; or (b} develop a profile of a student, family member/guardian
or group, for any purpose other than providing the Service to LEA. This sectlon does not prohibit Provider
from using Student Data (() for adaptive leaming or customized student leaming (Including generating
personalized leaming recommendations); or (i} to make product recommendations to teachers or LEA
employeas; or (IIf) to notify account holders about new education product updates, features, or services
or from otherwise using Student Data as permitted in this DPA and its accompanying exhibits

i1k

iep

ARTICLE V: DATA PROVISIONS

Data Storage. Where required by applicable law, Student Data shall be stosed within the United Stotes.
Upon request of the LEA, Provider will provide a list of the locations where Student Data Is stored.

Augits. No more than once a year, or following unauthorized access, upon recelpt of a written request
from the LEA with at least ten (10) business days’ notice and upon the execution of an appropriste
confidentinlity agreement, the Provider will allow the LEA to audit the security and privacy measures that
are In place to ensure protection of Student Data or any portion thereof as it pertains to the delivery of
services to the LEA . The Provider will cooperate reasonably with the LEA and any local, state, or federal

Page 86120



agency with oversight authority or jurisdiction In connection with any auditor investigation of the Provider
and/or dellvery of Services to students and/or LEA, and shall provide reasonable access to the Provider's
faciities, staff, egents and LEA’s Student Data and all records pertaining to the Provider, LEA and delivery
of Services to the LEA. Failure to reasonably cooperate shall be deemed a material breach of the DPA.

Data Seeurity. The Provider agrees to utilize administrative, physical, and technical safeguards designed
to protect Student Data from unauthorized access, disclosure, acquisition, destruction, use, or
modification. The Provider shall adhere to any appiicable law relating to data security, The provider shall
implement an adequate Cybersecurity Framework based on one of the natlonally recognized standards
set forth set forth in Exhihit “F". Exclusions, variations, or exemptions to the identified Cybersecurity
Framework must be detalled (n an attachment to Exhibit "H°. Additionally, Provider may cheose to
further detall its security programs and measures that augment or are in addition to the Cybersecurity
Framework in Exhibit "F”. Provider shall provide, in the Standard Schedule to the DPA, contact
Information of an employee who LEA mey contact If there are any data security concerns or questions.

Data Breach. In the event of an unauthorized release, disclosure or acquisition of Student Data that
compromises the security, confidentiality or Integrity of the Student Data maintained by the Provider the
Provider shall provide notification to LEA within seventy-two (72) hours of confirmation of the incident,
unless notification within this time limit would disrupt Investigation of the incident by law enforcement.
In such an event, notification shail be made within a ressonable time after the incident. Provider shall
follow the following process:

(1) The security breach notification described above shall include, at a minimum, the following
information to the extent known by the Provider and as it becomes avallable:

I, The name and contact information of tha reporting LEA subject to this section.
. A list of the types of parsonal Information that were or are reasonably believed to have
been the subject of a breach.
il. if the information s possible to determine at the time the notice Is provided, then elther
{1) the date of the breach, {2} the estimated date of the breach, or (3) the date range
within which the breach eceurred. The notification shall also inciude the date of the

notice.

iv. Whether the notification was delayed as a result of a law enforcement Investigation, if
that information Is possible to determine at the time the notice is provided; and

v. A general description of the breach incident, If that Information Is possible to determine
atthe time the notice is provided.

{2) Provider agrees to adhere to all federal and state requirements with respect to a data breach
related to the Student Data, including, when appropriate or required, the required responsibilities
and pracedures for notification and mitigation of any such data bresch.

(3) Provider further acknowledges and agrees to have a written Incident response plan that reflects
best practices and is consistent with industry standards and federal and state law for responding
to a data breach, breach of security, privacy incident or unsuthorized acquisition or use of Student
Data or any portion thereof, including personally identifiable information and agrees to provide
LEA, upon request, with a summary of said written incidant response plan,

Paga7¢i20



{4) LEA shall provide notice and facts surrounding the breach to the affected students, parents or
guardians.

{S) Inthe event of a breach originating from LEA’s use of the Service, Provider shall cooperate with
LEA to the extent necessary to expeditiously secure Student Data.

ARTICLE Vi: GENERAL OFFER OF TERMS
Provider may, by signing the attached form of “Generat Offer of Privacy Terms” {General Offer, attached harato
2s Exhibit “E), be bound by the terms of Exhibit “E” to any other LEA who signs the acceptance on said Exhibit.
The form s limited by the terms and conditions described therein.
ARTICLE Vii: MISCELLANEOUS
1, Termination. In the event that elther Party seeks to terminata this DPA, they may do so by mutual written

consent so long as the Service Agreement has (apsad or has been terminstad. Either party may terminate
this DPA and any service agreement or contract if the other party breaches any terms of this DPA.

{ semination Survival. if the Service Agreesment Is tesminatad, the Provider shall destroy all of
m'smmmwmmmmw.ma

3. priarity of Asreements. This DPA shall govern the treatment of Student Data In order to comply with the
privacy protections, Including those found In FERPA and all applicable privacy statutes identified In this
DPA. In the event there Is conflict between the terms of the DPA and the Service Agreement, Terms of
Service, Privacy Policies, or with any other bid/RFP, license agreemant, ar writing, the terms of this DPA
shall apply and take precedence. in the event of a confiict between Exhibit H, the SDPC Standard Clauses,
snd/er the Supplemental State Terms, Exhibit M will contro!, followed by the Supplementsl State Terms.
Excapt as described In this paragraph herein, 2!l other provisiens of the Service Agreement shall remain
in affact.

4. Entire Agreemant. This DPA and the Service Agreement constitute the entire agreement of the Parties
relating to the subject matter hereof and supersedes all pricr communications, representations, or
agreements, oral or written, by the Parties relating thereto. This DPA may be amended end the
observance of any provision of this DPA may be waived (either generally or in any particular Instance end
either retroactively or prospectively) only with the signed written consent of both Parties. Neither failure
nor delay on the part of any Party In exerelsing any right, power, or privilege hereunder shall operate as a
walver of such right, nor shali any single or partial exercise of any such right, power, or privilege preclude
any further exercise thereof or the exercise of any other right, power, er privilege.
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5.

Seversbility, Any provision of this DPA that Is prohibited or unenforceable in any Jurisdiction shall, as to
such jurisdiction, be Ineffective to the extent of such prohibition or unenferceabllity without invalidating
the remaining provisions of this DPA, and any such prohibition or unenforceability in any jurisdiction shall
not Invalidate or render unenforceable such provision in any other Jurisdiction. Notwithstanding the
foregoing, If such provision could be more narmowly drawn so as not to be prohibited or unenforceable in
such jurisdiction while, st the ssme time, maintaining the intent of the Parties, it shall, as to such
jurisdiction, be so narrowly drawn without invalldating the rematning provisions of this DPA or affecting
the validity or enfarceability of such provision in any other jurisdiction.

gtign. THIS DPA WILL BE GOVERNED BY AND CONSTRUED IN

7

ACCORDANCE WITH THE I.AWS OF THE STATE OF THE LEA, WITHOUT REGARD TO CONFLICTS OF LAW
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE
STATE AND FEDERAL COURTS FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARISING OUT OF OR
RELATING TO THIS DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY.

Suzeassars Baynd: This DPA (s and shall be binding upon the respective successors In Interest to Provider
in the event of a merger, acquisition, consolidation or other business reorganization or sale of all or
substantially all of the assets of such business In the event that the Provider sells, merges, or otherwise
disposes of its business to a successor during the term of this DPA, the Provider shail provide written
notice to the LEA no later than sbay {60) days after the closing date of sale, merger, or disposal. Such
notice shall Include a written, signed assurance that the successor will assume the obligations of the DPA
and any obligations with respect to Student Data within the Service Agreement. The LEA has the authority
to terminate the DPA i it disapproves of the successor to whom the Provider is selling, merging, or
otherwise disposing of its business,

Authority. Each party represents that it is authorized to bind to the terms of this DPA, including
confidentislity and destruction of Student Data and any portion thereof cantained therefn, all related or
assoclated Institutions, Individuals, employees or contractors who may have eccess to the Student Data
and/or any portion thereof.

Walver. No delsy or omission by either party to exercise any right hereunder shall be construed as 3

walver of any such right and both parties reserve the right to exercise any such right from time to time,
as often as may be deemed expedient.

Pags 9ot 20



[INSERT DETALLED DESCRIPTION OF PRODUCTS AND SERVICES HERE.
IF MORE THAN ONE PRODUCT {(RESOURCE) OR SERVICE IS INCLUDED, LIST EACH PRODUCT (RESOURCE) HERE]

See Proposed Scope of Work attached
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pllca,tlo_n hno
Méta Data

EXHIBIT *B”
SCHEDULE OF DATA

T

IP Addresses of users, Uuofl&kle‘s,ge.

Other application technology'meta data-Please specify:

Application Use Statistics

Meta data on user Interaction with:application

Assessment

Standardized test scores

Observation data

Other assessment data-Please specify:

Attendance

Student schiool {dally) attendance data

Student class attendance data

Gommunications

Online communications-captured {émails, biog entries)

Conduet

Conduct.or behavioral data

Demographics

Date of Birth

Place of Birth

Gender

Ethnlcity or.race

Langiiage Information (native, or primary language spoken by
student)

Other demographic information-Please specify:

O |&

Enroliment

Studenit school enrollment

Student grade level

Homeroom

Guidance counselor

Specific curriculum programs

Year of graduation

Other enroliment Information-Please specify:

Rarenthi:ardlan Contact
Information

Address

Emall

Phone
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P:en'rquardlln D

= EmiRn

Parent ID number (created to link parents to students)
Parent/Guardian Name | First and/or Last v
Schedule Student scheduled courses
Teacher names
Special Indicator English language learnier information
Low Income status
Medical alerts/ health data
Student disabllity information
Specialized education services (IEP or S04)
Living situations (homeless/foster care)
Other indicator information-Please specify: D
Student Contact Address
Information Emall .i
Phone
Student Identifiers Local (School district) ID number 1
State ID number
Provider/App assigned student ID number v
Student app username v
Student app passwords v
Student Name First and/or Last [v]
Student In App Program/application performance {typing program-student
Performante ::s:ls; €0 wpm, reading program-student reads below grade
Student Program Academic or extracurricular activities a student may belong to D
Membership or participate in
::‘;zz:ts::mv Student responses to surveys or questionnaires
Student work Student generated content; writing, pictures, etc,
Other student work data -Please specify: D
Transcript Student course grades ‘:]
Student course data rl
Student course grades/ performance scores n
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. Olher‘tran's data - Please specify:’

Transportation

Student bus assignment

Student pick up and/or drop off Jocation

Student bus card 1D‘'number

Other transportation data = Please:specify:

l

‘Other

Please list each‘additional-data element used, stored, of
collected by your application:

H

None

No Student Data collected at this time. Provider will
Iimmediately notify LEA if this designation Is no longer
applicable.
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EXHIBIT *C*
DEFINITIONS

De-tdentifiad Data and De-identification: Records and Information are considerad to be de-identified when all
personally Identifiable information has been removed or obscured, such that the remaining information does not
reasonably tdentify @ specific Individual, including, but not limited to, any information that, alone or In
combination Is tinkable to a specific student and provided that the educational agency, or other party, has made
a reasonable determination that a student’s Identity ks not personally identifiable, taking into account reascnable
avallable information.

Educations] Records: Educational Records are records, files, documents, and other materials directly related to 8
student and maintained by the schoo! or local education agencey, or by a person acting for such school or local
education agency, Including but not limited to, records encompassing all the material kept in the student’s
cumulative folder, such as general identifying data, records of attendance and of academic work completed,
records of achlevement, and results of evaluative tests, heaith date, disciplinary status, test protocols and
individuslized education programs.

Metadata: means Information that provides meaning and context to other data being collected; Including, but not
limited to: date and time records and purpose of creation Metadata that have been stripped of all direct and
indirect identifiers are not considered Persenally (dentifiable Information.

Operator: means the opérator of an internet website, online service, ontine application, ar mobile application with
actual knowledge that the site, service, or application Is used for K~12 school purposes. Any entity that operates
an Internet website, online service, online application, or mobile application that has entered into a signed, written
agraement with an LEA to provide a service to that LEA shall be considered an “operator” for the purposes of this
section.

Originating LEA: An LEA who originally executes the DPA in Its entirsty with the Provider.

Provider: For purposes of the DPA, the term “Provider” means provider of digital educational saftware or services,
including cloud-based services, for the digital storage, mansgement, end retrieval of Student Data. Within the DPA
the term "Provider” includes the term “Third Party” and the term “Operator” as used in applicable state statutes.

Student Generated Contant: The term “student-generated content” means materials or content created by a
student In the services Including, but not limited to, essays, research reports, portfollos, ereative writing, music or
other audio files, photographs, videos, and account Information that enables ongoing ownership of student
content,

School Official: For the purposes of this DPA and pursuent to 34 CFR § 99.31(b), a School Officlal Is a contractor
that: (1) Performs an Institutional service or function for which the agency or institution would otherwise use
amployees; (2) Is undar the direct control of the agency or institution with respect to the use and maintenance of
Student Data including Education Records; and (3) Is subject to 34 CFR § 93.33{a) governing the use and re-
disclosure of personally identifiable information from Education Records.

Servica Agreement: Refers to the Contract, Purchase Order or Terms of Service or Terms of Use.

Student Data: Student Data includes any data, whether gatherad by Provider or provided by LEA or its users,
students, or students’ parents/guardians, that (s descriptive of the student Including, but not limited to,

1190353v1
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information In the student’s educational record or emall, first and last name, birthdste, home or other physical
address, telephone number, emall address, or other information allowing physical or online contact, discipline
records, videos, test results, special education data, juveniie depandency recards, grades, evaluations, criminal
records, medical records, health records, soclal security numbers, biometric Information, disabllities,
socloeconomic information, Individual purchasing behavior or preferences, food purchases, political affillations,
religlous Informaticon, text messages, documents, student identifiers, search activity, photos, volce recordings,
geolocation Information, parents’ names, or any other information or identification number that would provide
Information about a spacific student. Student Data includes Meta Data, Student Data further Includes “personally
Identifiabla Information (P1)),” as defined in 34 C.F.R. § 95.3 and as defined under eny applicable state law. Student
Data shall constitute Education Records for the purposes of this DPA, and for the purposes of federal, state, and
loca) lsws and reguiations. Student Data as spectfied In Exhibit “B” is confirmed to be collacted or processed by
the Provider pursuant to the Services. Student Data shall not constitute that information that has been
anonymized or de-identified, or anonymous usage data regarding a student’s use of Provider’s services.

Subprocassors For the purposes of this DPA, the term “Subprocessor” {sometimes referred to as the
“subcontractor”) means a8 party other than LEA or Provider, who Provider uses for data collection, analytics,
storage, or other service to operate and/or Improve its service, and who has access to Student Data.

Subscribing LEA: An LEA that was not party to the original Service Agreement and who accepts the Provider’s
General Offer of Privacy Terms.

Targated Advertising: means presenting an advertisement to a student whaere the selection of the advertisement
(s based on Student Data or Inferred over time from the usage of the operator’s Internet web site, online service
or mobile application by such student or the retention of such student’s online activities or requests over time for
tha purpose of targeting subsequent advertisements. “Targeted advertising" does not include any advertising to
a student on an Internet web site based on the content of the web page or In responss to 8 student's response or
request for information or feedback.

Third Party: The term “Third Party” means a provider of digital educational software or services, incdluding cloud-
based services, for the digital storage, management, and retrieval of Education Records and/or Student Data, as
that term Is used in some state statutes. However, for the purpose of this DPA, the term “Third Party” when used
to indlcate the provider of digital educational software or services is replaced by the term “Provider.”

1190353v1
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EXHIBIT “D”

DIRECTIVE FOR DISPOSITION OF DATA
Cupertina Unlon Behool District Provider to dispose of data abtained by Provider

pursuant to the terms of the Sesvice Agreement between LEA and Provider. The terms of the Disposition are
set forth below:
1. Extent of Disposition
1 oisposttion Is partial. The categaries of data to be disposed of are set forth below or are found in
an attachment to this Directive:
D (Insert categories of data hare)
_L_1Disposition is Complate. Disposition extends to all categories of data.

zl
Disposition shall be by destruction or defetion of data.
Disposition shall be by a transfer of data. The data shall be transferred to the following site as
follows:
{insert or attach speclal Instructions)

1001

Dta shafLbadisposed of by the following date:
As soon as commerclally practicable.
By

4. Signatucg

Authorized Representative of LEA Date

Authorized Representative of Company Date

1150353v1
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EXHIBIT°F~
DATA SECURITY REQUIREMENTS

Adequate Cybarsecurity Frameworks
2/24/2020

The Education Security and Privacy Exchange (*Edspex”) works in partnership with the Student Data Privacy
Consortium and Industry leaders to maintain a list of known and credible cybersecurity frameworks which can

protect digita! learning ecosystems chosen based on a set of guiding cybersecurity principles® ("Cybersecurity
Framewarks”) that may be utilized by Provider .

Office of the Under Secretary of Defense for | Cybersecurity Maturity Model Certification
Acquisition and Sustalnment (OUSD(ASS)) {CMMC, “FAR/OFAR)

Cybersecurity Frameworks
MAINTAINING ORGANIZATION/GROLP FRAMEWORK(S)
D Nationa! Institute of Standards and NIST Cybersecurity Framework Version 1.1
Technology
National Institute of Standards and NIST SP 800-53, Cybersecurity Framework for
[] | echnotogy Improving Critical Infrastructure Cybersecurity
{CSF), Special Publication 800-171
international Standards Organization Information technology — Security technlques
D - [nformatlon security management systems
{1SO 27000 series)
D Secure Controls Framewark Councll, LLC Security Controls Framework (SCF)
[[]| center for internet security ©15 Critieal Security Controls {CSC, CIS Top 20)

Please visit hitp://www.edspex.orq for further details about the noted frameworks.
*Cybersecurity Principles used to choose the Cybersecurity Frameworks are lacated here
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EXHIBIT “G"
Supplemental SDPC State Terms for California

Version 1.0

This Amendment for SDPC State Terms for California (“Amendment”) is entered into on the
date of full execution (the “Effective Date™) and is incorporated into and made a part of the

Student Data Privacy Agreement (“DPA") by and between:

Cupertino Union School District _ tocated at 10301 Vista Drive Cupertino, Ca 95014
(the “Local Education Agency” or “LEA™) and
Sown 4o Grow , located at 24 School 51, 4th Fl Boston, MA 02168
(the “Provider”).

All capitalized terms not otherwise defined herein shail have the meaning set forth in the DPA,

WHEREAS, the Provider is providing educational or digital services to LEA, which
services include: (a) cloud-based services for the digital storage, management, and retrieval of
pupil records; and/or (b) digitel educational software that authorizes Provider to access, store, and
use pupil records; and

WHEREAS, the Provider and LEA recognize the need to protect personally identifiable
student information and other regulated data exchanged between them as required by applicable
laws and regulations, such as the Family Educational Rights and Privacy Act (“FERPA") at 20
U.S.C. § 1232g (34 C.FR. Part 99); the Protection of Pupil Rights Amendment (“PPRA") at 20
U.S.C. §1232h; and the Children’s Online Privacy Protection Act (“COPPA™) at 15 US.C. §
6501-6506 (16 C.F.R. Part 312), accordingly, the Provider and LEA have executed the DPA,
which establishes their respective obligations and duties in order to comply with such applicable
laws; and

WHEREAS, the Provider will provide the services to LEA within the State of California
and the Parties recognizes the need to protect personally identifiable student information and other
regulated data exchanged between them as required by applicable Califomia laws and regulations,
such as the Student Online Personal Information Protection Act (“SOPIPA") at California Bus. &
Prof. Code § 22584; Califomia Assembly Bill 1584 (“AB 1584™) at California Education Code
section 49073.1; and other applicable state privacy laws and regulations; and

WHEREAS, the Provider and LEA desire to enter into this Amendment for the purpose of
clarifying their respective obligations and duties in order to comply with applicable California state
laws and regulations.

NOW, THEREFORE, for good and valuable consideration, LEA and Provider agree as follows:

m. 'l‘hetennoﬂhkknmdmentshallexplmonthesamdateasﬂ:eDPA.m

teatios f DPA. Article IV, Section § of the DPA
(Advmng meuom)tsmdedbydeletmgﬂlemckenmasfollows-
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Provider is prohibited from using, disclosing, or selling Student Data to (a) inform,
influence, or enable Targeted Advertising; or (b) develop a profile of a student, family
memben/guardian or group, for any purpose other than providing the Service to LEA. This
section does not prohibit PmiderﬁmnmingSmdemDauG) for adaptive leaming or
customized smdent leaming (ineludlng gmemmg pemonaliud Ieammg

ersersions of from atherwise using Student Data us permitted in this DPA and s
accompanying exhibits,

(SIGNATURES BELOW]

IN WITNESS WHEREOF, LEA and Provider execute this Amendment as of the Effective Date,

:A: @wam Date: ?///ﬁ’/

—r—tp

Printed Name: Allison Liner Title/Position: te Sup, Ed Services
Provider: Sown to Grow

By:_Younallupfer Date;_6/29/21

Printed Name: Rupa Gupta Title/Position: Ceo
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l ‘-'s.:]g ) ?&%w Building. Better. Learners.

Cupertino Union School District serves just over 17,000 students in 19 elementary schools, one K-8
school, and five middle schools throughout the city of Cupertino and parts of the cities of Sunnyvale, San
Jose, Saratoga, Los Altos, and Santa Clara. As part of a multi-faceted strategic planning process, CUSD
has developed a robust Portrait of a CUSD Learner:

The CUSD Learner takes ownership of his or her learning, is a deep, critical thinker, a strong
communicator, collaborator, and a creative, civic minded problem solver. We expect our students
to exhibit innovation and seek out challenges, while working in collaborative teams to deepen
understanding, and solve complex problems. As a self-directed student, the CUSD Learner will
be intrinsically-motivated, curfous, confident, and Inspired, often considering the greater good
and working toward common goals and community benefit. We want our students to be
Joyous, engaged learners for a lifetime!

Recent surveys have highlighted areas of growth for students in this portrait, specifically around student
goal-setting, agency, grit and perseverance. CUSD is seeking a pedagogy and technology partner to
support these areas and help every student embody the Portrait of a CUSD Learner.

In support of these powerful goats, CUSD and Sown To Grow agree to a collaborative partnership that
enables:

1) Implementation of a consistent, engaging routine of student check-ins, goal-setting and
reflection, building academic and social-emotional tearning skills. The system includes built-in,
technology-enabled scaffolds for both students and teachers in best practices of learning
science and emotional management.

2) Measurement and real-time reporting of key metrics to ensure growth and success (e.g., number
and quality of goals set/met, growth in Sown To Grow's Strategic Reftection Quality score,
formative pre/post SEL survey data, etc.)

3} Deepening teacher and school practice in cohorts via extended implementation of the
student-led reflection process {for example, emotionally-focused check-ins, social-emotional
learning competencies and/or longer-term goal-setting)

Sown To Grow will partner with CUSD to identify and recruit a subset of schools to participate in the
district’s Year 1 Implementation program. Once schools self-select into the program, Sown To Grow will
train school staff and support thelr individualized implementation. Data reporting will be available at
both the school level and aggregate district level to assess the quality of implementation and impact on
student outcomes.

This quote reflects an estimate of 10 schools participating in the program: however, Sown To Grow will
invoice based on the actual number of school participants. The discounts laid out below will apply to
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