School DistriotLoeal Education Ageney:
SUnoo' Oiafnict o Avcodio

Provider;

Platform Athletics

Date:

4512022

fZ?zzs sampl agreement is for informational purposes only. This agreement may not be constried

dvice, School districts should always consult with the district s own: legal counsel before
;entermg mta a student data  privacy agreement




" S, for the pury DPA, Provider is a school district official with legititnate
. educ‘aﬁonal mterests m accessmg educational records; pursuant to the Service Agreement; and

conforms f.'ff & rcquir@mentg ofthe. pﬁvapy
; proceduras and duties; and

of Student Data, Prowder shall be under the direot mﬁtrol and supervismn of fhe LEA.




udent Data to Be Provided. The Parties: shall indmate the categories of student:data fo
be prowded in the Schedule of Data, attached hereto as Exhibit “B”.

See Exhibit B

 Definitions. The definition of fermis used ’\f,ﬂ:us DPA.is found in Exhibit “C”, Tn the
event of a conﬂlct definitions used in this DPA. shall prevail over fefm used in the Servlca
Agreement,

ARTICLE I: DATA OWNERSHIP AND AUTHORIZED ACCESS

Student Data Property of LEA. All Student Data transmitted to the Providet pursuant to
the Servxce Agreement is aﬁd wﬂl continue to be the property of and under the control of the
and agtees that all copies of such Student Data
ing any modifications o additions or any portion theréof from
prOV;lS ns Of’ﬂlls Agreamc;nt m the sam manner as the ongmal

LEA. For th : IRP -Provider shall be con: ‘dered aiSch@ol

't Offic 'under the control and direction of the LEAsasit pertams to the use of Student
Data- notmthstandmg the ‘above. Provider iay transfer pupil-generated cotitent to a separate
‘account, according to the procedures set forth below,

2, arent Access. LEA shall establish reasonable procedures by which ‘8 parent, legal
guard1an, or ehgzble student uay review: Student Data in the pupil’s records, cotrect erroneotis
information, ‘and procedures for the transfer ‘of pupil-ges ed content 1o & personal account;
consxstent wﬂh the ﬁmcﬁonahty of & o et shall respond in a timiely mannet (and no
later from the date of the request) to the LEA’ 1 dquest for Student Data in a pupil’s
; view ot eotrect a8 neceSSary In the event that a patent of a pupil
dmdual contac thie Prowder to review any of the Student Data acoessed pursuant to
fhe Services, the Provider shall refei the parent or individual to the LEA, who will follow the
tiecessary and propet procedures regarding the requested information.

3. > Account. If pupil genetated content is stored or maintained by the Provider as
part of the Serv:cés descnbed in Exhibit “A”, Provider shall, at the request of the LEA, transfer
said ‘pupil ‘generated ‘content to a separate stident account upon termiination of the Service
Agreement; provided, however, such transfer shall only apply ‘to pupil generated content that is
severable from the Service.




e the purposes of the Service Agreement
and apphcable Wisconsin law.

§. The LEA shall dnclade a- speciﬁcauon of ‘criteria ynder:

FERP, sterinining who ¢ a school ‘oﬂicial and ‘what constitutes 2 legitimate
eduoational ititetest ln, its Annual nohﬁoat;on of rights,

Reasonab) e¢autions, LEA shall take reasonable precautions to secure usernatiies,
pass’wcmis,i and any other means of gaining access to-the services and hosted data,

Access Notification. LEA shall notify Provider prompily of any known or
authotized : ccess LEA will assist Provider in any efforts by Provider to inyestigate
-and regpond to any unauthorlzed acoess.

andregulations ertaining o data
applicable ‘Wisconsin law,

'Wlthout the express wﬁttén conséni

3. Employee Oblis aﬁon.-, Provider shall require all employees and agents who have aceess
to- Student Data fo comply with all applicable provisions of this DPA with respect to the data
shared under the Service Agreement,




4. No Disclosure, Provider shall not copy, teproduce or transmit any data obtained under the
Service Agreement and/or any portion thereof, except a5 fiecessary to fulfill the Service

Agreement.

5. Disposition of Data. Upon written request and in accordance with the applicable terms in
subseation a or b, below, Provider shall dispose or delete all Student Data obtained under the
Setvice Agreement when it is no longer nieeded for the purpose for which it was obtained,
Disposition shall include (1) the shredding of any hard copies of any student data (2) érasing; or
(3) otherwise modifying the personal information in those records to ;imake it unreadable or
indecipherable by human or digital means, Nothing in the Service Agreerment authorizes Provid
to maintain Student Data obtained under the Service Agreement beyond the time period
reasonably needed to complete the disposition. Provider shall provide written notification to LEA
when the Student Data has been disposed. The duty to dispose of Student Data shall riot exténd to
data. that has been de-identified or placed in a separate Student account, pursuant to the othier
terms of the DPA. The LEA may employ a “Request for Return or Deletion of tudent Data”
fort, & copy of which is attached herefo as Exhibit “D”. Upon receipt of & request from the LEA,
the Provider will immediately provide the LEA with any specified portion of the Student Data
‘within ten (10) calendar days of receipt of said request.

a. Partial Disposal During Term of Service Agreement. Throughout the Term of the
Service Agreernent, LEA may request partial disposal of Student Data obtained under
the Service Agreement that is no longer needed. Partial disposal of data shall be subject
to LEA’s tequest to transfer data to a separate account, pursuant to Article IL, section 3,
above.

b. Complete Disposal Upon Termination of Service Agreement. Upon Termindtion of
the Service Agreetnent Provider shall dispose or delete all Student Data obtained under
the Service Agreement. Priot'to disposition of the data, Provider shall notify LEA. in
writing of its option to transfer data to a sepatate account, pursuant to Atticle II, section
3, above. In.fio event shall Provider dispose of dafa pursvarit to this provision unless
and until Provider has received affirmative written confirmation from LEA that data
will not be transferred to a separate account.

6. Advertising Prohibition. Provider is prohibited from using or selling Student Data to (2)
matket or advertise to students orfamilies/guardians; (b) inform, influence, or enable marketing,
advertising, or other commercial effotts by a Provider; (c) develop a profile of a student, family
member/guardian ot group, for any commercial purpose other than providing the Service to LEA;
or (d) use the Student Data for the developm ommetcial products or services, other than'as
necessaty 1o provide the Service to LEA. This es not prohibit Provider fromi using
‘Student Data for adaptive learning or custonized student learning purposes.

ARTICLE V: DATA PROVISIONS

1. Data Security. The Provider agrees to abide by and maintain adequate data security
measures, consistent with industry standards and technology best practices, to protect Student
Data from unauthorized disclosure or acquisition by an uriauthorized person, The general security
duties of Provider ate set forth below. Provider may further detail its security programs and




. Security Protocels, Both parties agreeto. maintain security protocols that meet industry
‘standards i the transfor or transmission of any data, including ensuring that data may
only be viewed or accessed by paities legally allowed to do so. Provider shall maintain
all data -obtained or penetated pursuant to the Service Agreement in & secute digital
enviroriment and not copy, reproduce, or transmit data obtained putsuant to the Service
Agreement, except as necessary to fulfill the purpose of data requests by LEA.

. Employee Tminm' The Promder shall promde penodw security training to those of

iployees who operate ‘systern. Fur shall pravide
'LEA with contact information of an employee who LEA may contact if there are any
security coneetnis or questions.

ﬁ,easﬁi'es sha’l’l' mclude Server authenhcatlon and data
tsuant o the Service Agreement n an

industry standards,

;Prowdar*é Security Coordinator for ‘the Student iData‘feceived' pursuant to the Servme
Agreement,

g- Subprocessors Bound. Provider shall enter into written agreements whereby
- Subprocessors agree to secure and protect Student Data in a manner consistent with the
terms -of this Article V. Provider shall periodically conduct or review compliance
monitoting and assessments of Subprocessors to determine their compliance with this
Article.




h. Periodic Risk Assessment. “Provider futther acknowledges and agrees to conduct
digital and physical periodic (no less than  seri-antiual) risk assessments and remediate:
any identified security and privacy vulnerabilities in a timely mann

iz
’ at i of 'the :
mexdenf, and 1ot eXceedmg forty—elght,(48) hours Provxdcr shall follow theifollo‘ng*pmcess’ :

a. The seourity ‘breach notification shall bs writien in plam Ianguage, shall be tlﬂed
“Notice of Data Breach," aﬁd shall present the mformatmn > d ]
following headin pp Was Inve
Are Doing; What You Can 0, atid “For More Informatlan ” Addmonal mformatmnk
may be provided as a supplement to the notice.

b. The security breach notification described above in section 2(a) shall include, at a
minimum, the following informatioi:

i. Thename and ¢ontact information of the reporting LEA stibject to this section.

ii. A list of the types of personal information that wete ot are reasonably belisved to
have been the subject of a breach.

iii. If the information is possible to determine: at the:
exther ) the date of the breach, (2) the's

date rafige ‘within Which the breach ocoutted,
the date-of the notice.

iv. Whether the notification was delayed because of a law enforcement
investigation, if that information is possible to determine at the time the notice is
provided.

v. A general description of the breach incident, if that information is possible to
determine at the time the notice is provided.

ime the notice is provided, then

on shall aléo 'mclude

¢. At LEA’s discretion, the security breach notification may also include any of the
following:

i Information about what the agency has done to protect individuals whose
if

ation has ‘beeti breached.
ii. ‘Advice on steps that the person whose mformatlon has been breached may take

to protect himself or herself.

d. Provider agrees to adhere to all requirements in applicable state and fedetal law
with respect to a data breach related to the Student Data, including, when approptiate of
required, the required responsibilities and procediirés for notification and mitigation of
any such data breach.

e. Provider further aclmowledges and agrees to have a written incident response plan
that reflects best practices and is consistent with industey standards and federal and state




law for responding to a data breach, breach of security, ;pnvac,; 1incident or unauthorized

acquisition or use of StudentD any portion thereof, including personally identifiable
information and ‘agrees to provide LEA, upon request, witha copy of said written incident
resporise plan,

£ Provider is prohibited from dir
pupil nless e ressly req
notice of unauthorized access,

Provider 4 noufy  affx :
ungut ' ‘Subsg 'ons (b) and (©),
abo ste& by LEA, meder shall relmburse L "A fbr icosty incuired to notify
parents/fanilies of a breach not otiginating from LEA’s uge of the Service.

& Tathe event of a breach orighiating from TEA’ use of the Setvice, Provider shiall
cooperate with LEA to the extént necessaty to expeditiously secure Student Data.

ng ‘the attached Form of General Offer of Privacy Terms (General Offer;
j “E"), be boutid by the terms of this DPA to any other LEA who signs
the acceptance on in said Exhiibit. The Form is limited by the terms and condifions described
therein,

ARTICLE VII: MISCELLANEOUS

Texin. The Provider shall be tound by this DPA for the duration of the Setvice Agteetnent
or 50 long 8s the Provider maintains any Student Data,

101 In the event that exther party seeks to terminate this DPA, they may doso by
| rvice Agreement has lapsed o has been terminated. L
shall haw the ngh,t tQ ,temﬁnate the DPA and Service Agreement in the event of & material breagh
‘of the tettis of this DPA.

3.  [Effect of Termination Survival. If the Service Agteement is terminated, the Provider
shall destroy a11 of LEA"s data pursuant to Article V;-section 1(b), and Article TI, seotion 3, above:

*

comply w1th pn oy pro_ sctions; | nﬁlu(img ’ch ’ [
f identified in this DPA. In* it s conflict betweeti the DPA - Sef 3
/ the ‘DPA shall preceden sépt ‘as ‘described in this paragraph
‘hereln, all other provisions of the Service Agresment shall vemain in effect, . ‘

5 Notice. All notices or other comnmunication required or permitted to be given hereunder
must.be in writing and given by personal delivery, or ¢- -mail transmission (if contact information
is provided for the specific mode of delivery), or first-class mail, postage prepaid, sent to the
designated tepresentatives before:




3. Designated Representatives
The designated representative forthe LEA for this Agreetitent is:

Name: _\ O DedsSon

Title: Y2000,
Cotitact Information:

b. Notification of Acceptance of G
Exhibit “E”, General Offer.o;

Contaot Information:

Alexrelph@plt4m.com
855-862-5502 x 700

any pmwsmn of ﬂns Dﬁ,A may be Wawed (either generally orm any parucular instance and elther
tetroactively ot prospectively) only with the signed written consent of both parties. Neither failute




nor delay on ﬂf_le part of atly party in exercising any right, powet, or-ptivilege hereunder shall

otate as. 4 waiver of sych right; niorshall any single or pattial exercise of any such right, power,
or pnvilege preclude any further exercise thereof or the exercise of any other tight, power; or
privilege,

lity, Any pr:owsmn of this DPA that is prphﬂ)lted or unenforceable i any
‘ofion, be. | e

e ¢nder unenforceable
prowsfqn could ‘be

IE TRANSACTIONS CONTEMPLATEDﬁERﬁﬁY

9. At () ;ldel‘ repfese,nts that it; 1s authonzed to bmd to the terms of thls Agreement
mcludmg /‘and desfruction of Studen

therein, all rel )

access to the Studént Diata ‘any portian thereol, |

facilities of any kind where 't’h Student Data and portior d’ or used in any

way. Provider agrees that any purchaserr of the Prbwder shall also be boiiﬁd tothe Agreement.

LEA to exercise any right hereunder shall be
A reserves the right to exercise any such right

reorgamzatlon or sdle of all of substantlaily all of the asséts of such busmess

[Signature Page Follows]




IN WITNESS WHEREOF, the parties have executed this Wisconsin Student Data Privacy
Agreement as of the last day hoted below.

Prowder g

Printed Name:AlexRelph____ Title/Position: Co President.

Local Education Agency:
BY:, /ﬁ‘ﬂ"\ (Z"XWDMG (// ’5 _ 2}
Printed Name:_] . o ]\/ <f sonTitle/Position: O; 12 e c cffF 7? ng.a/ 7

Note: Electronic signature not permitted.




DESCRIPTION OF SERVICES
RT DETAILED DESCRIPTION OF PRODUCTS AND SERVICES HERE, IF MORE

THAN ONE PRODUCT OR SERVICE IS INCLUDED, LIST EACH PRODUCT HERE]




SCHEDULE OF DATA

' Demographics

Statlstlcs

Apphcatlon Use

| Metadataon

user interaat;on '

Assessment

preferred or

primaty |
language spoken

by student) _

Other

Observation
data

Other
assessment

Attendance

Enrollmient

| Communication
$

(emails, blog

tha axe‘captured |

—jentries)

Conduct

fffbnducf?or

| behavioral data |




| et Guardon | b srosed |

|0 Imk*parents t0 ]

Schedule

Special
Indicator

Student In App
Performance

tion

performance
(typing |
program~studenf ]

| Student
| Prograr
| Membeiship

| Acadennc p‘i- '
| extracurricular

‘Student Stitvey

Responses

actlvitles a

responses to
surveys or

1 Student Contact
| Infotmation

{ Emai Ema:ll

Phone

( uestmnnalres

1| Student work

| generated

’ m@s gtc X e

confent; writing,




| Transcript

Transportation

féIement used,
/ 501 ed or
| collected by

demgnatmn isno longer applicable

OTHER: Use this box; if more space nieeded




Educational Records: Educational Records are -official tecords, files and data direstly related
to a Student and maititained by the school or local education agency, including but not. limited to,
€00 all the material kept in the student’s cumulati f olde, u.ch as general:

oords.of gttendanceﬁan f aca :mu; work complete

NIST: Draft National Jnstitute of Standards and Technology (“NIST”) Special Publication
Digital Authentication Guideline.

Operator: The term “Operatoi™ means the operator of an Internet Website, online service, online
apphcatxon or ‘mobile application with actual knowledge that the site, , or application is
used primarily for K~12 school purposes and was. desigred and marketed for K~12 school
purposes. For the putpose of the Service Agreement, the term “Operator isreplaced by the term
“Provider” This term shall encompass the term “Third Party,” as it is found in applicable state
statutes.

Personally Identifi
“PIT™ shall include, but: !
content obtaitied by ason of the se o P ovider’s software
mobile apps, wheihier gathered by Provider or provided by LBA of ]
students’ parents/gusrdians, PII includes Indirect Identifiers, which is &
alone of in aggregate, ‘would allow 4 reasonable person to be able to 1dent1fy a stud 0 8
reasohable- certamfy For purposes of this DPA, Personall dentxﬁable Information shall include
the categories of information listed iri'the definition of Student Data..

able Information (PID): The tertis “Personally Identifiable Information™ of
e ‘ mistadata, and user-of pupﬂ—generated
At Tadin

Provider: For purposes of the Servme Agreement, the tetm “Provider” means providet of digital
icatiotial s or services, including cloud-based servmes, fot- the. digital storage;
.management and retrieval of pup vecords. Within the DPA the term “Provider” includes the
term “Third Party” and the term *Operator” as used in applicable state statutes.

Pupil Generated Content: The term * pupﬂ-generated content” means materials or content
created by a pupil during and for the purpose of education including, but not limited to, essays,
research reports, portfolios, creative writing, music or other-audio files, photogtaphs, videos, and
account information that énables otigoing ovwnership of pupil content,

Pupil Records: Means all of the following: (1) Any information that directly relates to a pupil




that is maintained by LEA;(2) any information sequired directly from the pupil through the use
of instructional software or applications assigned to the pupil by a teacher or other LEA
employee; and any information that meets the defiriition of a “pupil Wis, Stat. §
118

record™ undet
18.125(1)(d). For the purposes of this Agreement, Pupil Records shall be the same as
Edugational Records, Student Personal Information and Covered Information, all of which ate
deemed Student Data for the purposes of this Agreement.

Service Agreement: Refers to the Contract or Putchase Order to which this DPA supplements
and modifies.

purposes of this Agreement and pursuant to 34 CFR 99.31 (B)
Dlstrmf O al isa copiractor th‘a -I);_Performs an

118,125 (2) govmnng the tise and reﬁdisclosure of personally idenitifiable informatio
student records.

Student Data: Studént Data includes any data, whether gathered by Provider or provided. by
LEA or its. users, students, or students’ parents/guard1 , that is descriptive of the student

1)y

mcludmg, but not lnmte,d to, informathn in the student’s educatlonal record or en

recurds, grades, evaluatmns, cnmmal reeords, medlcal records health records SOClal seounty
numbers, biometrie information, disabilities, socioeconomic information, food purchases.
polmcal affiliations, teligious information ‘text messages, documents, student 1dent1ﬁes, seatch
activity, photos voice recordmgs or geolocation information. Student Data shall constitute Pupll
Records for the purposes of this Agreemetit, and for the purposes of Wisconsin and federal laws
and regulations. Student Data as specified in Ex}nbi “B” is confirmed to be collected or
processed by the Provider pursuant shall ot constitute that
information. that has been anonymizcd or: de-ldcntlﬁcd, or anonymOus usage data regarding 4

student’s use of Providet’s services.

SDPC (The Student Data Privacy Consortinm): K
schools, districts, nal, terrifories and state agencies, policy .,,l;}
marketplace providers addressing real-world, adaptable, and implerrent
datd privacy concerns. :

Student Personal Information: *Student Personal Infomnatlon” means information collected
through a school service that personally identifies an individual student or other information
collected and maintainied about an individual student that is linked to information that identifies
an individual student, as identified by Washington Compact Provision 28A.604.010. For
pirposes of this DPA, Student Petsonal Information is referred to as Student Data.

Subscribmg LEA: An LEA that was not party to the otiginal Services Agteement and who
accepts the Provider’s General Offer of Privacy Terms,




Subprocessor; For the purposes of thls Agreementj ths 4
_;referred tq as the “subqgntracm a y oth er 1th‘ ‘

whas access to: PII

‘f;‘argeted .Advertnsmg‘ \Targeted advertismg meang presgntmg an sadvemsement to a student

Studén \\,genera’oed cnntent ofr mferred over tlm’ : -of ib:
setvice or ‘m‘ ‘blle apphcatlon by such student or the retention of such smdent’s ¢

“Prowder ”




“TIVE FOR DISPOSITION OF DATA

[Naime or District or LEA] directs [Naie of Providet] to dispose of data obtained by Provider
‘pursuant to the térnis of the Service. Agreement ‘between LEA and Provider, The terms of the
Disposition are set forth below:

| Partial, The categories of data'to'be dlsposed of

Lo ate as follows:
[Disposition shall be:

.. Complete; Disposition extends to-all categories of]
data

| —Destruction or deletion of data,
[Disposition shall be by: o /

sfer- of lata. The data shall be transferred as

| Assoon as commercially practicable

[Data shall be disposed of by the | _By@sro2
[following date: ' - '

|[Insert or attach special instructions]

Aulhorized Representative of LEA e

Verification of Disposition of Data Date
by Authorized Representative of Provider




ptoc Hets su'bject:hste“ Lin the Ongmating,Servxce Agreement or three (3) yaars after thé‘:date:of
Provider’s signature to this Form, '

Provider;

AN Date;___4/5/2022,_
BY. A U

Title/Position:___ Co President
Pnnted Nam,e ___Alex Relph

2, Subscribing LEA

A Stibscribing LEA, by signing a separate Service Agreement with Provider; and by its signature
below; accepts the Gengral Offer of Privacy Terms, The Subsctibing LEA and the Provider shall
therefore be bound by the samie terms of this DPA.

Subscribing LEA:
BY: . ..o Dater ... . .

Title: . _—
Email Address: ..




. DATA SECURITY REQUIREMENTS
INSERT ADDITIONA, DATA SECURITY REQUIREMENTS HERE]







