DISCLAIMER for MOREnet’s Missouri NDPA

The Student Data Privacy Consortium (“SDPC”) has developed the “National Data Privacy
Agreement” (“NDPA™). The SDPFC formed 2 DPA Project Team consisting of individuals from
schools, state organizations, marketplace providers, and legal organizations to develop this
standard template that addresses the common student data privacy issues that need to be

addressed in contracts with vendors that handle student data (see htips: fprivacy.a4l.org/national-
dpa}.

The Missouri Research and Education Network (MOREnet), a departmient of the University of

" Missouri System, has joined the SDPC and has established the Missouri Student Privacy
Alliance, which all MOREnet Member schools ere eligible to join. As such, MOREnet is making
the NDPA available to its members as a resource for informational purposes only; it should not
be relied on es legal advice, While MORERnet believes this is a well-developed tool, MOREnet
makes no claims, promises, o guarantees about the accuracy, completeness, or adequacy of the
information contained in the NDPA. Should you elect to use the NDPA as a resolirce, we
strongly enconrage you to obtain your own legal counsel in drafting andsor entering infe
vendor agreements thai pertain to student data. There may be unique needs of your school or

systems that nced to be addressed or other provisions that you believe are critical, which can be
set forth in Exhibit H.

Exhibit G is intended to include any specific Missouri laws that apply to student data, which may
be applicable to your school. However, laws are constantly subject to change and new ones can
be enacted. Additionally, there may be other laws or National or Missouri guidelines or
standards that are applicable to your school with which you mustcomply. MOREwRet is not
representing that the lmvs set forth in Exhibit G are the only laws, guidelines, and/or
standaris which shouid be included, as applicable to you and/or ta a specific vendor
agreement. Your own lsgal counsel should be consulted and any additional tering you may
require should be added to Exhibit H.
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STANDARD STUDENT DATA PRIVACY AGREEMENT fiNBPA Standard Varsion 1.8"Vandor Modified atc )

This Student Data Privacy Agreameant ("DPA"} Is entared into on the dale of full execulion (lhe
“Effective Date"} and is enterad into by and between: Francis Howell School District

located at 4545 Cantral School Rd., St. Chanls (the "Local Educatlon Agency” or "LEA”) and
BrainPOP LLC , located at 71 W 23rd St, NY NY 10010 {the "Provider”).
WHEREAS, the Providar is providing educational or digital services lo LEA.

WHEREAS, the Provider and LEA recognize the need lo protect personally identlfiable student
information and other regulated data exchanged between them as required by appilcable laws and
raegulations, such as the Family Educational Rights and Privacy Act ("FERPA™) at 20 U.S.C. § 1232g
{34 CFR Part §8); the Children's Onling Privacy Protection Act ("COPPA") at 15 U.S.C. § 6501-6506
{16 CFR Part 312), applicable state privacy laws and regulations and

WHEREAS, the Provider angd LEA desire to enter into this DPA for the purpose of astablishing their
respective obligations and duties In order to comply with appiicable laws and regulaflons.

MNOW THEREFORE, for good and valuable considaration, LEA and Provider agres as follows:
1. A descripflon of the Services to be provided, the categorles of Student Data that may be
provided by LEA to Provider, and other infarmation specific to this DPA are contained in the
Standard Clauses hereto.

2. Special Provisions., Check f Required -
¥ |f checked, the Supplemental State Terms and altached hersto as Exhibit “"G" are
hereby incorporated by reference into this DPA in their entirety.

I

If Checked, the Provider, has signed Exhibit “E" to the Standard Clauses,
otherwise known as Ganearal Offer of Privacy Terms .

3. In the avent of a2 conflict between the SDPC Standard Clausses, the State or Special Provisions
will control. !n the event thare s conidiict betwean the terms of the DPA and any other wtiting,
including, but nat limited o the Service Agreement and Provider Terms of Service or Privacy
Policy the terms of this DPA shall contral.

4. This DPA shall stay in effect for three years. Exhibit E wil expire 3 years from the date the
original DPA was signad.

5. The services to be provided by Provider to LEA pursuant to lhis DPA are detailed in Exhibit “A"
{the "Services™).

6. Notices. All notices or other communication required or permitted fo be given harsunder may be
given via e-mail transmisslon, or first-class mail, sent to the designated representatives below.
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STANDARD STUDENT DATA PRIVACY AGREEMENT {NDEA Siandard Varsion 1.0\/endor Modifled skc.)

The designated representative for the LEA for this DPA Is:

Dr. Rich Wilson

Titie: Director of Technology

Name:

Addrass:
4545 Central School Rd., St Char!es, MO 63304

Fhone: 636-851-4013
=g Fich.wilson@thsdschools.org

The designated representative for the Providar for this DPA is:

H. Scott Kirkpatrick Jr Tie: CEO

Name:

Addrass:

71 W 23rd St. 17th Floor New York NY 10010
212-674-6000
legal@brainpop.com

Fhons:

Email.

IN WITMESS WHEEEOF, LEA and Pravider exacute this DFA as of the Effective Date,

LEA Francis Howell School District

By: | /YZ""'E"F Vfﬂ"& | Date: 02/08/2022
Frinted Name: Dr. Rich Wilson

Tile/Position: Director of Technology

BranROP LLG . - ..
; . ; 1 . 1 ;‘5’;?-5. i
B!!': - }...'::a ;.I:' i -..f; i Date; 02"‘08;2022

srintad Name: T1: SCOt Kirkpatrick Jr. CEO

Titla/Position:
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STANDARD STUDENT DATA PRIVACY AGREEMENT (NOPA Elandard Version 1.0\ endor Modifed efs.)

STANDARD SES
Wersion 1.0
ARTICLE |:-PURPQSE AND SCOPE
1. Purpose of DPA. The purpose of this DPA is to describe the duties and responsibilities to

3.

protect Student Data Including compllance with all applicatle federal, state, and focal privacy
laws, rules, and regulations, all as may be amended from time to time. In perdarming these
services, the Provider shall be considered a Schoul Official with a legitimate educational’
interest, ang performing services otherwise provided by the LEA. Provider shail be under the -
direet control and supsrvision of the LEA, with respact to itz use of Student Data

Student Data to Be Provided. In order to perform the Services described above, LEA shall
provide Student Data as identified in the Schedule of Data, altached hereto as Exhibit “B".

DPA Definitions. The definition of terms used in this DPA is found in Exhlblt “C”. In the avant

of & confiict, definitions used in this DPA shall prevall over terms used in any other writing,
including, but not limited {0 the Service Agreement, Tarms of Service, Privacy Policies etc.

ARTICLE II: DATA OWNERSHIP AND AUTHCRIZED ACCESS

. Student Data Property of LEA. All Student Data transmitted to the Providar pursuvant to the

Service Agreement is and will continue to ba the properly of and under ihe control of the LEA.
Thea Provider further acknowledges and agrees that all copies of such Student Data transmitted
to the Provider, including any modifications or additions or any portion thereof from any source,
are subject to the provisions of thls DPA in the same manner as the original Student Data. The
Parties agree that ag between them, all rightz, including all intelleciual property rights in and to
Student Data cantemplated par the Service Agreement, shall remain the exclusive propery of
the LEA. For the purposes of FERPA, the Provider shall be considered a Schoot Official, under
the contral and direction of the LEA ag it pertaing to the use of Student Data, nofwithstanding
the above.

Parent Access. To the extent required by law the LEA shall establish reasonable procedures
by which a parent, legal guardian, or sligibte student may review Education Records andfor
Student Oata correct erranecus information, and procedurss for the transfer of student-
generated content to a personal account, consistent with the functionality of services. Provider
shall respand in a raascnably timsely manner {and no later than forty five {45) days from the date
of the request or pursuant to the time frame required under state lsw for an LEA to respond to a
parent or sludent, whichevar is sooner) to lhe LEA's request for Student Data in a student’s
records held by the Provider to view or correct as necessary. In the evert that a parent of a
studant. or othar individual contacts the Providar to raview ary of the Student Data accessed
pursuant to the Services, the Provider shall refer the parent or individual to tha LEA, who will
follow the necezsary and proper praceduras ragarding the raquestad information.

§eEaraté Account. If Student-Generated Content is stored or malntained by the Provider,
Frovidar shall, at the request of the LEA, transfsr, or provide a mechanlsm for the LEA to
transfar, said Student-Generated Content to a separate account created by the studant.
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STANDARD STUDENT DATA PRIVACY AGREEMENT {MOPA Slandavd Yerston 1L.0Nendor Modifled afs.)

4. Law Enforcement Reguests. Should ilaw anforcement or ather goveroment entllies
{"Requesting Party{fes}') contact Provider with a raquest far Student Data held by the Provider
pursuant to the Services, the Provider shall notify the LEA in advance of a compelled disclosurs
to the Requesting Party, unless lawfully directed by the Requesting Party not to mfnrm tha LEA
of the request.

5. Subprocessors. Provider shall enter into written agreaments wilh all Subprocessors performing
functions for the Provider in order for the Provider to provide the 3ervices pursuant to the
Service Agreamsnt, whereby the Subprocessors agree to prolect Student Data in a manner no
less stringent than the terms of this DPA.

ARTICLE Ill: DUTIES OF LEA

1. Provide Data In Compllance with Appllcable Laws. LEA shall provide Studant Data for the
purpnses of abtalning the Services in compllance with all applicabla fedaral, state, and local
privacy laws, rules, and regulations, all as may be amended from tima to time.

2. Annual Notification of Rights. If the LEA has & policy of disclosing Education Records and/or
Student Data under FERPA {34 CFR § 99.31(al(1}), LEA shall include a specification of criteria
for determining who constitutes a school official and what constitutes a legitimate educational
interest in its annual notification of rights.

3. Reasonahble Precautions. LEA shall fake reasonable precautions to secure Usernames,
passwords, and any other means of gaining access to the services and hosted Student Data.

4. Unauthorized Access Notlfication. LEA shall notify Provider promptly of any known
unauthorized access. LEA will assist Provider in any efforts by Provider to investigate and
respond o any unauthotized access.

ARTICLE IV: DUTIES OF PROVIDER

1. Privacy Compliance The Provider shall comply with all applicable federal, state, and local
laws, rules, and regulations pertaining fo Student Data privacy and security, all as may be
amended from tims to time.

2, Authorized Use. The Student Data shared pursuant to the Service Agreement, including
parsistent unigue identifiers, shali be used for no purpose other than the Services outlined in
Exhibit A or stated in the Service Agresment andfor olhsrwise authorized undsr the statutes
referred to hergin this DRA. '

1. Provider Employee Obllgation. Provider shall require alt of Provider's employass and agents
who have access fo Student Data to comply with all applicable provisions of this DPA with
respect to the Student Data shared under the Service Agreement. Provider agrees o require
and maintain an appropriate confidentiality agreamant frem each employes or agent with
access o Student Data pursuant to the Service Agraament.

4. No Disclosure. Provider acknowledges and agrees that it shall not maks any re-disclosura of
any Student Data or any portion thereof, including without limitation, user contant or other non-
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ETANDARD STUDENT DATA PRIVACY AGREEMENT fNDPA Sfandard Versfon 1.0/Vendar Modifed afc)

puklic informatian andfor personally identifiable information comained in the Student Data othar
than as directed or permitted by the LEA or this DPA. This prohibition against disclosure shall
not apply to aggregate summaries af De-ldartifled Information, Student Data discloged pursuant
to a lawfully issued subpeena or other legal process, or to subprosessors parforming services
on behalf of the Provider pursuant to this DPA. Provider will not Sell Student Data to any third

party.

5. De-ldentified Data: Provider agrees not to attempt to re-identify de-identified Student Data. De-

2.

ldentifiad Data may be used by the Provider for those purposes allowed under FERPA and the
following purposes: (1) assisting the LEA or other governmental agencies in conducting
research and other siudies; and (2) research and devalopment of the Providar's aducational
sltes, services, or applications, and to demonstrate the effactiveness of the Sérvicas; and (3)
for adaptive learning purpose and for customized student |earning. Provider's use of De-
ldentified Data shall survive termination of this DPA or any request by LEA lo return or destroy
Studant Data. Except for Subprocassors, Provider agrees not to transfar da-identified Student
Data to any party unless (a} that party agrees in writing not to attempt re-identification, and {b}
prior written notice has been given to the LEA who has provided prior written consent for such
transfer. Prior to publishing any documeant ihat names the LEA explicitly or indirectly, the
Provider shall obtain the LEA’s written approval of the manner in which de-identified data is
presented.

Risposition of Data. Upon wrilten request from the LEA, Provider shall dispose of or provide a
mechanism for the LEA to transfer Student Data obtained under the Service Agreement, within
sixty (60} days of the date of said request and according fo a schedule and procedure as the
Parties may reascnably agree. Upon termination of this DPA, if no written request from the LEA
is received, Provider shall dispose of all Student Data after providing lhe LEA with reasonable
orior notice. The duty lo dispesa of Student Data shall not extend to Student Data that had baen
De-Ildentified or placed in a separate student account pursuant to section 1l 3. The LEA may
emplay a "Directive for Disposition of Data® form, a copy of which is attached hereto as Exhibit
D" If the LEA and Provider employ Exhibit "D." no further wrilten request ar notics is raquired
on the part of either party prior to the disposition of Student Data described in Exhibit "[.

Advertising Limitations, Provider is prohibited from using, disclosing, or salling Studeni Data
te (a) inform, influence, or enable Targeted Advertising; or (k) develop a profile of a student,
farnily member/guardian or group, for any purpose clher than providing the Service to LEA. This
section does nat prohibit Provider from using Student Data (i) for adaptive learning or
customized sludent Isarning {including generating personalized learning recommendations); or
(i) to make product recommendations to teachers or LEA smployees; or (i) to notify account
holders about new education product updates, features, or services or from otherwise using
Studant Data as permitted in this DPA and its accompanying exhibils

ARTICLE V: DATA PROVIEIONS

Data Storage. Where required by applicable law, Student Data shall be storad within the United
Stafes. Upon request of the LEA, Provider will provide a list of the locations where Student
Data is stored.

Audits. Mo more than once a year, of fullowing unauthorized access, upan receipt of a written
raquest from the LEA with ai least ten {10} business days’ natice and upon the execution of an
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.appropriate confidentiality agreement, the Provider will aliow the LEA to audii the security and
privacy measures that are in place to ensure protection of Student Data or any portion thereof
as it partains to the delivery of services to the LEA . The Provider will cooperate reasonably with
the LEA and any local, state, or federal agency with oversight authority or jurisdiclion in
connestion with any audit or investigation of the Provider andfor delivery of Services to students
andfor LEA, and shall provide reasonable accaess to the Provider's facilities, staff, agents and
LEA‘s Student Data and all records pertaining to the Provider, LEA and delivery of Services to
the LEA. Failure to reasonably cooperate shall be deemed a material breach of the DPA.

3. Data Security. The Provider agrees to utllize administrative, physical, and technical safaguards
dasignad to protect Student Data from unauthorized access, disclosure, acgulsition, destruction,
use, or madification. The Provider shall adhere to any applicable law relating to data securily.
The provider shall implement an adequate Cybersecurity Framework based on one of the
nationally recognized standards set forth set forth in Exhibit “F”. Exclusions, varialions, or
exemptions to the identified Cybersacurity Framework must be detalled in an attachment Io
Exhibit “H”. Additlonally, Provider may choose to further detail its security programs and
measures that augment or are in addition to the Cybersecurity Framawork in Exhibit “F*
Provider shall provide, in the Standard Schedule to the DPA, contact information of an
employee whoe LEA may contact if there are any data security cencerns or guestions.

4. Data Breach. In the event of an unauthorized release, disclosure or acquisition of S$ludent Data

that compromises the security, confidentiality or Integrity of lhe Student Data maintained by the

* Pravider the Provider shall provide notification to LEA within seventy-two (72) hours of

confirmation of the incident, unless notification within this time limit would disrupt investigation of

the incident by law enforcement. In such an event, notification shall be made within a
reascnable time after the incident. Providar shall follow the following process:

{1) The security breach notification described above shall include, at a minimum, the
following information to the extent known by the Provider and as it bacomes available:

i. The name and centact information of the reporting LEA subject to this section.

ii. A list of the types of personal information that were or are reasonably belisved to
have been the sublect of a breach.

iil. If the informatlon s possible to determine at the tlme the noflce is provided, then
gither (1) the date of the breach, {2) the estimated date of the breach, or (3) the
date range within which the breach occurred. The notification shall also include
the date of the natice.

iv. Whealher tha notification was delayed as a result of a law enforcement
invastigation, if that information iz possible to delermine at the time the notice is
provided; and

v. A general description of the breach incident, if that information is possible o
determine at the time the notice is provided.

(2) Provider agrees lo adhere to all federal and state requirements with respect ko a data
breach ralated to the Student Data, including, when appropriate or required, the required
responsibilities and procedures for notification and miligation of any such daia breach.

{3) Provider further acknowledges and agrees te have awiitten incident response plan that
reflacts best practices and is consistent with indusiry standards and fedaral and state
lew for responding to a data breach, breach of sscurity, privacy incident or unauthorizes
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acguisition or use of Student Data or any portion thereof, including personally identifiable
information and agrees to provide LEA, upon request, with a summary of sald written
incident response plan.

{(4) LEA shall provide notice and facts surrounding the breach to the affectsd students,
parents or guardians,

(5) In the evant of a breach originating from LEA’s use of the Service, Provider shall
cooperate with LEA to the extent necesszary fe expediiously secure Student Data.

ARTICLE VI: GENERAL OFFER OF TERMS

Provider may, by signing the attached form of “Gensral Offer of Privacy Terms" (General Offer,
attached hereto as Exhlbit "E”), be bound by the terms of Exhibit "E” to any other LEA who signs the
acceptance on said Exhibit. The form is.limited by the terms and conditions described thereln.

—

ARTICLE VII: MISCELLANEOUS

Terminatlon. In the event that aither Party seeks to terminate this DFA, they may do so by
mutual wrilten conssnt so leng as the Service Agreement has lapsed or has bean terminated.
Either party may terminate this DPA and any service agreement or contract if the other party
breaches any terms of this DPA.

Effect of Termination Survival. If the Service Agreement Is terminated, the Provider shall
destroy all of LEA’s Siudent Data pursuant to Ardicls [V, section &.

Priprity of Agresments. This DPA shall govern the treaiment of Student Data in order to
comply with the privacy protections, including those found in FERPA and all applicable privacy
statutes idantified in'this DPA. In lhs svent there is conflict betwean the terms of the DPA and
the Service Agreement, Terms of Service, Privacy Falicies, or wilh any othar bid/RFP, license
agresment, or writing, the terms of this DPA shall apply and take precedence. In the event of a
canflict batween Exhiblt H, the SDPC Standard Clauses, andfor the Supplemental State Terms,
Exhibit H wilt conirol, followed by the Supplemental State Terms. . Excent as described in 1his
paragraph hergin, all other provigions of the Service Agreement shall remain In effect.

Enfire Agreement. This OPA and the Service Agreemant conslitute the entire agreement of the
Parties relating to the subject matter hereof and supersedes all prior sommunications,
representations, or agreements, oral or written, by the Parties relating thereta. This DPA may be
amended and the observance of any provision of this DPA may be waived {sither generally or in
any particular instance and sither retroactively or prospectively) only with the signed written
consent of both Parties. Neither failure nor delay on the part of any Party in exercising any rght,

_power, or privilege hereunder shall operate as a waiver of such right, nor shall any single or

partial exsrcise of any such right, power, or privilsge preclude any further exercise thereof or the
exercise of any other right, power, or privilege.
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5. Severability. Any provision of this DPA that iz prohibited or unenforceable in any jurisdiction
shall, as to such jurisdiction, be ineffective to the extent of such prohlbition or unanforceability
without invalidating the remaining provisions of this DPA, and any such prohibition or
unenforceabilily in any jurisdiction shall not Invalidate or render unentforceabls such provision in
any other |urisdiction. Notwilthstanding the foregoing, if such provision could be more narrowly
drawn 50 as nof to be prohibited or unenforceable in such jurisdiction while, at the same: time,
maintaining the intent of the Parties, it shall, as to such jurisdiction, be so narrowly drawn
without invalidating the remaining provisions of this DPA or alfecling the validity .or enfarcaability
of such pravisian in any other jurisdiction.

§. Governing Law; Venue and Jurisdiction. THIS DPA WILL BE GOVERNED BY AND
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF THE LEA, WITROUT
REGARD TO CONFLICTS OF LAY PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS
TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS
FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARIZING OUT OF OR RELATING TO
THIS DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY.

7. Successors Bound: This DPA Is and shall bs binding upon the respeclive successors in
interest to Pravider in the svent of a merger, acquisilion, consolidation or otier business
reorganization ar sale of all or substantially all of the assets of such business In the event that
the Provider sells, merges, ar athenwise disposes of its business to a successor during the term
of this DPA, the Provider shall provids written notice to the LEA no later than sixty (60) days
after the closing date of sale, mergar, or disposal. Such notice shall Include a wriiten, signed
assurance that the successor will assume the obligations of the DPA and any obligations with
respect to Student Data within the Service Agresment. The LEA has the authority to terminate
the DPA if it disapproves of the successor to whom the Provider is se!lmg merglng, or otherwise
disposing of its business,

8. Authority. Each party represents that it is authorized to bind to the terms of this DPA, including
confidentiallty and destruction of Sfudent Data and any portion thereof contained therein, all
related or agsociated instifutions, individualz, employees or contraclors wha may have access to
the Student Data andfor any portion thareof.

9. Waiver. Mo delay or omission by either parly to exercise any right hereunder shall be construed
as a waiver of any such right and both parties reserve the right to exercise any such right from
time to time, as often as may be deemed expedient.
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EXHIBIT “A”
DESCRIPTION OF SERVICES

subscription to online educational content - BrainPOP, BrainPOP Jr, BrainPOP Espanal,
BrainPOP Francais, BrainPOP ELL, BrainPOP Science

Cogpright B 2020 Access 4 Learning (A4L) Community. AN rights reserved, FPage 10 of 28



STANDARD STUDENT DATA PRIVACY AGREEMENT

Meta Data

Appiication Tachnology

EXHIBIT "B~
SCHEDULE OF DATA

IP Addresses of users, Use of coakies, ete.

{NEPA Standerd Version 1.0V endor Modifed ete )

Other application technolagy meta data-Flease s.peuify:

Application Use
Statisiics

Mata data on user interaction with applicalion

Assessment

Standardized tesi scores

Chservation data

Other assessmeni data-Please specify.

Allendance

Studant scheol {daily) attendance data

Student class attendance data

Communications

Online communications captured {emails, blog entries)

Conduct

Conduct or behaviaral data

Demographics

Date of Birth

Flace of Birth

Sander

Ethnicity ar race

Language information {native, or primary language
spoken by sfudent)

Othar damographic information-Please apecily:

Enroliment

Shudent school enrollmant

Sludent grade level

Homeraom

Guidance counselor

Specific curriculum programs

Year of graduation

Other enroliment information-Please specify:

Copyrighi B 20268 Access 4 Learning (A4L) Communily. AN righls reserved.
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STANDARD STUDENT DATA PRIVACY AGREEMENT

{MOPA Stenderd Version 1.0/Vendosr Modifed ate.]

Parent/Guardian
Contact Information

Address

Email

Phone

Parent/Guardian [D

Parant I number {created to link parents to students)

Parent/Suardian Name

First andfor Last

Schedule Student schaduled courses
Teacher names X
Special Indicator English language learner information
Low income status
Medical alerts/ health data
Student dizability infarmation
Specialized education services (IEP or 504)
Living situations (homelessffoster care)
Other indicator infarmation-Please specify:
Student Contact Address
Informailon Emall <
Phone
Student Identifiers Losal {School district) 1D number
State ID number
ProviderfApp assigned student 1D number ¥
Student app username x
Student app passwords %
Student Name First and/or Last X
Student In App Program/application performance (typing program-
Parformance student typas 60 wpm, reading program-student reads
' balow grade level)
Student Program Acadsmic or extracurricular activities a student may
Memberzhip belong to or paricipate In
gz‘;pingss;gwey Student responses to surveys or gquestionnaires _
Student work Student generated content; writing, pletures, etc. X

Other student work data -FPlease specify:

Copyright © 2020 Access 4 Learning {(A4L) Communily, AR righis reserved,
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{NOPA Blandard Varsion 1.0/Vendor Modifiad sic.)

Transcript

Student course gradas

Etudent course dats

Student course gradesf performance scores

Other transcript data - Please spacify;:

Transporation

Student bus asskgnment

Student pick up andfor drop off location.

Student bus card 1D number

Other transportation data — Please spacify:

Other

Please list each additional deta element used, stored, or
collected by yvour application:

% (see below)

Copyright © 2020 Access 4 Learning (A4L) Community. AN righls resensed.
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Mone No Sludent Data collected at this time. Provider wlll
immeadiately notify LEA If this deslgnation is no longer
applicable.
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EXHIBIT B — “OTHER"

What Type Of Information Do We Collect And Why?
Educatton Product Subscribers:

Information collected during the subscription process: During the registration process for any
of our subscriptions, we ask the subscriber to provide us with a name, emall address, school or
district affilation {when applicable), phone number, and billing Information. We may also ask

© you to provide username and password. We use the information to create and service the
account, fulflll the subscription and send you service-related announcements. For instance, we
may send emails about routine maintenance, new feature launches or product
recommendatians related to your subscription. We may also use this contact informatian to
reqquest feedback on our products and services, to inform future customer service and preduct
improvements. If you are registering.for a free trial, we will use the Information to create a free
trial account and to send occasianal promoetional emails and other marketing campaigns. You
may opt out of promotional email messaging at any time as described in tha Opt Qut section
helow.

HrainPOP At Schools:

Whether engaging with BrainPOP through a free trial or a paid subscription, schools or districts
are required to appoint an administrator {"Administrator”], who is authorized by the school or
the district to be respeonsible for the Students Records.

Each schoo! or district Administrator has access to a dashboard that allows them to create,
update, review, modify and delete individual accounts, and monitor logins within the individual
accounts.

To create the teacher accounts, we require a full name, email address, class name, and a
password security guestion. We also use the email addrass to send product updates and use
recommendations, password recovery information, effectiveness and efficacy data, invitations
te participate in surveys and research and maore (messaging may not be available in all
jurisdictions). An unsubscribe option is included in promotianal messaging.

If a schoo! or district uses and accesses individual accounts through any of the single sign on
services that we support, we collect the information we use for the indlvidual accounts function
from the third party integrated service,



Students:

Students accounts can be created by the school, the district, or by the teachers, or the teacher
can invite the studants to create the accounts using a class code provided by the teacher, We
collect students’ full name, class, graduation yearfgrade, username, password and security
guestion(s}h. Students will be able to store their activities, quizzes, movies and other prejects
they've created and corraspondences with their teachers within their individval accounts. We
collect student’s voice-recording if they use the recording feature in Make-a-Movie®

For mere information please see https://www.brainpop.com/about/privacy_policy
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EXHIBIT _C°
DEFINITIONS

De-ldentified Data and De-ldentiflcation; Racords and information are considersd to be de-identified
whan all personally identiflable information has been removed or obscurad, such that the remaining
information does not reasonably identify a specific individual, including, but not limited to, any
information that, alone or in combination is linkable to s speclfic student and provided that the
educational agancy, or other parly, has made a reasonable determination lhat a student's identily is not
personally identifiable, taking into account reasonable available information.

Educational Records: Educational Records are records, files, documents, and other materials directly
related o a student and maintained by the schoal or local education agency, or by a person acling for
such schoal or local education agensy, including but not limited to, records encompassing all the
material kept in the student's cimulative foldar, such as general identifying data, records of attandance
and of academic work completed, records of achlevement, and results of evaluative tests, health data,
disciplinary status, test protocols and individualized education programs, '

Metadata: means information that provides meaning and context to other data baeing collected;
including, but not limited to: date and lime records and purpose of creation Metadata that have been
stripped of all direct and indirect identifiers are not considered Parsonally ldentifiable Informatian.

Operator: means the operator of an internet website, online sarvice, online applicatian, or mobile
application with actual knowiadge that the site, service, or application is used for K—12 schaol purposes.
Any antity that operales an internet website, online servica, online application, or moblle application that
has entersd into a signed, wrilten agreement with an LEA to provide a service to that LEA shall be
considerad an "aperator” for the purposes of this section.

Originating LEA: An LEA who originally executes the DPA in its entiraty wilh tha Provider.

Provider: Far purposes of the DPA, the term “Provider” means provider of digital educational software
or services, including cloud-based services, for the digital storege, management, and retrigval of -
Student Data. Within the DPA the term “Provider” includes the term "Third Party™ and the tarm
*Operator” as used in applicable state statutes,

Student Generated Content: The term “student-generated content’ means materlals or content
created by a student in the services including, but not limited to, essays, research reports, portfolios,
creative writing, music or other audio files, photegraphs, videos, and accolint-information that enables
ongaing ownership of sludent content,

School Official: For the purposes of this DPA and pursuvant o 34 CFR § 98.31(b), a School Official is a
contractor that: (1) Performs an institutional service or furiction for which the agency or institution would
otherwise use employees; {2} Is under the direct control of the agency or Institulion with respect to the
use and maintenance of Student Data including Education Records; and (3) Is subject to 34 CFR §
09.33{a} governing lhe use and re-disclosure of parsonally idantifiable information from Education
Recaords.

Service Agreement; Refers to tha Contract, Purchase Order or Terms of Service or Terms of Use.
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Student Data: Student Data includes any data, whether gathered by Provider or pravided by LEA or its
users, students, or students’ parents/guardians, that is descriptive of the student including, but not
limited ta, informaticon in the student's educallonal recard or email, first and last name, birthdate, home
or other physical address, telephone number, email address, or other information allowing physical or
online contact, discipline records, videos, test results, special education data, juvenile depsndency
records, grades, evaluatlons, criminal records, medical records, health racords, social security
numbers, biometric information, disabilities, socicaconomic informalion, individual purchasing behavior
or preferences, food purchases, political affiliations, religious information, text messages, documents,
student identifiers, search activity, photos, voice recordings, geolocation information, parents’ names,
or any other information or idenfification number that would provide information about a specific
student. Student Data includes Meta Data. Student Data further includes “personally identifiable
information (P1)," as defined in 34 CFR. § 99.3 and as defined under any applicable state law.
Student Data shall constitute Education Records for the purposes of this DPA, and for the purposes of
fadaral, stats, and local laws and regulations. Student Data as spacified in Exhjbit “B” is confirmed to
be collected or processed by the Provider pursuant to the Services. Student Data shall not constitute
thai information that has been anonymized or da-ldentified, or anonymous usage data regarding a
student's use of Provider's services, :

Subpracessor: For the purposes of this DPA, the tarm "Subprocessar® (sometimes rafarred to as the
"Subcontractor’} means a party other than LEA or Provider, who Provider usas for data collection,
analytics, storage, or other service to operate andfor improve its service, and who has access lo
Student Data.

Subscribing LEA: An LEA that was nol party to the original Service Agreement and who acceplts the
Froviders General Offer of Privacy Terms.

Targeted Advertising: means presenting an advertisement to a student where the selsction of the
advertisarnent is based on Student Data or inferred over fime from lhe usage of the aperator's Internet
web site, anline service or mobile application by such student or the retention of such student’s online
aclivities or requests aver time for the purpese of fargeting subsequent adverisements. "Targeted
adverlising” does not include any advertising to a student on an Internet wab site based on the content
of the web page ar in response to a student's response or requast for information or feedback.

Third Party: The lerm “Third Party” means a provider of digital educational software or services,
including cloud-based services, for Ihe digital storags, management, and retrieval of Education Records
anditr Student Data, as that term is used in soma state stalutes. However, for the purpose of this DPA,
the term “Third Party” when used to Indlcate the provider of digital educational sofiware or services is
replaced by the term "Provider.”
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EXHIBIT “D"
DIREGTIVE FOR DISPOSITION OF DATA

Francis Howell Schoot Districi Frovider to dispose of data obtainad by Provider pursuant to the
tarms of the Service Agreement between LEA and Provider, The terms of the Disposition are sef forth
below:

1. Exfent of Disposliion
Dispasition |s partial. The cateqories of data to be disposed of are set forth balow or are
found in an attachment to this Diracliva:

Insert categories of data here

Dispogition is Complets. Disposition extends to all categories of data.

2. Matura of Disposition
Disposition shall be by destructlon or deletion of data.
Disposition shall be by a transfer of data. The data shall be transfered to the following
site as follows: '

Insart or attach Special Instructions

3. Schedula of Disposition
Data shall be disposad of by the following date;

As soon as commercially practicable.
__BY Insert Date Here

4. Signaiure 1
Authorized Representative of LEA Déte

5. Veification of Dispesition of Data

I-_'

1 L)
-,

Authorizad Re

A P L 1..-' -.-l:
presentafive of Company Date
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EXHIBIT "E”
GEMNERAL OFFER OF PRIVACY TERMS

1. Offer of Terms . .

Frovider offers the same privacy protections found in this DPA between It and [Francls Howell School EH]
{“Originating LEA”) which is dated [_0208/2022 1 to any other LEA (“Subscribing LEA") wha accepts this
General Offer of Privacy Terms (“General Offer”) through its slgnature below. This General Offer shal! extend only
to privacy protections, and Provider’s signature shall not necessarlly bind Provider to other terms, such as price,
term, or schedule of services, or to any other provision not addressed in this DPA. The Provider and the Subscribing
LEA may also agree to change the data provided by Subscribing LEA to the Provider to suit the unigue needs of
the Subscribing LEA, The Provider may withdraw the General Offer in the event of: {1) a material change in the
applicakle privacy statues; {2} a material change in the services and products listed in the originating Service
Agreement; or three (3] years after the date of Provider's signature to this Form. Subscribing LEAs should send
the signed Exhibit "g" to Pravider at the following _ email address:

BrainPOP LLC

Q2r0af2022

BY: Date:

Printed Name: _ H. Scott Kirkpatrick Jr. Title/Position: CEQ

2. Subseriblng LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by [ts signature below, accepts the
General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same terms
of this DPA for the term of the DPA between the [__Francis Howsll School Distidl | and the Provider, **PRIQR TO
ITS EFFECTIVEMESS, SUBSCRIBIMG LEA BMUST DELIVER NOTICE OF ACCEPTANCE TO PROMIDER PURSUANT TO
ARTICLE WII, SECTION 5. #*

BY: Date;

Printed Name: i TitlefPosition:
SCHOOL DISTRICT NAME:

DESIGMATED REFRESENTATIVE OF LEA:

Narme!

Tithe:

Address:

Telephene Mumber:

Email:
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EXHIBIT “F”
DATA SECURITY REQUIREMENTS

Adequate Cybersecurity Frameworks
212412020

The Educalion Security and Privacy Exchange ("Edspex”) works in partnership with the Student Data
Privacy Consortlum and indushy leaders to maintain a list of known and credible cybersecurity
framewarks which can protect digital learning ecosystems chosen based on a set of guiding
cybersecurily principles® ("Cybersecurlty Frameworks") thal may be utilized by Provider .

Cybersecurity Frameworks
MAINTAINING ORGANIZATION/GROUP | FRAMEWODRKI(S] -

Mational Instilute of Standards and MIST Cybersacurity Framework Version 1.1

Technology

Mational Instilute of Standards and MIST SF 800-53, Cybersecurity Framewark

Tachnology for Improving Critical tnfrastructure
Cybersecurity {C3F), Special Publicatlon
BOD-171

Internalional Standards Organization Informalion tachnology — Securily

taechniguas — Information sacurity
management systems (IS0 27000 series)

Sacura Confrols Framework Council, LLC | Securlly Controls Framewark (SCF)

J Center for Internet Security 18 Critical Sscurity Contrels (CSC, CIS
Top 20)
Office of the Under Secretary of Defense | Cybearsecurity Maturiby Model Cerlification
for Acguisition and Sustainment (CMMC, ~FAR/DFAR)
(OUSDIA&SY)

Flaase visit AtipAAvww. edspex.org for further detaifs about the noted frameworks.
*Cybersecurity Principles used to choose the Cybersacurity Frameworks are located hers
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EXHIBIT “G" — Supplemental NDPA State Terms for Missouri
Version: October 2020

A. DATA BREACH

In the event of a breach of data maintained in an electronic form that includes personal
information of a student ar a student's family member, Provider shall notify LEA within
five (5) business days. The notice shall include:
1. Details of the incident, including when it cccurred and when it was
discovered; .
2. The type of perscnal information that was obtained as a result of the breach;
and .
3. The contact person for Provider who has more information about the incident.

*Breach” shall mean the unauthorized access to or unauthorized acquisition of personal
information that compromises the security, confidentiality, or integrity of the personal
information. Good faith acquisition of personal information by a person employed by or
contracted with, or an agent of, Provider is not a breach provided that the personal
information is not used in violation of applicable Federal or Missouri law, or in a manner
that harms ¢r poses an aciual threat tc the security, confidentiality, or integrity of the
personal information.

“Personal informalion” is the first name or initial and |ast name of a student or a family
mamber of a student in combination with any one or more of the following data items
that relate to the student or a family member of the studentif any of the data elements
are not encrypted, redacted, or otherwise altered by any method or technology such
that the name or data elements are unreadable or unusable:

1. Social Security Number;

2. Driver's llcense number or aothar unigue |dentification number created or
collected by a government body;

3. Financial account information, credit card number, or debit card number in
combination with any required security code, access code, or password that
would permit access to an individual's financial account;

4. Unique elecironic identifier or routing code in combination with any reguired

sacurity code, access code, or password that would permit access to an

individual's financial account;

mMedical infarmation; or

Health insurance information.

& o
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EXHIBIT “H"”
Additional Tarms or Modiflcations
Version

LEA and Provider agree to the following additional tsrms and modifications: 66 altached

This is a free text field that the parties can use to add or modify tarms in or to the DPA, If there are no
additional or madifiad terms, this fisld should read "Mone.”

618-1/14715858.1

SEE ATTACHED
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EXHIBIT H ADDITIONAL TERMS OR MODIFICATIONS
MISSOURI STUDENT DATA PRIVACY AGREEMENT

Article |: Purpose and Scﬁge

Add: The use of Provider's products shall be governed by the Terms of Use and Privacy Pollcy as
posted on www.brainpop.com, as updated from time to time (“Service Agreement” or "Terms
of Use”) If the event of any conflict betwaen this NDPA and the Service Agreement, the NDPA
shall supersede. Provider will pruvide notice ta LEA of any material changes to the Service
Agreement prior to any such change. LEA may terminate the subseription prior to such change.

Article |1: Data Owaership and Authorized Access

Section 3 Separate Account — Delete — not applicable there cannot be a separate account once
the subscription is terminated/expired. Student data may be exported via csv file and saved by
the admin.

Artigle V: Data Provisions

Sectlon 2 Audits - Delete and replace with the following: “The right to audit shall be subject to
the following: LEA's right to audit shall oniy apply to Provider's financial books, records and
documents that are directly related to the contract or to the LEAand the number of audits shall
be limited to no more than once per year. !In lieu of a security and privacy audit, LEA may
reasonably request a third party audit report from Provider nc more than once per year.”



