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Data-Sharing and Usage Agreement
Baker County School District

12. The Parties hereby agree to share electronic Student Data across systems, in full compliance with state and federal
confidentiality requirements, particularly FERPA, for purposes of each Party's educational studies and for the improvement of
student education.

13. The Parties acknowledge that, during the term of this agreement, confidential information of a special and unique nature will be
disclosed to each other. Each Party will protect the confidential information received from the other party in a manner that will not
permit the personal identification of a child or the parents, including guardians, by persons other than those authorized to receive the
records, and each Party shall protect the confidential information from unauthorized access, use or re-disclosure.

14. Each Party shall establish a mutually agreed upon limitation regarding the number of users with access to the student
information; it being understood that each Party's authorized personnel (whether paid or non-paid staff) must be under the direct
control of the Party with respect to the use and maintenance of the records to be disclosed pursuant to this agreement.

15. Each Party shall take all steps necessary to safeguard the confidentiality of the data received. Each Party must develop,
implement, maintain and use reasonable and appropriate administrative and internal controls, and technical and physical security
measures to preserve the confidentiality, integrity, and availability of all data electronically maintained, used, stored, or transmitted
pursuant to this agreement. A review of these controls may be requested by either party to ensure their adequacy and
implementation.

e appropriate administrative actions include appropriate disciplinary pelicies for any of each Party's respective authorized
employees who may violate the requirements set forth in this agreement (including but not limited to, in appropriate
circumstances, termination of employment).

16. Neither Party shall possess nor assert any lien or other rights against or to confidential information of the other Party.

17. Each Party agrees to report in writing within three (3) business days to the other Party any use, disclosure, or re-disclosure of
confidential information not authorized by this agreement. Such report must identify:

the nature of the unauthorized use, disclosure, or re-disclosure;

the data used, disclosed, or re-disclosed;

the person or entity, if known, who made the unauthorized use or received the unauthorized disclosure, or re-disclosure;
what the reporting Party has done or will do to notify affected persons and to mitigate any deleterious effect of the
unautherized use, disclosure, or redisclosure;

e  what corrective action the Party has taken or will take to prevent future similar unauthorized use, disclosure, or
re-disclosure.

18. Data Recipient agrees that the District shall have the right to review, prior to Data Recipient publishing any report or findings
related to the Student Data, in order for the District to verify proper techniques are used to avoid any unauthorized disclosure of
Student Data.

19. This Agreement shall be governed by and construed in accordance with the laws of the State of Florida without regard to any
choice of law provisions. The Parties agree that the Circuit Court for the Eighth Judicial Circuit for Baker County, Florida, shall have
sole and exclusive jurisdiction to enforce the terms of this Agreement and to adjudicate disputes arising from this Agreement.
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Data-Sharing and Usage Agreement
Baker County School District

This agreement establishes the terms and conditions under which the Baker County School District can acquire, share, and use
data. Either party may be a provider of data to the other party or be a recipient of data from the other. The purpose of this agreement
is to provide for the Parties' sharing of certain respective Student Data from student education records, pursuant to s. 34 CFR
99.31(a)(6) and s. 1002.221, Florida Statutes, in order that the District and Data Recipient may improve the advancement of
achievement throughout Baker County.

1. The confidentiality of data pertaining to individuals will be protected as follows:

A. The data recipient will not release the names or addresses of individuals or information that could be deemed as
personally identifiable information of an individual, nor will the recipient present the results of data analysis (including but
not limited to graphics or maps) in any manner that would reveal an individual's personally identifiable information.

B. Both parties shall comply with all Federal and State laws and regulations governing the confidentiality of the information
that is the subject of this Agreement.

C. Both parties agree that personally identifiable information (PIl) will be as defined in Florida State Statute 501.171.

D. Both parties agree to follow Florida's public records laws and laws relating to records retention located in Florida State
Statute chapter 119 and Florida's General Records Schedule GS1-SL.

2. Any use, disclosure, or re-disclosure of the confidential information provided by each Party to the other Party not expressly
permitted by this agreement is unauthorized and prohibited. Each Party must ensure that their respective authorized personnel are
informed about and aware of the prohibitions regarding the use, disclosure, and re-disclosure of any information provided pursuant
to this agreement. Notwithstanding the terms, either Party may disclose confidential information if disclosure is required by law in
response to a valid order of a court of competent jurisdiction or autharized government agency, provided that the disclosing Party
must provide the other Party prompt notice of the order and at the other party's request and expense, reasonably cooperate with
efforts to receive a protective order or otherwise limit disclosure.

3. The data recipient will not release data to a third party without prior approval in writing from the data provider.

4. The data recipient will not share, publish, or otherwise release any findings or conclusions derived from the analysis of data
obtained from the data provider without prior written approval from the data provider.

5. Data transferred pursuant to the terms of this Agreement shall be utilized solely for the purposes set forth in the
“Contract/agreement” with the “Data Recipient”.

6. All data transferred to Baker County School District shall remain the property of the “vendor” and shall be destroyed or returned to
the “vendar” within sixty (60) days upon termination of the contract/agreement. The district shall send written natice to the other
party canfirming this requirement has been achieved. This covenant shall survive the expiration or termination of this agreement.

7. All data transferred from Baker County School District shall remain the property of the school district and shall be destroyed or
returned to the school district within sixty (60) days upan termination of the contract/agreement. The other party shall send written
notice to the district confirming this requirement has been achieved. This cavenant shall survive the expiration or termination of this
agreement.

8. Any third party granted access to data, as permitted under condition #2, above, shall be subject to the terms and conditions of this
agreement, Acceptance of these terms must be provided in writing by the third party to the school district and signed by the school
district before data will be released. The primary “"vendor” will be responsible for presenting the signed agreement to the district on
behalf of the third party.

9. Both parties agree that Pll data stored will be encrypted while in transit and rest.

10. Each party agrees to disseminate this agreement to appropriate personnel in each party's agency.

11. To promote to the fullest extent permissible and in compliance with federal law and Florida Statutes (including but not limited to
Sections 1002.22 and 1002.97, Florida Statutes, and Family Educational Rights and Privacy Act (FERPA) codified at 20 U.S.C.
1232g and its regulations codified at 34 CFR part 99) regarding the sharing of Student Data in student education records and
information relevant to the purpose of this agreement.



