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DATA PROCESSING AGREEMENT

This Data Processing Agreement is entered into by EduTech / WFL ROGEBscriber”) and Zendesk, Inc.
(“Zendesk”), cach a “Party” and together the “Parties”.

1. PURPOSE

1.1 Subscriber and Zendesk have entered into a Main Services Agreement (“MSA™") pursuant to which Subscriber is
provided access and use of the Service during the Subscription Term. In providing the Service, Zendesk will engage,
on behalf of Subscriber, in the processing of Personal Data submitted to and stored within the Service by Subscriber or
third partics with whom Subscriber transacts using the Service. The terms of this Data Processing Agreement (“DPA™)
shall only apply to: (a) subjcet to Section 9 of this DPA, Subscribers with an active subscription to the Service(s); and
(b} Personal Data within Service Data.

1.2 The Partics arc cntering into this DPA to ensure that the processing by Zendesk of Personal Data within the Service,
by Subscriber and/or on its behalf, is done in a manner compliant with Applicable Data Protection Law.

1.3 To the extent that any terms of the MSA conflict with the substantive terms of this DPA (as they relate to the
protection of Personal Data), the terms of this DPA shall take precedence.

2. OWNERSHIP OF THE SERVICE DATA

2.1 As between the Parties, all Service Data processed under the terms of this DPA and the MSA shall remain the
property of Subscriber. Under no circumstances will Zendesk act, or be deemed to act, as a “controller” (or cquivalent
concept) of the Service Data under any Applicable Data Protection Law.

3. OBLIGATIONS OF ZENDESK

3.1 The Parties agree that the subject matter and duration of processing performed by Zendesk under this DPA,
including the nature and purpose of processing, the type of Personal Data, and categories ol data subjects, shall be as
described in Annex I of this DPA.

3.2 As part of Zendesk providing the Service to Subscriber under the MSA, Zendesk shall comply with the obligations
imposed upen it under Article 28-32 of the GDPR and equivalent requirements in other Applicable Data Protection
Law and agrees and declarcs as follows:

{i) to process Personal Data in accordance with Subscriber's documented instructions as sct out in the MSA and this
DPA for the specific purpose of providing the Service(s) to Subscriber, and also with regard to transfers of Personal
Data to a third country or an interational organisation in accordance with Article 28 (3)(a) of the GDPR, unless
required to do otherwise by Union or Member State Law to which Zendesk is subject. In any such case, Zendesk shall
inform Subscriber of that legal requirement upon becoming aware of the same {except where prohibited by applicable
laws});

(ii) (o not:

{a) rctain, use, or disclose Personal Data (i) for any purposc other than for the specific purpose of providing
the Service(s) 1o Subscriber as set out in the MSA, this DPA, and other relevant agreement(s); (i1} outside of the direct
business relationship between Zendesk and Subscriber; or (iii) as otherwise prohibited by Applicable Data Protection
Law;

(b) Sell or Share Personal Data; or
(c) combine Personal Data that it receives from Subscriber with Personal Data it receives from, or on behalf

of, another person, or collects from its own interactions with data subjects, except where both (i) expressly required
to perform the Service(s) and (it) permitted by Applicable Data Protection Law;

(iii} to cnsurc that all staff and management of any member of the Processor Group are fully aware of their
responsibilities to protect Personal Data in accordance with this DPA and have committed themselves to
confidentiality or arc under an appropriate statutory obligation of confidentiality in accordance with Article 28 (3)(b)
of the GDPR and,
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(iv) to notify Subscriber if it determines that it can no longer meet its obligations under Applicable Data Protection
Law and allow Subscriber to take reasonable and appropriate steps to remediate unauthorised processing of Personal
Data.

(v) 1o implement and maintain appropriate technical and organisational measures to protect Personal Data against
accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access, provided that such measures
shall take into account the state of the art, the costs of implementation, the nature, scope, context and purposes of
processing and the risks involved in the processing and will include those measures described in Annex I1;

{vi) to notify Subscriber in accordance with Article 33(2) of the GDPR and cquivalent requircments in other
Applicable Data Protcction Law, without undue delay, but in any event within forty-cight (48) hours, in the cvent of
a confirmed Personal Data Breach affecting Subscriber’s Personal Data and to take appropriatc measurcs to mitigate
its possible adverse effects;

{vii) 1o comply with the requirements of Section 4 (Use of Sub-processors} when engaging a Sub-processor:

{viii) to assist Subscriber, 1aking into account the nature of the processing and insofar as it is commercially reasonable,
to fulfill Subscriber’s obligation to respond to requests from data subjects to exercise their rights under Applicable
Data Protcction Law (a “Data Subject Request”™). In the event that Zendesk reccives a Data Subject Request directly
from a data subject, it shall, unless prohibited by law, direct the data subject to Subscriber (to the extent Zendesk is
able to associate the data subject with Subscriber). In the event Subscriber is unable to address the Data Subject
Request, taking into account the nature of the processing and using information made available by Subscriber
necessary o complete the Data Subject Request, Zendesk shall. on Subscriber’s request and at Subscriber’s reasonable
expense (scoped prior to Zendesk's response to the Data Subject Request), address the Data Subject Request, as
required under Applicable Data Protection Law;

(ix) upon request, provide Subscriber with commercially rcasonable information and assistance, taking into account
the nature of the processing and the information available to Zendesk, to help Subscriber to conduct any data protection
impact asscssment, data transfer impact asscssment or Supervisor consultation it is required to conduct under
Applicable Data Protection Law;

(x) upon termination of Subscriber’s access to and use of the Service, to comply with the requirements of Section 8
ol this DPA {Return and Destruction of Personal Data};

{xi} to comply with the requirements of Section 5 of this DPA (Audit); and

{xii) to appoint a security officer who will act as a peint of contact for Subscriber, and coordinate and control security
compliance with this DPA, including the measures detailed in Annex 11

3.3 Zendesk shall immediately inform Subscriber if, in its opinion, Subscriber’s processing instructions infringe
Applicable Data Protection Law. In such event, Zendesk is entitled to refuse processing of Personal Data that it
belicves to be n violation of any law or regulation.

4, USE OF SUB-PROCESSORS

4.1 Subscriber hereby confirms its general writlen authorisation for Zendesk’s use of the Sub-processors listed at
https://support.zendesk.com/he/en-us/articles/440888306 1 530-Sub-processors ~ (“Sub-processor  Policy™  in
accordance with Article 28 of the GDPR and equivalent requirements in other Applicable Data Protection Law to
assist Zendesk in providing the Service and processing Personal Data, provided that such Sub-proccssors:

{i} agree to act only on Zendesk's instructions when processing the Personal Data, which instructions shall be
consistent with Subscriber's processing instructions to Zendesk;

(ii) agree to protect the Personal Data to a standard consistent with the requirements of this DPA, including
implementing and maintaining appropriate technical and organisational measures to protect the Personal Data they
process consistent with the Security Standards described in Annex 11 to this DPA, as applicable.

4.2 Zendesk shall remain liable to Subscriber for the subcontracted processing services of any of ils Sub-processors
under this DPA, Zendesk shall update the Sub-processor Policy on its Website with any Sub-processor to be appointed
at [east thirty (30) days prior to such change. Subscriber may sign up to reccive email notification of any such changes
on Zendesk’s Website.
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4.3 In the event that Subscriber objects to the processing of its Personal Data by any proposed Sub-processor as
described in Section 4.2 on rcasonable grounds relating to data protection, it shall inform Zendesk in writing by
emailing privacy@zendesk.com within thirty (30) days following the update of the Sub-processor Policy above. In
such event, the Parties shall negotiate in good faith a solution to Subscriber’s objection. If the Parties cannot reach
resolution within sixty (60) days of Zendesk's receipt of Subscriber’s objection, Zendesk will either (a} instruct the
Sub-processor to not process Subscriber's Personal Data, in which cvent this DPA shall continue unaffected, or (b)
allow Subscriber to terminate this DPA and any related services agreement with Zendesk immediately and provide it
with a pro rata reimbursement of any sums paid in advance for Services to be provided, but not yet received by
Subscriber as of the effcctive date of tennination.

4.4 The Service provides links to integrations with Non-Zendesk Services, including, without limitation, certain Non-
Zendesk Services which may be integrated directly into Subscriber’s account or instance in the Service. If Subscriber
elects to enable, access, or use such Non-Zendesk Services, its access and use of such Non-Zendesk Services is
governed solely by the terms and conditions and privacy policies of such Non-Zendesk Services, and Zendesk does
not endorse and is not responsible or liable for, and makes no representations as to any aspect of such Non-Zendesk
Services, including, without limitation, their content or the manner in which they handle Service Data {including
Pcrsonal Data) or any interaction between Subscriber and the provider of such Non-Zendesk Services, The providers
of Non-Zendesk Services shall not be deemed Sub-processors for any purpose under this DPA.,

5. AUDIT

5.1 The Parties acknowledge that, excluding Innovation Services, Zendesk uses external auditors to verify the
adequacy of its security measures and validate the level of compliance from which Zendesk provides its data
processing services. These audits:

(i} will be performed at lcast annually;

(ii) will be performed according to requirements of the applicable International Standard(s) including ISO
(Intcrnational Organization for Standardization), TEC (Intemational Electrotechnical Commission), [SALE
(International Standard for Assurance Engagements) 3402, SSAE (Statement on Standards for Attestation
Engagements) 18, or such other alternative standards that are substantially equivalent to such frameworks;

(i11) will be performed by independent third-party security professionals at Zendesk’s selection and expense; and

(iv) will result in the generation of certificate(s) and/or an audit report(s) affirming that Zendesk’s data sccurity
controls achieve prevailing industry standards in accordance with attestation standards established by the International
Standards Organization and/or the Amecrican Institute of Certificd Public Accountants (AICPA} or such other
alternative standards that are substantially equivalent {*Report™).

5.2 At Subscriber’s written request and without charge, Zendesk will provide Subseriber with a confidential summary
of the Report (“Summary Report™). The Summary Report will constitute Zendesk’s Confidential Information under
the confidentiality provisions of Zendesk's MSA.

5.3 To the extent Subscriber's audit obligations under Applicable Data Protection Law arc not reasonably satisfied
through a Summary Reportt or other documentation Zendesk makes generally available to its Subscribers, Subscriber
may request to conduct an audit of Zendesk under Applicable Data Protection Law (“Data Protection Audit™} upon
at least thirty (30) days’ advancc writien notice to privacy@zcndesk.com. Such Data Protection Audit shall be
conducted no more than once during any twelve-month period and shall be conducted during normal business hours
with reasonable duration, and not to interfere with Zendesk's operations. Subscriber may conduct such Data Protection
Audit or may usc an independent, accredited third-party audit firm subject to an appropriate duty of confidentiality
with Zendesk. Subscriber acknowledges that Zendesk has a multi-tenant cloud environment and any on-site Data
Protection Audit will be limited to the Zendesk corporate headquarters or mutually agreed upon regional main office.
No Data Protection Audit shall involve access to any data relating to any other Zendesk subscriber or to systems or
facilitics not involved in the processing of Personal Data for Subscriber and in no event shali a Data Protection Audit
cause Zendesk to violate its confidentiality obligations to any third party. Subscriber shall be responsible for all costs
and expenses relating to a Data Protection Audit conducted under this Scction 5.3, including for any time Zendesk
cxpends on such audit at Zendesk’s then-current professional services rates. Any report generated in connection with
such a Data Protection Audit shall be considered Zendesk’s Confidential Information and shall be promptly provided
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to Zendesk. In the event of a conflict between the audit terms in this Section 5.3 and the audit terms in the EU SCCs
and/or UK Addendum, the audits terms in the EU SCCs and/or UK Addendwim shall control. Nothing in this Section
5.3 modifics or affects any supervisory authority’s rights under the EU SCCs and/or UK Addendum.

6. INTERNATIONAL DATA EXPORTS

6.1 Subscriber acknowledges that if Zendesk and its Sub-processors process Personal Data subject to the GDPR, UK
Data Protection Law, or FADP (“European Data™), Zendesk may process such data in countries that are outside of
the EEA, United Kingdom, and Switzerland (“European Countries”™). This will apply cven where Subscriber has
agreed with Zendesk to host Personal Data in the EEA in accordance with Zendesk's Regional Data Hosting Policy.

If Zendesk processes Eurppean Data in a country that has not received an adequacy decision from the Europcan
Commission or Swiss or UK authoritics, as applicable, such transfer shall take place on the basis of {i) the FU-U.S.
Data Privacy Framework (“EU-U.S. DPF”), the UK Extension to the EU-U.S. DPF, or the Swiss-U.S, Data Privacy
Framework (“Swiss-U.S. DPF™), as applicable; (ii) the Zendesk Binding Corporate Rules as set out in Section 6.2; or
(iii) the EU SCCs andfor UK Addendum, as applicable. In the event the Services are covered by more than one transfer
mechanism, the transfer of Personal Data will be subject to a single transfer mechanism in the order listed in this
Scction. If the EU-U.S. DPF, the UK Extension to the EU-U.S. DPF, or the Swiss-U.S. DPF is declared invalid, or if
Zendesk fails to re-certify for the EU-U.S. DPF, then the transfer of Personal Data will be subject to the transfer
mechanism listed in {i1) or (iii) of this Section. If neither (i), (1) nor (iii} is applicable, the Partics agree to work in
good faith without undue delay to implement an appropriate transfer mechanisim authorised under Applicable Data
Protection Law.

6.2 Binding Corporate Rules

Where Zendesk processes or permits any Sub-processor within the Processor Group to process European Data,
Zendesk shall comply in full with the requirements of Zendesk’s Binding Corporate Rules in order to provide adequate
protcctions for the LEuropcan Data that it processes on behalf of Subscriber, which arc available at
https://dlcipm3vz4Ghy(.cloudiront.net/pdf/Zendesk-BCR-Processor-Policy-2022 . pdf

6.3 EU 8CCs

Where Zendesk processes Personal Data that is subject to the GDPR in a country that has not received an adequacy
decision from the EU Commission and if Section 6.2 (Binding Corporate Rules) does not apply, the Partics hereby
incorporale the EU SCCs by reference.

Where the EU SCCs apply, they will be deemed completed as follows:

(i) Module 2 (Controller to Processor} will apply where Subscriber is a controller of Service Data and Zendesk is a
processor of Service Data; Module 3 (Processor to Processor) will apply where Subscriber is a processor of Service
Data and Zendesk is a processor of Service Data.

(ii) in Clausc 7, the optional docking clause will not apply;

(iii) in Clause 9(a), Option 2 *General Written Autherisation” will apply, and the time period for prior notice of Sub-
processor changes shall be as set oul in Section 4 of this DPA;

(iv) in Clause 11, the optional language will not apply;

(v) in Clause 17, Option 1 will apply and will be governed by the laws provided in the MSA. If the MSA is nol
governed by an EEA memboer state law, then the laws of Ircland shall govern;

(vi) in Clause 18(b), disputes shall be resolved before the courts provided in the MSA. If the MSA docs not provide
courts in an EEA Member State, the parties agree to the courts of Dublin;

{vil) Annex LA and 1.B and Annex Il of the EU SCCs shall be decmed completed with the information sct out in
Annex I and Annex 11 to this DPA; and

(viii) in Anncx 1.C of the EU SCCs, where the data exporter is established in the EEA shall be the Supervisory
Authority with responsibility for ensuring compliance by the data exporter with GDPR as regards the data transter
Where the data exporter is not established in the EEA, but is within the territonial scope of application of GDPR in
accordance with Article 3(2) and has appointed a representative pursuant to Article 27(1), the Supervisory Authority
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shall be the member statc in which the representative within the meaning of Article 27(1) is established. If the data
exporter is not established in the EEA, but falls within the tetritorial scope of application of GDPR without having to
appoint a represcntative pursuant to Article 27(2), the Supervisory Authority of Ircland shall act as the competent
Supervisory Authority.

Nothing in the interpretations in this Section 6.3 is intended to conflict with either Party's rights or responsibilities
under the EU SCCs and, in the event of any such conflict, the EU SCCs shall prevail.

6.4 UK Addendum

When Zendesk processes Personal Data subject to UK Data Protection Law in a country that has not received an
adequacy decision from the UK authoritics, and if Section 6.2 (Binding Corporate Rules) does not apply, the Partics
hereby incorporate the UK Addendum for Personal Data subject to UK Data Protection Law by this reference. Where
the UK Addendum applies, it will be deemed completed as follows:

(i) Table 1 shall be deerned completed with the information set out in Annex I of this DPA, the contents of which arc
hercby agreed by the Parties;

(ii) Table 2, the Parties select the checkbox that reads: “Approved EU SCCs, including the Appendix Information and
with only the following modules, clauses or optional provisions of the Approved EU SCCs brought into effect for the
purposcs of this Addendum”, and the accompanying table shall be deemed completed according to the Partics’
preferences outlined in Section 6.3 above;

(iii) Table 3, shall be deemed completed with the information set out in Annex I and Annex 11 and Section 4 of this
DPA; and

{(iv) Table 4, the Parties agree that neither Party may terminate the UK Addendum as sct out in Scetion 19.
6.5 Switzerland under EU SCCs

Where Zendesk processes Personal Data subject to FADP in a country that has not received an adequacy decision
from Swiss autheritics, and if Section 6.2 (Binding Corporate Rules) does not apply, the Partics hereby incorporate
the EU SCCs (for Personal Data subject to FADP) by this reference. To the extent Personal Data transfers are subject
to FADP, the EU SCCs shall be deemed completed with the information set forth in Section 6.3 above, as appropriate,
and the following shall apply:

The term *member state”, as used in the EU SCCs, shall not be interpreted to limit data subjccts in Switzerland from
being able to sue for their rights in their place of habitual residence (Switzerland) in accordance with Clause 13(c) of
the EU SCCs. Until the revised FADP comes into effect (the version enacted on 25 September 2020, as amended), the
EU SCCs shall also protect the data of legal entities. For the purposes of Annex L.C ef the EU SCCs, where Subscriber
is the data cxporter and the Personal Data transferred is exclusively subject to FADP, the Swiss Fedcral Data Protection
and Information Commissioner {the “FDPIC”) shall be the competent Supervisory Authority. Where the Personal
Data transferred is subject to both the FADP and the GDPR: (i) parallel supervision should apply; or (ii) for the
(revised) FADP, the FDPIC shall be the competent Supervisory Authority insofar as the transfer is governcd by the
(revised) FADP and for the GDPR, the competent Supervisory Authority is as determined in Section 6.3(viu).
References to the GDPR should be undersiood as references to the FADP and, once effective, the (revised) FADP,
insofar as Personal Data transfers are subject to the FADP or (revised) FADP.

6.6 Transfers to the US under the Data Privacy Framework.

Zendesk has certified to participate in and comply with the EU-U.S. Data Privacy Framework (“EU-U.S. DPF”), the
UK Extension to the EU-U.S. DPF, and the Swiss-U.S. Data Privacy Framework (“Swiss-U.S. DPF”) (sce:
https: ‘www . dataprivacyiramework.vov's ). Zendesk commits to maintain the self-certification of compliance with
the EU-U.S. DPF, the UK Lxtension to the EU-U.S. DPF, and the Swiss-U.S. DPF, or any replacement framework,
for the Services provided under the Agreement and this DPA.

6.7 Brazil LGPD

The EU SCCs will be used for transfers to countries not deemed adequate per the LGPD. In Clause 17, Option 1 will
apply. and will be governed by the laws of Brazil; (ii) in Clause 18(b), disputes shall be resolved before a count of
general jurisdiction in Sdo Paulo/SP. Brazil.
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6.8 Singapore PDPA

Where the PDPA applies, Zendesk’s obligations to Subscriber under the DPA are those express obligations imposed
by the PDPA on a “data intermediary” (processor) when processing personal data on behalf of “organisation”
{controller). Notwithstanding Section 12.1, any claims arising from or related to the Singapore PDPA will be governed
by the laws of Singapore and disputes shall be resolved before a court of general jurisdiction in Singapore.

7. OBLIGATIONS OF SUBSCRIBER

7.1 As part of Subscriber receiving the Service under the MSA, Subscriber agrees to abide by its obligations under
Applicable Data Protection Law.

8. RETURN AND DESTRUCTION OF PERSONAL DATA

8.1 Subscriber may export its Service Data before termination of Subscriber’s access to the Service, Upon Subscriber’s
written request, Zendesk will make available to Subscriber the ability to export or download, as provided in the
Documentation, its Service Dala afler termination subject 1o the terms sel {orth in the MSA. Upon termination or
cancellation, Zendesk will delete Subscriber Service Dala in accordance with Zendesk’s Service Data Deletion Policy.

9. DURATION
9.1 This DPA will remain in force as long as Zendesk processes Personal Data on behalf of Subscriber under the MSA.
10. LIMITATION OF LIABILITY

10.1 This DPA shall be subject to the linutations of liability agreed between the Parties set forth in the MSA and any
reference to the liability of a Party means that Party and its Affiliates in the aggregate. For the aveidance of doubt,
Subscriber acknowledges and agrees that Zendesk's total liability for all claims from Subscriber or its Affiliate arising
out of or related to the MSA and this DPA shall apply in aggregate for all claims under both the MSA and this DPA,
This section shall not be construed as limiting the liability of either Party with respect to claims brought by data
subjects or under the EU SCCs’ Clause 12 and/or the UK Addendum.

11. MISCELLANEOUS

11.1 This DPA may not be amended or modified except in writing and signed by both Partics, This DPA may be
cxccuted in counterparts. Each Party’s rights and obligations concerning assignment and delegation under this DPA
shall be as described in the MSA. Subject to the forcgoing restrictions, this DPA will be fully binding upon, inure to
the benefit of and be enforceable by the Parties and their respective successors and assigns. This DPA, along with the
MSA constitute the enlire understanding between the Parties with respect lo the subject matter herein, and shall
supersede any other arrangements, negotiations or discussions between the Parties relating to that subject-matter.

12. GOVERNING LAW AND JURISDMCTION

12.1 The goveming law and jurisdiction will be govemed by the MSA, unless otherwise stated herein,

13. DEFINITIONS

Unless otherwise defined in the MSA or the Reseller Subscription Services Agreement, as applicable, all terms used
in this DPA shall have the meanings given to them below. “Personal Data Breach™, “Sell”, “Share”, “processing”,
“process”, “processor”, “controller”, “data exporter”, “data importer” and “‘data subject” shall have the same
meaning as in and be inclusive of similar concepts under Applicable Data Protection Law and may be lowercase or

capitalised herein,

13.1 Applicable Data Protection Law: mcans, in addition to the laws and regulations applicable to certain
jurisdictions referred to in the Region-Specific Terms set out in the MSA, all data protection laws and regulations
applicable 1o Zendesk in connection with Zendesk’s processing of Personal Data as a Processor to provide the
Service(s) 1o Subscriber, including LGPD and PDPA as applicable. Notwithstanding the foregoing, “Applicable Data
Protection Law™ excludes {a) laws requiring the localisation of Personal Data and (b} laws specific to Subscriber or
Subscriber’s industry that arc not generally applicable to Zendesk as Processor.
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13.2 EU SCCs: means the standard contractual clauses for the transfer of Personal Data to Controllers and Processors
established in third countries, adopted by the European Commission from time to time, the adopted version of which
in force at the date of signature of this DPA is that set out in the Annex to the European Cominission’s Implementing
Decision 2021/914 of 4 June 2021, available at: hittps:/eur-lex.curopa.euwlegal-
content ENVTX T/ 2un=CELEX03A32021D0914, and as may be amended or replaced from time to time.

13.3 EU-US Data Privacy Framework mcans the framework approved by the Europcan Commission on July 10%,
2023, by adopting Implementing Decision pursuant to Regulation (EU) 2016/679 of the European Parliament and of
the Council on the adequate level of protection of personal data under the EU-U.S. Data Privacy Framework.

13.4 FADP: mcans the Swiss Federal Act of 19 Junc 1992 on Data Protection (as may be amended or superseded)
and related ordinances, and, once cffective, the revised FADP version of 25 September 2020, as amended or replaced
and applicable.

13.5 GDPR: means the Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing
of personal data and on the free movement of such data, as amended from time to time, and any applicable national
laws implemented by European Economic Arca (“EEA™) member states.

13.6 LGPD: mcans the Lei Geral de Protecio de Dados Pessoais, Law No, 13.709 of 14 August 2018, General
Personal Data Protection Law (as amended).

13.7 PDPA: mcans the Personal Data Protection Act of 2012 of Singapore (as amended).

13.8 Personal Data: means any information relating, directly or indirectly, to an identified or identifiable natural
person that is contained in Scrvice Data and processed by Zendesk on behalf of Subscriber as a Processor under the
MSA. Without limiting the generality of the foregoing, “Personal Data” includes but is not limited to “personal data,”
“personal information,” and equivalent concepts under Applicable Data Protection Law to the extent such data is
processed by Zendesk on behalf of Subscriber as a Processor under the MSA.

13.9 Processor Group: mcans Zendesk and any entity which controls, is controlled by, or is under common control
with, Zendesk.

13.10 Reseller Subscription Services Agreement: means the subscription services agreement applicable to customers
of Zendesk resellers, However, for the purpose of this DPA, any reference to the Main Services Agreement should be
considered a reference to the Reseller Subscription Services Agreement for customers of Zendesk rescllers.

13.11 Sub-processor: means any third party data processor engaged by Zendesk, including entitics from the Processor
Group, who receives Personal Dala from Zendesk for processing on behalfl of Subscriber and in accordance with
Subscriber's instructions {as communicated by Zendesk) and the terms of its written subcontract.

13.12 Subscriber: mcans the first party named above. However, in the event Zendesk is required to process Personal
Data on the request of an AfTiliate of Subscriber, such Affihate shall also be deemed as the “*Subscriber”. Any reference
to the Subscriber within this DPA, unless otherwise specificd, shall include Subscriber and its Affiliates.

13.13 Supervisor: means any data protection supervisory authority as defined in the GDPR with competence over
Subscriber and Zendesk's processing of Personal Data.

13.14 UK Addendum: means the UK ‘International Data Transfer Addendum to the EU Commission Standard
Coniracwual Clauses’, available at hitps:/ico.org uk/media/for-organisations/documents/ 40 19539 international-data-
trans ler-addendum.pdl, as adopted, amended or updated by the UK’s Information Commissioner’s Office, Parliament
or Sccretary of State.

13.15 UK Data Protection Law: means the Data Protection Act (DPA 2018), as amended, and the GDPR as
incorporated into UK law as the UK GDPR, as amended, and any other applicable UK data protection laws, or
regulatory Code of Conduct or other guidance that may be issued from time to time.

13.16 Website: means the webpage available at: hittps:/ www zendesk.conv'company agrecments-and-terms/

13.17 Zendesk’s Regional Data Hosting Policy: means the policy located at: htips://support.zendesk com he en-
us/articles/ 3600221851 94-Regional-Data-Hosting-Policy.

IN WITNESS WHEREOF, the Partics hereto have exccuted this DPA by their duly authorised officers or
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representatives as of the last date of exccution below (“Effective Date™).

Suhscriber: EduTech / WFL BOCES

BY: o/l Cot il

NAME: ﬁflr Zé_&%ﬁ'ﬁ/

Zendesk
DocuSigned by: ¢(.’O FOR S"G "
v ZH
BY: | James Fash § w %
BFAQI564AAD2434 i "
NAME: James Fash Vgi £ d’g

TITLE: D l\ V(_C,O‘( /7.

;. VP & AGC, Commercialiiegal &
TITLE: d}*&%moﬁ"‘

DATE: V(_’,’l [q /Zl—[

DATE: December 4, 2023

e Refli fokida /)@

EMAIL: privacy{@zcndesk.com

Wl Yo s ore
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ANNEX 1
Details of Processing

Data Exporter: Subscriber
Contact Details: Provided in the DPA sig C;}aturc block.
Data Exporter Role: Subscriber is ATech / Wi

Data Importer: Zendesk, Inc.
Contact Details: Provided in the DPA signature block.
Data Importer Role: Zendesk is a processor.

1. Nature and Purpose of the Processing: Zendesk will process Personal Data in the course of providing Service(s)
under the MSA, which may include operation of a cloud-based customer services platform. Additional tnformation
about Zendesk Services is available at www.zendesk.com. Zendesk will process Personal Data as a processor in
accordance with Subscrnber’s instructions.

2. Processing Activities: Personal Data contained in Service Data will be subject to the hosting and processing
activities of providing the Services.

3. Duration of Processing: The processing of Personal Data shall endure for the duration of the Subscription Term
in the MSA and this DPA on a continuous basis.

4. Data Subjects: Subscriber may, at ifs sele discretion, submit Personal Data to the Service(s), which may include,
but is not limited to, the folloewing categories of data subjects: employees (including contractors and temporary
employees), relatives of employees, customers, prospeclive cuslomers, service providers, business partners, vendors,
End-Users, advisors (all of whom are natural persons) of Subscriber and any natural person(s) authorized by
Subscriber o use the Service(s).

5. Categories of Personal Data: Subscriber may, at its sole discretion, transfer Personal Data to the Zendesk
Service(s) which may include, but is not limited to, the following categories of Personal Data: first and last name,
cmail address, title, position, employer, contact information (company, email, phone numbers, physical address), date
of birth, gender, communications (telephone recordings, voicemail), and customer service information.

6. Special Categorics of Data (if applicable): Scnsitive Data may, from time to time, be included in processing via
the Service(s) where Subscriber or its End-Users choose to include Sensitive Data within the Service(s). Subscriber is
responsible for ensuring that suitable safeguards are in place prior to transmitting or processing, or prior to permitting
Subscriber's End-Users to transmit or process any Sensitive Data via the Service(s), “Scnsitive Data™ shall have the
same meaning as special catcgories of personal data in Article 9 of the GDPR and be inclusive of similar concepts
under Applicable Data Protection Law.,

7. Retention: Zendesk will process and retain Personal Data in accordance with the Scction 8 (Return and Destruction
af Personal Data) of this DPA and Zendesk Data Deletion Policy incorporated by reference here:
https:support.zendesk.com’he/en-usiarticles/ 360022 1852 14-Zendesk-Service-Data-Deletion-Policy
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ANNEX IT
Zendesk Technical and Organisational Security Measures - Enterprise Services

The full text of Zendesk’s technical and organisational measures 1o protect Service Dala for Enterprise Services is
available at  hups.//www.zendesk com/rust-center’  and  hips:www.zendesk.com/company/agrecments-and-
terms/protect-service-data-cnierprise-services!.

Zendesk reserves the right to update its sccurity program from time to time; provided, however, any update will not
materially reduce the overall protections set forth in this document.

1. Information Security Program and Team: The Zendesk security program includes documented policies and
standards of administrative, technical, physical and organisational safeguards, which govem the handling of Service
Data in compliance with applicable law. The security program is designed to protect the confidentiality and integrity
of Service Data, appropriate to the nature, scope, context and purposcs of processing and the risks involved in the
processing for the data subjects. Zendesk maintains a globally distributed sccurity tcam on calt 24/7 to respond to
sccurity alerts and cvents.

2. Security Certifications: Zendesk holds the following security-related certifications from independent third-party
auditors: SOC 2 Type [1, 1SO 27001:2013, and 1SO 27018:2014.

3. Physical Aceess Controls: Zendesk takes reasonable measures, such as security personnel and sccured buildings,
to prevent unauthorised persons from gaining physical access to Serviee Data and validates third partics operating
data centers on Zendesk’s behaif are adhering to such controls.

4. System Access Controls: Zendesk takes reasonable measures to prevent Service Data from being used without
authorizalion. These controls vary based on Lhe nature of the processing undertaken and may include, among other
controls, authentication via passwords and/or two-factor authentication, documented authorization processes,
documented change management processes and/or, logging of access on scveral levels.

5. Data Access Controls: Zendesk takes reasonable measures to ensure Service Data is accessible and manageable
only by properly authorised staff, dircct database query access is restricted and application access rights arc established
and cnforced to ensure that persons entitled to use a data processing system only have access to the Scrvice Data to
which they have privilege of access; and, that Service Data cannot be read, copied, modificd or removed without
authorisation in the course of processing.

6. Transmission Controls: Zendesk takes reasonable measures to ensure the ability to check and cstablish which
cntitics arc transferred Service Data by means of data transmission facilitics so Service Data cannot be read, copied,
modificd or removed without authorisation during clectronic transmission or transport. Service Data is encrypted in
transit over public networks when communicating with Zendesk user interfaces (Uls) and application programming
interface (APIs) via industry standard HTTPS/TLS (TLS 1.2 or higher). Exceptions to encryption in transit may
include any non-Zendesk Service that does not support encryption, which data controller may link to through the
Iinterprise Services at its clection. Service Data is encrypted at rest by Zendesk’s Sub-processor and managed services
provider, Amazon Web Services Inc., via AES-256.

7. Input Controls: Zendesk takes reasonable measures to provide the ability to check and cstablish whether and by
whom Service Data has been entered into data processing systems, modified or removed, and that any transfer of
Service Data to a third-party service provider is made via a secure transmission.

8. Logical Separation: Data from different Zendesk’s subscriber environments is logically segregaled on sysiems
managed by Zendesk to ensure that Service Data that is coliccted by different controllers is segregated from onc

another.

9. No Backdoors: Zendesk has not built any backdoors or other methods into its Services to allow government
authoritics to circumvent its security mecasures to gain access to Service Data.
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10. Data Center Architecture and Security: Zendesk hosts Service Data primarily in AWS data centers that have
been certified as 1SO 27001, PCI DSS Service Provider Level 1, and/or SOC2 compliant. AWS infrastructure services
include backup power, HVAC systems, and fire suppression equipment to help protect servers and ultimately your
data. AWS on-site security includes a number of features, such as, security guards, fencing, securing feeds, intrusion
detection technology, and other security measures. More details on AWS controls can be found at:
]11![)8: QWS NLLZONC O SCCLIYTNY

11. Network Architecture and Security: Zendesk systems are housed in zones to commensurate with their security,
depending on function, information classification, and nisk. Zendesk’s network sccurity architecture consists of
multiple zones with more sensitive systems, like database servers, in Zendesk’s most trusted zones. Depending on the
zone, additional security monitoring and access controls will apply. DMZs are utilised between the internet and
internally between ihe different zones of trust. Zendesk's network is protected through the use of key AWS security
services, regular audits, and network intelligence technologies, which monitor and/or block known malicious traffic
and nctwork attacks. Zendesk utiliscs network sccurity scanning to provide quick identification of potentially
vulnerable systems, in addition to Zendesk’s cxtensive internal scanning and testing program. Zendesk also
participates in scveral threat intelligence sharing programs to monitor threats posted to these threat intelligence
networks and take action based on risk. Zendesk has a multi-layer approach to DDoS mitigation, utilising network
edge defenses, along with scaling and protection tools.

12. Testing, Monitoring, and Logging: Each year, Zendesk employs third-party security experts to perform a broad
penctration test across the Zendesk Protection and Corporate Networks. Zendesk utilises a Sccurity Incident Event
Management (SIEM) system, which gathers logs from important network devices and host sysiems. The SIEM alerts
on triggers that notify the Securily team based on correlated events for investigation and responsce. Service ingress and
cgress points are instrumented and menitored to detect anomalous behavior, including 24/7 system monitoring,

13. Data Hosting Location: Zendesk offers Subscribers an option to elect where Service Data is hosted if a Subscriber
purchases the Data Center Location Add-On. A full description of thus offering is provided at
htps://support.zendesk.comhe/en-us/atickes 360053579674,

14, Availability and Continuity: Zendesk maintains a publicly available system-status webpage, which includes
system availability details, scheduled maintenance, service incident history, and relevant sccurity events, found at:
hittps:fstatus.zendesk.com'? ga-2 22810998 1.1069242886.1631551570-1973870648.16304 15696

Zendesk employs service clustering and network redundancies to eliminate single points of failure. Our strict backup
regime and/or Zendesk’s Enhanced Disaster Recovery service offering allows us to deliver a high level of service
availability, as Service Data is replicated across available zones. Zendesk’s Disaster Recovery program ensures that
Zendesk’s Services remain available and are casily recoverable in the casc of a disaster, through building a robust
technical environment. Additional details at: https: /supportzendesk.com/he/en-us/articles/ 360022 19 1434-Business-
Continuity-and-Disaster-Recovery? oa=2 57827498 1069242880, 163 1551570-1973870648. 1630415696

15. Peaple Security: Zendesk performs pre-employment background checks of all employeces, including education
and employment verification, in accordance with applicable local laws. Employees receive security training upon hire
and annually thereafter. Employees are bound by written confidentiality agreements to maintain the confidentiality of
data.

16. Vendor Management: Zendesk uses third party vendors to provide certain aspects of the Services. Zendesk
completes a security risk assessment of prospective vendors.

17. Bug Bounty: Zendesk maintains a bug bounty program to allow independent sceurity rescarchers to report security
vulnerabilities on an ongeing basis, available at: htips:/support.zendesk.com he‘en-usianicles! 1150028530607
Zendesk-Bug-Bounty-Prosram

Zendesk Technical and Organisational Security Measures - Innovation Services

The full text of Zendesk's technical and organisational measures to protect Service Data for Innovation Services is
available at  hups: www.zendesk conveompuny agreements-wigd-terms/ protect-service-chiia-innovation-sernaces:.
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The Zendesk information security program includes documented policics or standards governing the handling of
Service Data in compliance with applicable law, and administrative, technical and physical safeguards designed to
protect the confidentiality and integrity of Service Data. Zendesk reserves the right to update its security program from
time to time; provided, however, any update will not materially reduce the overall protections set forth in this
document.

1. Physical Access Controls; Zendesk takes reasonable measures to prevent unauthorised persons from gaining
physical access to Service Data.

2. System Access Controls: Zendesk takes rcasonable measures to prevent Service Data from being used without
authorisation.

3. Data Access Controls: Zendesk takes reasonable measures to provide that Service Data is accessible and
manageable only by properly authorised stafT.

4, Transmission Controls: Zendesk takes reasonable measures to ensure the ability 1o check and establish to which
entitics are transferred Service Data by mcans of data transinission facilities so Service Data cannot be read, copied,
modified or removed without authorisation during electronic transinission or transport.

5. Input Controls: Zendesk takes reasonable measures to provide that it is possible o check and establish whether
and by whom Scrvice Data has been entered into data processing systems, modified or removed, and that any transfer
of Service Data to a third-party service provider is made via a secure transmission.

6. Logical Separation: Data from different Zendesk's subscriber environments is logically segregated on systems
managed by Zendesk to ensure that Service Data that is collected by different conirellers is segregated from one
another,

7. Security Policies and Personnel. Zendesk has and will maintain a managed sccurity program to identify risks and
implement preventative technology, as well as technology and processes for common attack mitigation. We have, and
will maintain, a full-time information sccurity team responsible for safeguarding Zendesk’s networks, systems and
scrvices, and developing and delivering training to Zendesk’s employees in compliance with Zendesk’s security
policics.

DPA - December 2023 12
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ANNEX III
Sub-processors Security Standards for Enterprise Services

As of the Effective Date of this DPA, Our Sub-processors, when processing Service Data on behalf of Subscriber in
connection with the Enterprise Services, shall implement and maintain the following technical and organisational
security measures for the Processing of such Service Data (“Enterprise Services Security Standards™):

1. Physical Access Controls: Our Sub-processors will take reasonable measures, such as security personnet and
sccured buildings, to prevent unauthorised persons from gaining physical access to Service Data.

2. System Access Controls: Qur Sub-processors will take reasonable measures to prevent Scrvice Data from being
used without authorisation. These controls shall vary based on the nature of the processing undertaken and may
include, among other controls, authentication via passwords and/or two-factor authentication, documenied
authorisation processes, documented change management processes and/or, logging of access on several levels.

3. Data Access Controls: Our Sub-processors will take reasonable measures to ensure that Service Data is accessible
and manageable only by properly authorised staff, direct database query access is restricted and application access
rights are established and enforced to ensure that persons entitled to access Service Data enly have aceess to Service
Data to which they have privilege of access; and, that Service Data cannot be read, copied, modified or removed
without authorisation in the course of processing. Vendor will implement and maintain an access policy under which
access Lo its system environment, to data processing systems. to Service Data, and other data is restricted to authorised
personnel only.

4. Transmission Controls; Our Sub-processers will take rcasonable measures to cnsure that it is possible to check
and cstablish to which entities the transfer of Scrvice Data by means of data transmission facilities is envisaged so
Service Data cannot be read, copicd, modified or removed without authorisation during electronic transmission or
fransport.

5. Input Controls; Our Sub-processors will take reasonable measures to cnsure that it is possible to check and
establish whether and by whom Service Data has been entered into data processing systems, modified or removed;
and, any transfer of Service Data o a third-party scrvice provider is made via a sccure transmission,

6. Data Protection: Qur Sub-processors will take rcasonable measures to ensure that Service Data is sccured to protect
against accidental destruction or loss. Qur Sub-processors shall ensure that, when hosted by Sub-processor, backups
are completed on a regular basis, are secured and encrypted, to ensure that Service Data is protected. Our Sub-
processors will implement and maintain a managed security program to identify risks and implement preventative
technology and processes for common attack mitigation.

7. Logical Separation: Qur Sub-processors will logically scgregate Service Data from the data of other partics on its
systems 1o cnsure that Service Data may be processed separately.
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