g

Envelope 10: 684839C7-FCE4-4FDF-809E-FE43755E96CF
SV L PV RARIGMI0A, YADO-CLID00 | DWOUDLIEM

]

CALIFORNIA STUDENT DATA PRIVACY
AGREEMENT Version 2.0 (September 26, 2018)

School District/Local Education Agency:
Desert Sands Unified School District

Provider: Canto, Inc.

. Date: 12/11/2023
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s Calif I"i Daia Frivaov A . BPA") is z end betwe
Sands Unified School District

(hereinafier referred to as “LEA”) and
(bereinafter referred to as “Provider”) on . The Parties agree to the terms as stated herein.

RECITALS

WHEREAS, the Provider has agreed to provide the Local Education Agency (“LEA”) with certain
digital educatiqnal services (“Services”) pursuant to a contract dated

(“Service Agreement”); and

WHEREAS, in order to provide the Services described in the Service Agreement, the Provider may receive
or create, and the LEA may provide documents or data that are covered by several federal statutes, among
them, the Family Educational Rights and Privacy Act (“FERPA”) at 20 U.8.C. 1232g (34 CFR Part 99),
Children’s Online Privacy Protection Act (“COPPA™), 15

US.C. 6501-6506 Protection of Pupil Rights Amendment (“PPRA™) 20 U.S.C. 1232h; and

m&mmmmmmmmmwmmw; Services are
also subject to California state student privacy laws, including AB 1584, found at Califomia Education
CodeSecﬂm49073lmdﬁcShﬂmt0nhnerﬂhfmmahmPMmAaC‘SOPmA’9fomda

California Business and Professions Code section 22584; and
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Mmmgwmpmmmﬁemwm

WHEREAs,tthuﬁuwishmmhmthiaDPAMenmtbﬂﬂwSmiceAmbwnﬂmm to the
mqukemmofthepﬁmyhmmfandbabovemdmembﬁshhnplemmﬁngpmoedmcs and duties;
and

WHEREAS,thehovidwmny,bysignhgﬂne“ﬂmﬂOﬁaofPﬁmmi"(Exhw“Bﬂ.aww
aﬂowotherLBAsinCaliﬂomiaﬂlcoppommhywaoceptaﬂmjoyﬂlebeneﬁuofﬂ:is DPA for the Services
described herein, without the need to negotiate terms in a separate DPA.

NOWTBEREFORE,forgoodandvahlableoonsiduaﬁon,thepwesagreeufoﬂows: .

ARTICLE I: PURPOSE AND SCOPE o
1. Purpose of DPA. ThepmpouofﬂlisDPAinodemibeﬂteduﬁesmdmpomibﬂiﬁutop:m

mdmtdmmmmdemﬁduﬁomLEApmmtmtheSaviwAm'imhding
complimcowiﬂ:allappﬁeablumm,hcludingﬂnFERPA,PPRA,COPPA, SOPIPA, AB
lsumdomuappﬁeableCaﬁfomiaSmhm,aﬂasmaybemdedhmﬁmewmh
puformingﬁuosuﬁeu.ﬁe?mﬁd«sbﬂbemid«ndaScboolOfﬁciﬂwiﬁalegiﬁmﬂe
edmaﬁonﬂinﬁueﬂ,mdp«fomhngieuoﬂmwiupmﬁdedhyﬁemw&hmm the
mmmmdswmmmmmmamammmwm
of the LEA. :
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2. Natare of Services Provided. The Provider has agreed to provide the following digital
Mmmmmmmwwmmmthmmhm

3. Student Data to Be Provided. The Parties shall indicate the categories of student data to be
provided in the Schedule of Data, attached hereto as A

&mlhedeﬁniﬁmofmusedinﬂﬁsDPAisfmmdinm.lﬁﬂwm
ofawnﬂicgdeﬁniﬁomusedhﬁisDPAshaupmﬁlmmrmuwdhthesmAm

ARTICLE I1: DATA OWNERSHIP AND AUTHORIZED ACCESS

indent Data Property of LEA. All Student Data transmitted to the Provider pursuant to the
Service Agreement is and will continue to be the property of and under the control of the LEA.
mhoﬁduMuwknowledgesmdamMaﬂwpiesofmhsmdem&mmimdw
ﬂquvidu,mchxdingmymodiﬁcaﬁommaddiﬁmmmyporﬂmthmofﬁommymm
mbjeﬂhthopmvisimofﬁisAycemmtinﬂnsmmmuu&eoﬁginﬂSmdentDmm
Partics agroo that as between them, all rights, including all intellectual property rights in and to
Sm&mbmmwwﬁesmwmmﬂnexdmiwmdﬂw
LEAFm&emmmofFBRPA,ﬂzerﬁdushﬂlbemid«edaSchoolOfﬁchLmﬂm
omuolmddimcﬁmoftheLBAsasitpuuimmﬂmmomedeaunotwﬂhmdingﬂw
above.Pmﬁdumaymferpupil-mwdconmwaupmemrdingmﬂn
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) transfer o content to & account, consistent
= ¢ o pupil-generated personal

S.Wlfpupﬂmmdmisswmdmmﬁnﬁmdbymmﬁduasmdm
Smieudmibdmﬂxhibﬂ“A”,vaidumu.uﬂwwofthomA,mfauﬁmﬂ
mmdcomwammdentamwwmimﬁonoflhesm
Whom.awh&mfashﬂloﬂyapplybmﬂmbdm&nt&ﬂhm«aﬂeﬁom
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4. Third Partv Request. Should a Third Party, including law enforcement and government entities,
WWMawhmmwmmmmmm,wmw
McmamAmmeMoﬂhohabiﬁtymdmmabhmwmﬂmWPmy
tomqmﬂ&edahd&ecﬂyﬁomﬂn[&?mvidnuhﬂ!mﬁfythel&umupmﬁcabhof
a compelled disclosure to a Third Party.
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1.mm.mmmﬁammmmofmmw in
compliance with FERPA, COPPA, PPRA, SOPIPA, AB 1584 and all other California privacy
statutes,

aInug Notiication of Rights. If the LEA has a policy of disclosing education records under
FBRPA(4CPR§99.3!(a)(l)).LEAshaninchndeaspeciﬁeaﬁonofaihrhfordmrminingwho
Wamloddmmmabﬁﬁmmuﬁmmmmmw
notification of rights.

Reasonable itions. LEA shall take reasonable precautions to secure usernames,
Ppasswords, and any other means of gaining access to the services and hosted data.

IsusuONIzed Access Notification. LEA shall notify Provider promptly of any known or suspected
unauthorized access. LEAwillasaisthviderinanyeﬁ‘ombyProvidutoinvesﬁgaxe and respond
to any unauthorized access.

ARTICLE IV: DUTIES OF PROVIDER

l.mmmhwidwshdlwmplywiﬂnﬂappﬂcabhmmmhmm
mmhﬁompuhiningwdauwlmymdmmity,hcm&ngFBRPA,OOPPA,PPRA,SOPlPA,




ot T IR NIENERE,  statutes, where applicable.
3. Anthorized Use. The data shared pursuant to the Service Agreement, including persistent unique

3

identifiers, shall be used for no purpose other than the Services stated in the Service

and/or otherwise authorized under the statutes referred to in subsection (1), sbove. Provider also
acknowlodges and agrees that it shall not make any re-disclosure of any Student Data or any portion
thereof, including without limitation, meta data, user content or other non-public information
and/or personally identifisble information contsined in the Student Data, without the express
written consent of the LEA.

. Provider shall require all employees and agents who have access to Student
Data to comply with all applicable provisions of this DPA with respect to the data shared under
the Service Agreement. .

4. No Disclosure. De-identified information may be used by the Provider for the purposes of

dmhpmugmmeh,mdhnmvmtofedueaﬁonﬂsim,mwappﬁcﬁmumy

other member of the public or party would be able to use de-identified data pursuant to 34 CFR

99.31(b). Provider agrees not to attempt to re-identify de-identified Student Data and not to transfer
de-identified Student Data to any party unless (a) that party agrees in writing not to

v
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5.

attempt re-identification, and (b) prior written notice has been given to LEA who.has provided
prior written consent for such transfer. Provider shall not copy, reproduce or transmit any data
obtained under the Service Agreement and/or any portion thereof, except as necessary to fulfill the

writtenrequutandinaooordanoewiththeapp'. letermsin subsection

Disposition of Data. Upon
a or b, below, Provider shall dispose or delete all Student Data obtained under the Service

Agroement when it is no longer needed for the purpose for which it was obtained. Disposition shall
include (1) the shredding of any hard copies of any Student Data; (2) Erasing; or (3) Otherwise
modifying the personal information in those records to make it unreadable or indecipherable by
human or digital means. Nothing in the Service Agreement authorizes Provider to maintain Student
Data obtained under the Service Agreement beyond the time period reasonably needed to complete
the disposition. Upon request, Provider shall provide written notification to LEA when the Student
Data has been disposed. The duty to dispose of Student Data shall not extend to data that has been
de-identified or placed in a separate Student account, pursuant to the other terms of the DPA. The
LEA may employ s “Request for Return or Deletion of Student Data™ form, a copy of which is
attached hereto as Exhibit “D”. Upon receipt of a request from the LEA, thé Provider will
immediately provide the LEA with any specified portion of the Student Data within ten (10)
calendar days of receipt of said request. y

a. Partial Disposal During Term of Service Agreement. Throughout the Term of the
Service Agreement, LEA may request partial disposal of Student Data obtained under
the Service Agreement that is no longer needed. Partial disposal of data shall be subject
to LEA’s request to transfer data to a separate account, pursuant to Article II, section 3,
above.
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6.

the Service Agreement Provider shall dispose or delete all Student Data obfained under
memmhwmmammwwmdm
Iater than 30 days after contract termination.

mmmhmmmmmmummmmmumsm

7.]mhovidushaﬂminninhfomoatmﬁmu¢ningﬁepuformuofthism

Mﬁefoﬂowhghsmmpoﬁciucﬁdmchgmdmingthemﬁm&mofﬁe
Service Agreement, awcmmmm-cwommw
mnmcgwhhmhhmmlﬁniuofommiﬂhndoﬂmal,momo.m)foremhommda
General Aggregats, with minimum limits of two million dollars (32.000,000.00).for.each

appropriste
million dollars ($1 ,mo.oo.Cybumbﬂ&ylnmrnee-woomSeemhy,me' , Business
mm:s ’oBoxomﬁon,t)mdDenidofSuvioemaminimummmtoﬂwominimdon

-mummmmmﬁmawbymsmmmmm

8. Indemnification: Provider shall indemnify, defend and hold Desert Sands Unified School District,

iuoﬁoua,wﬂdemphyeu,hmmlmﬁomaﬂchhm,ﬁabiﬁﬁu,dmaworﬁtdmm

Wsnygﬁ@w&mmﬁdmmwmwmmprmw

ARTICLE ¥: DATA PROVISIONS
l.w.mﬁoﬁduwwabidebyandmmmmdaumﬁtymmm

mmmwmdmmwmlmmmcﬁmmdmmsmmm
ﬁmmﬁuﬁoﬁuddiwbme«mﬁﬁﬁmbymmu&oﬁudp«smmmmwdmm
of Provider are set forth below. Provider may further detail its security programs and measures in Exhibit
I hereto. These measures shall include, but are not limited to:

5
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?
' &PmrdsandEmpbyeeAm.vaidershallsecmumames,passwords,md
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Provider shall only provide access to Student Data to employees or contractors that
are performing the Services. Employees with access to Student Data shall have
signed confidentiality agreements regarding said Student Data. All emplpyees with
access to Student Records shall be subject to criminal background checks in
compliance with state and local ordinances.

b. Destruction of Data. Pmdershaﬂdoﬂoywdelmaﬂsmmtaobmmed
mmmwmnmm!mmmmmmm
it was obtained, or transfer said data to LEA or LEA’s designee, according to the
procedure identified in Article IV, section 5, above. Nothing in the Setvice
Modmhoviduwmamuinsmmtabeymdtheumepodod

Agreement
reasonably needed to complete the disposition.

¢. Security Protocols. Both parties agree to maintain gecurity protocols that meet
industry standards in the transfer or trangmission of any data, including ensuring that
data may only be viewed or accessed by parties legally allowed to do so. Provider shall
maintain all data obtained or generated pursuant to the Service Agreement in a

secure digital environment and not copy, reproduce, or transmit data obtained
pursuant to the Service Agreement, except as necessary to fulfill the purpose of dats

requests by LEA.

d. Employee Training. The Provider shall provide periodic security training to those
of its employees who operate or have access to the system. Further, Provider shall
provide LEA with contact information of an employee who LEA may contact if
there are any security concerns or questions.

¢. Security Technology. When the service is accessed using a supported web browser,
Provider shall employ industry standard measures designed to protect data from
unauthorized access. The service security measures shall include server authentication
and data encryption. Provider shall host data pursuant to the Service Agreement in an

e e o Trowall et s uwdsind cecceding 10 industry staaderd

f, Security Coordinator. If different from the designated representative identified in
Atrticle VII, section §, Provider shall provide the name and contact information of
wadu’sSemtyCoord:mtorfortheSmdemDatameivedpmmtmﬁc

Service Agreement.
g Subprocessors Bound. Provider shall enter into written agreements whereby

Subprocessors agree to secure and protect Student Data in a manner consistent with
the terms of this Article V. Provider shall periodically conduct or review compliance

6
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h. Perlodic Risk Assessment. Provider further acknowledges and agrees to conduct
digﬂalﬁskmesmuonmmdbasismdmdimanyidenﬁﬁoducuﬁtymd
privacy vulnerabilities in a timely manner.

&m.hﬂwmﬂmswdembmhwmdwobmimdbymmmﬂmﬁzedhdiﬁdm
Hovida'shaﬂpmﬁdemﬁﬁmﬁmbLBAwiﬂﬁnambhmuﬁofﬁmoﬂheincidm;mdm
ueedingfoﬂy-eiglﬂ(&)homhwid«ahaﬂfoﬂow&ofoﬂowingmz

&Themnitybnachnoﬁﬂeaﬁonshaﬂfoﬂowﬂwhvidw’sint«nalpmmand
ensure that LEA JIs notified,

b. The security breach notification described above in section 2(a) shall include, at a
minimum, the following information:

L. The name and contact information of the reporting LEA subject to this section.
il. A list of the types of personal information that were or are reasonably believed to
have been the subject of a breach.
#ii. If the information is possible to determine at the time the notice is provided, then
w(l)ﬁodmdmehmh,(z)theuﬁmmddmwthebrm,mﬁ)ﬁe

range within which the breach occurred. The notification shall also include the date
of the notice.
N.thhathemﬁﬁcaﬁonwasdehyedasamﬂtofahwenﬁorcementinmﬁpﬁon,
if that information is possible to determine at the time the notice is provided.
v. A general description of the breach incident, if that information is possible to
determine at the time the notice is provided.

¢ At LEA’s discretion, the security breach notification may also include sny of the
following:

information has been breached.

if. Advice on steps that the person whose information has been breached may take to
protect himself or herself.

d. Provider agrees to adhere to all requirements in applicable State and in federal law with
respoct to a data breach related to the Student Data, including, when appropriate or
required, the required responsibilities and procedures for notification and mitigation
of any such data breach,

i 7
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lawforreapondmgwadambrmh,bmdlofmmty privacy. incident or
unauthorized acquisition or use of Student Data or any portion thereof, including
pumaﬂy:denﬁﬁablemfmmhonandagmstopmvideLEA,uponmquest,wiﬂu
copy of said written incident response plan.

f. Provider is prohibited from directly contacting parent, legal guardian or eligible pupil
unless expressly requested by LEA. If LEA requests Provider’s assistance providing
notice of unauthorized access, and such assistance is not unduly burdensome to
Provider, Pmdnshallnoufyﬂ:eaﬁ‘ecbdpmt,legalmdimmohg'blepupﬂof
themmdmnzedaccess,whichahnllmchsdcﬂwinfomauonﬁmdmsubswuom(b)
and (c), above. If requested by LEA, Provider shall reimburse LEA for costs incurred
to notify parents/families of & breach not originating from LEA's use of the Service.

g. In the event of a breach originating from LEA's use of the Service, Provider shall
cooperate with LEA to the extent necessary to expeditiously secure Student Data.

ARTICLE VI- GENERAL OFFER OF PRIVACY TERMS
Provider may, by signing the attached Form of General Offer of Privacy Terms (General Offer, attached

hereto as Exhibit “E”), be bound by the terms of this DPA to any other LEA who signs the acceptance on
in said Exhibit. The Form is limited by the terms and conditions described therein.

ARTICLE VI: MISCELLANEOUS R

1. Term. umﬁdushaﬂbcbmmdbythnsDPAforthcmofﬂ!eSmceAsremnerso
long as the Provider maintains any Student Data. .

2. Termigation. In the event that either party seeks to terminate this DPA, they may do so by mutual
written consent so long as the Service Agreement has lapsed or has been terminated. LEA shall
have the right to terminate the DPA and Service Agreement in the event of a material breach of
the terms of this DPA.

I Servival IfﬂleSuvieeAmentutermimted.ﬂwProuderahaﬂ
desﬂwallofLBAsdahpmuanttoArhcleV section 1(b), and Article II, section 3, above.

4. Priority of Agreements. This DPA shall govem the treatment of student data in order to comply
with privacy protections, including those found in FERPA and all applicable privacy statutes
identified in this DPA. In the event there is conflict between the DPA and the Service Agreement,
the DPA shall apply and take precedence. Except as described in this paragraph herein, all other
provisions of the Service Agreement shall remain in effect.

8. Notice. All notices or other communication required or permitted to be given hereunder must be
in writing and given by personal delivery, or e-mail transmission (if contact information is

DocuSign Ervelope ID: ABS120AE-565043A7-8078-23TA18DBEADT

provided for the specific mode of delivery), or first-class mail, postage prepaid, sent to the
designated representatives before:
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Thodesignmdmpmamaﬁwfortlwl.BAforthisAmentis:

Nm:mm
Title: Chjef Innovation and Information Office

47680 Dune Pains Rd
La Quinta, CA 82234

“r60-711-8562

mdﬁmwwmmmmmmkz
o “m

Name:

Title: Chief Revenue Officer

Contact Information:

NE Ste 245-2447
m

b.NoﬂﬂudonofAeuptaneeomeerﬂOﬂ’uome.UponexmﬁonofohibitE.
GmalOﬂ‘aofTams,Submibing[BAshaﬂpmvidemﬁoeofawhmphnwinwﬁﬁng
mdgimbypmddeﬁvuy.w&maﬂuanmission(ifemminfomaﬁonispmﬁdedfor
ﬂnspodﬁcmodeofdeuvuy),mﬂm-clmmﬂmmaid,wthodedm
represeutative below.

m&ﬁmmfordwmﬁmofmmofﬁeﬂmadOﬂhOdevacmiisz
Tide:

Contact lnfomaﬁon:

6. : MDPAconsﬁmﬂleenﬁrewentoﬂheparﬁumhﬁngmthombject
mmhmfmdmmpﬁmwmmuﬁmmmmﬁmmmmomlm
wﬁmbymepuﬁestdaﬁngﬂ:m.MDPAmybemdedmdlhobmceofm

provision of this DPA may be waived (either generally or in any particular instance and
9
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eithermwvelyorpmspecﬁvely)onlywiﬂ:ﬁesignedwﬁmnoonsentofboﬂlpanies.Neither
ﬁilmmrdelayonthepartofanypanyinexmisinganyﬁght, power, or privilege hereunder



G S Cvce I .°WMTHEWEW nor shall any single or partial exercise of any such right,

puwu orpnvﬂegeprecludemyﬁuthaexmthmofmﬂwexuciuofmyoﬂ:&nghtpow

7. Severability. Any provision of this DPA that is prohibited or unenforceable in any jurisdiction shall,
as to such jurisdiction, be ineffective to the extent of such prohibition or unenforceability without
invalidating the remaining provisions of this DPA, and any such prohibition or unenforceability in
any jurisdiction shall not invalidate or render unenforceable such provision in any other
jurisdiction. Notwithstanding the foregoing, if such provision could be more narrowly drawn so as
not to be prohibited or unenforceable in such jurisdiction while, at the same time, maintaining the
intent of the parties, it shall, a3 to such jurisdiction, be so narrowly drawn without mvahdatmgthe
remaining provisions of this DPA or affecting the validity or enforceability of such provision in

sdiction. THIS DPA WILL BE GOVERNED BY AND
CONSTRUBD IN ACCORDANCB WITH THE LAWS OF THE STATE IN WHICH THIS
AGREEMENT IS EXECUTED, WITHOUT REGARD TO CONFLICTS OF LAW
PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND
EXCLUSIVE JURISDICTION TO THE STATE AND FEDERAL COURTS FOR THE
COUNTY IN WHICH THIS AGREEMENT IS FORMED FOR ANY DISPUTE ARISING
OUT OF OR RELATING TO THIS SERVICE AGREEMENT OR THE TRANSACTIONS
CONTEMPLATED HEREBY.

9. Authority. Provider represents that it is authorized to bind to the terms of this Agreemient, including
confidentiality and destruction of Student Data and any portion thereof contained therein, all
related or associated institutions, individuals, employees or contractors who may have access to the
Student Data and/or any portion thereof, or may own, lease or control equipment or‘facilities of
any kind where the Student Data and portion thereof stored, maintained or used in any way.
Provider agrees that any purchaser of the Provider shall also be bound to the Agreement.

0. Waiver. No delay or omission of a party to exercise any right hereunder shall be construed as a
waimoi_ynwhndnmdmhwmnﬂﬂtmmmymmﬁome
Time, a3 ofién as may bo deéined expedient.

11. Successors Boungd. This DPA is and shall be binding upon the respective successors in interest to

Provider in the event of a merger, acquisition, consolidation or other business reorganization or
sale of all or substantially all of the assets of such business.

[Signature Page Follows)
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IN WITNESS WHEREOF, the parties have executed this Califomia Student Data Privacy Agreement
asofthelastdaynowdbelow
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BY:Dat;: ﬂ/w’ 12/6/2023
OFSBE40840EMB0
Ryan Gallo Chief Revenus Officer

Printed Name: Title/Position:

Local Education Agency: o+ Sands Unified School District

BY:Date: 12/13/2023 i

Printed Name: . Assistant Superintendent, Business Services

4

Note: Electronic signature not permitted.
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EXHIBIT “A”
DESCRIPTION OF SERVICES



o Eepe ""’:'ﬂwmw F PRODUCTS AND SERVICES HERE. IF MORE
THAN ONE PRODUCT OR SERVICE IS INCLUDED, LIST EACH PRODUCT HERE]
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EXHIBIT "B~
SCHEDULE OF DATA
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DEFINITIONS

No Student Data Collected at this time .

*Provider shall i

immediately notify LBA if

this designation is no longer applicable.
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relating to pupil records.

Deldentifiable Information (DII): De-Identification refers to the process by which the Provider removes
or obscures any Personally Identifiable Information (“PII") from student records in & way that removes or
mﬁmmﬂ:ﬂmkofdinloamofthmdenﬁtyofﬁemdwiduﬂmdmformﬁmabomﬁm

Edzcational Records: Educational Records are official records, files and data directly related to a student
and maintained by the school or local education agency, including but not limited to, records
encompassing all the material kept in the student’s cumulative folder, such as general identifying data,
recards of attendance and of academic work completed, records of achiovement, and results of evaluative
tests, health data, disciplinary status, test protocols and individualized education programs. For purposes
of this DPA, Educational Records are referred to as Student Data.

NIST: Dr‘ﬁNaﬁomllnsﬁMeofStandardsdeechnoloy(“NlSl") Special Publication Digital
Authentication Guideline.

Operator: The term “Operstor” means the operator of an Internet Website, online service, online
ication, or mobile application with actual knowledge that the site, service, or application is used

primarily for K~12 school purposes and was designed and marketed for K-12 school purposes. For the

purpose of the Service Agreement, the term “Operator” is replaced by the term “Provider.” This

term shall encompass the term “Third Party,” as it is found in applicable state statutes.

Personally Identifiable Information (PII): The terms “Personally Identifiable Information” or “PII”
shall include, but are not limited to, student data, metadata, and user or pupil-generated content obtained
by reason of the use of Provider’s software, website, service, or app, including mobile apps, whether
gathered by Provider or provided by LEA or its users, students, or students’ pumulgtmdmns.l’ll
includes Indirect Identifiers, which is any information that, either alone or in aggregate, would allow a
reasonable person to be able to identify a student to a reasonable certainty. For purposes of this DPA,
MMMWMMWMWMMMWhM&MmM

educational software or services, including cloud-based services, for the digital storage, management, and
retrisval of pupil records. Within the DPA the term “Provider” includes the term “Third Party” and the
term “Operator” as used in applicable state statutes.

Pupll Generated Content: The term “pupil-generated content™ means materials or content created by a
pupil during and for the purpose of education including, but not limited to, essays, research reports,
portiblios, creative writing, music or other audio files, photographs, videos, and account information that
enables ongoing ownership of pupil content.

for what is now California Education Code § 49073.1,
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Puapil Records: Means both of the following: (1) Any information that directly relates to a pupil that is
maintained by LEA and (2) any information acquired directly from the pupil through the use of
instructional software or applications assigned to the pupil by a teacher or other LEA employee. For the
purposes of this Agreement, Pupil Records shall be the same as Educational Records, Student Personal



R Craap 1 AR ST AR oot 0T Soc  rhich are deemed Student Data for the purposes of this
Agreemnent.

SmbeAmtRefmhﬂmCon&acthmchmOﬁubwhichtbisDPAmpplmumd
modifies. .

Schooll Official: For the purposes of this Agreement and pursuant to 34 CFR 99.31 (B), a School Official
is a contractor that: (l)Perﬁormanmsﬁmﬁomlsewioemﬁmcﬁonforwhichtheagmcyminsﬁmﬁm
wouldoﬂ:e:wﬁeuseemployees;a)hmduthedimctoonmlofdwamyorinsﬁmionwiﬂlrespeuw
the use and maintenance of education records; and (3) Is subject to 34 CFR 99.33(a) governing the use
and re~disclosure of personally identifiable information from student records.

SOPIPA: Once passed, the requirements of SOPIPA were added to Chapter 22.2 (commencing with
Section 22584) to Division 8 of the Business and Professions Code relating to privacy.

StmntMSuMDmimhdumydeamadbyHoﬁdumpmﬁdedpyLBAmiu
users, students;or students’ parents/guardians, that is descriptive of the student including, but not limited
m,mmﬁmmmm'smmmmmﬁmmmmmmmpm
nmber.mﬂadﬁmwoﬂmhformaﬁmdlowhgmlhemhcgdiuipﬁmmﬁgﬁmm
mmm@mwewmymmmﬁmmm medical
records, health records, social security numbers, biometric information, disabilities, socioeconomic
infomaﬁon,foodmmham,poﬁﬁmlaﬁliaﬁms,mﬁgioushfmmaﬁmﬂtmuges, documents, student
identifies, search activity, photos, voice recordings or geolocation information. Student Data shall
constitute Pupil Records for the purposes of this Agreement, and for the purposes of California and federal
laws and regulations. Student Data as specified in Exhibit “B” is confirmed to be collected or processed
by the Provider pursuant to the Services. Student Data shall not constitute that information that has been
anonymized or de-identified, or anonymous usage data regarding a student’s use of Provider’s services.

SDIC (The Student Data Privacy Consortium): Refers to the national collaborative of schools,
ﬁmw.mﬁmwﬁmﬁumdsuumciu,mmymkmmmmmmdmkupm
providers addressing real-world, adaptable, and implementable solutions to growing data privacy
concerns.
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Subscribing LEA: An LEA that was not party to the original Services Agreement and who accepts the
Provider’s General Offer of Privacy Terms,

Subpracessor: For the purposes of this Agreement, the term “Subprocessor” (sometimes referred to as
the “Subcontractor”) means a party other than LEA or Provider, who Provider uses for data collection,

analytics, storage, or other service to operate and/or improve its software, and who has access to PIL



mm"?“ 88483907-FCE4I;4FDF-8:9.E-FEI437555986F“ — ~ . toa i i the

including services, for the digital management, and retrieval of records.
Hm.wmmammmmwwmmwmmmof
digital ional software or services is replaced by the term “Provider.”
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EXHIBIT “D”

DIRECTIVE FOR DISPOSITION OF DATA
Desert Sands Unified School District Jirects to

disposeofdataobtainedby?mviderpumumttoﬂwtumsofmeswoew between LEA
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et forth below:

!
»
3

Partial. The categories of data to be disposed of are
as follows:

Complete. Disposition extends to all categories of data.

Destruction or deletion of data.

Disposition shall be by: Transfer of data. The data shall be transferred as set
forth in an attachment to this Directive. Following
confirmation from LEA thet data was successfully
msfemd,l'mwdaahall deslmyordeleteallappheable

Timing of Disposition As soon as commercially practicable

Data shall be disposed of by By (Insert Date)

the following date:

Authorized Representative of LEA Date
Verification of Disposition of Data Date
by Authorized Representative of Provider
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1. Offer of Terms
Provider offers the same privacy protections found in this DPA between it and Desert Sands Unified

and which is dated to any other LEA (“Subscribing LEA”) who accepts this General Offer though its
signature below. This General Offer shall extend only to privacy protections and Provider’s signature shall
not necessarily bind Provider to other terms, such as price, term, or schedule of services, or to any other
provision not addressed in this DPA. The Provider and the other LEA may also agree to change the data
provided by LEA to the Provider in Exhibit "B" to suit the unique needs of the LEA. The Provider may
withdraw the General Offer in the event of: (1) a material change in the

applicable privacy statutes; (2) a material change in the services and

products subject listed in the Originating Service Agreement; or three (3) years after the date of
Provider’s signature to this Form. Provider shall notify CETPA in the event of any withdrawal so that
this information may be transmitted to the Alliance’s users.

Provider:

Doccsigoed by
12/6/2023
BY: Eﬂ/ Date:

= . "8
Printed Name: Ryan Gallo Chief Revenue Officer Title/Position: chief Revenue

2. Subscribing LEA
A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below,

accepts the General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be
bound by the same terms of this DPA.

Subscribing LEA:

BY: Date: 12/13/2023
Printed Name: Title/Position: o o,/ Assistant Buperintendent of Business Services

Title:

Email Address:

20
DocuSign Envelope ID: ABS120AE-5559-43A7-8678-23TA10D6EAD1




DocuSign Envelope ID: 6B4B38CT-FCE4-4FDF-899E-FE43755E96CF
wousn EMVINDe 117 VaARRIAIEL AR aoutessseA_ || Y REQUIREMENTS HERE] 00618-000014274378.1

21



DocuSign Envelope 1D: 6B4B39C7-FCE4-4FOF-809E-FE43756E96CF

Annual Organizational Mesting & Regular Board
DESERT SANDS Mecting

Printed : 1/9/2024 12:15 PMPT

ITEM: 29.1. Agreement withCanto &
The Superintendent’s Office requests to enter into an Agreement with Canto to provide an innovative
mwwmmmmmmmmwmwmnema«m

Canto provides a technology solution to effectively manage access privileges for contributors, removes

doud-based digital sharing barriers, provides metadata tagging to centralize multichannel content

across multiple platforms, creates a central repository with district-approved brand content to improve

dmandreduus marketing efforts, and simultaneously improves staff productivity, increases work quality,
costs,

Submitted by:
Mary Perry, Public Information Officer

Recommended by:
Kelly May-Vollmar, Ed.D.,, Superintendent
Recommendation

mmwmmmmmwﬂmmmmmma
cloud-based digital asset management platform, during, from December 13, 2023, to December 13,
ﬁ@mawmmmmuo.soo,mumwmunsmans Innovative Projects
FAnancial Impact

services; for-a total ameunt Aot to exceed $10,500, to be paid from the Superintendent's

Goals

Educational Master Plan
Resources
Technology for All
Supporting Documents
Asreement - Canto






