Common Sexee.

RULE 6A-1.0955 AMENDMENT

Lake County School Board

THIS RULE 6A-1.0955 AMENDMENT is made by and between The School Board of Lake County,
Florida, a political subdivision of the Ste of Flonda (“School Boeard”) and
Common Sense Media, a Florida Educational Vendor, (“Provider”), and intended to modify any
agreement previously entered into by School Board and Provider (the “Prior Agreement”™). School Board
and Provider may also be refemed 0 herein cach as a “Party™ and collectively as the “Parties”.

WHEREAS, School Board is responsible for operating and controlling all public K-12 schools located in
Lake County, Florida (collectively referred 1o herein as “Lake County Schools™) and is the statwiory
contracting agent for Lake County Schoals.

WHEREAS, Rule 6A-1.0955 of the Florida Administrative Code was promulgated by the Flonda
Department of Education with an effective date of November 22, 2022 (the “Rule™).

WHEREAS, the Rule requires certain additional terms and conditions be incorporated into all existing
and future agreemenis that involve or may involve any disclosure or wse of student personally identifiable
informution (“PIF™).

WHEREAS, School Board and Provider believe the Prior Agreement may be subject to the Rule.

NOW, THEREFORE, in congideration of the premises and of the mutual covenanis contained herein and
o bring the Prior Agreement into compliance with the Rule, the Partics herchy agree to amend and
muodify the Prior Agreement as follows:

1. The above Recitals are true and eorrect and are incorporated herein by reference.

2. Attachment “A”, including all exhibits attached thereto, is Tully incorporated into and made 3 part
of the Prior Agreement.

3. Provider shall promptly netify School Board in wniting concerning needed updates to Attachment
“A”, Exhibit *B" due to any changes that impact the disclosure or use of PII (“Needed Changes™), afier
which the Parties shall modify said Exhibit “B™ accordingly. Failure by Provider 1o notify School Board
of any Needed Changes shall constitute default and a matenial breach of the Prior Agreement and provide
School Board the oplion, but net the obligation, to immediately terminate the Prior Agreement without

penalty.
4, The effective date of this Amendment shall be the date of full execution by the Partics.

3. This Amendment may be executed in counterparts, whether signed physically or electronically,
each of which shall be deemed to be an orginal, but all of which. taken together, shall constitute one and
the same agrecment,
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ATTACHMENT A
STUDENT DATA PRIVACY AGREEMENT

THIS STUDENT DATA PRIVACY AGREEMENT (“SDPA"), as developed by the Student Data Privacy
Consortium (“SDPC) and modified by the local education agency identified herein, is entered into on
the date of full exceution {the “Effective Date”) by and between The School Board of Lake County,
Florida, a political subdivision of the State of Florida and designated local education agency for purpose
of this SDPA ("LEA™) and Common Sense Media, a California Educational Vendaor. (“Provider™).
LEA and Provider may alse be refemed 1o herein cach as a “Party” and collectively as the “Parties™.

WHEREAS. Provider is obligated under that certain Agreement for Online Educational Services
by and between Provider and LEA (the “Serviee Agreement”), fo provide certain educational or digital
services o LEA,

WHEREAS. Provider and LEA recognize the need to protect pessonally identifiable student
information and other regulated data exchanged between them as required by applicable laws and
regulations, such as the Family Educational Rights and Privacy Act (“FERPA™ a1 20 US.C, § 1232g
{34 CFR Part 99); the Children’s Online Privacy Protection Act ("COPPA™) at 13 Us.C. 3 B0 =630
{16 CFR Pan 312).

WHEREAS. Provider and LEA desire to enter into this SDPPA for the purpese of establishing
their respective obligations and duties in order to comply with said laws and regulations,

NOW THEREFORE, in consideration of the mutial promiscs, covenants, terms, and conditions set
forth herein, and for other good and valuable consideration, the receipt and sufficiency of which is
acknowledged by the Partics, LEA and Provider hereby agree as follows:

1. The SDPC Standard Clauses, as attached hereto (the “Standard Clauses™), are fully
incorporated into and made a parl of thizs SDPA,

2. The following, only if ¢hecked. shall be fully incorperated inte and made a pant of this SDPA
{collectively referred to herein as the “Special Provisions™):

O Supplemental State Terms as set forth in Exhibit “G™ attached 1o the Standard
Clauses.

A Additional serms or modifications set forth in Exhibit “H™ attached 1o the Standard
Clauses.

B General Offer of Privacy Terms as set forth in Exhibit *E” attached to the
Standard Clauses.

3, In the event of a conflict between the Standard Clauses and the Special Provisions, the terms
of the Special Provisions will control, In the event there is conflict between the terms of the
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SDPA and any other writing, including, but nod limited fo the Service Agreement and any
terms of service or privacy policy of Provider, the terms of this SDPA shall control,

4. A description of the services to be provided and the categories of student data that may be
provided by LEA 1o Provider, and other information specific to this SDPA are contained in the
Standard Clanses,

5. A description of the services to be provided by Provider to LEA pursuant 1o this SDPA are
contained in Exhibit “A™ 1o the Standard Clauses (the “SDPA Services”).

6. The term of this SDPA shall end on the Expiration Date, as defined in the Service Agreement.

. All notices or other conmmunication required or permitted to be given hereunder may be given
via e-mail transmission, or first-class mail, sent 1o the designated representatives below:

LEA-designated Representative:

Mame: Diane K

Signature: e g i

Date:; [0 gl

Title: Superintendent
Address; 2001 West Burleigh Blvd, Tavares, FL 32778

Phone: 332-253-6500

Email: Komegay D lake k12, flus
Provider-designated Representative:

Signature: J-’r'}"/r‘g-f'

Date: 06 1 1512023

Name: David Kuizenga

Title: Chief Financial & Administrative Officer

Address: 699 8™ Street Suite C150, San Francisco, CA 94103
Phone: 917 375 1625

Email: dkuizenga@commonsense.org
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SDPC STANDARD CLAUSES

Version 1.0

Article L ARTICLE I: PURPOSE AND SCOPE

1. Pwrpose of SDPA. The purpose of this SDPA is 10 describe the dutics and responsibilities 1o
protect Student Data including compliance with all applicable federal, state, and local privacy
laws, rules, and regulations, all as may be amended from time o time, In performing the SDPA
Services, Provider shall be considered a School Official with a legitimate educational interest,
and performing services otherwise provided by LEA. Provider shall be under the direct control
and supervision of LEA, with respect to its use of Student Data

2. Stiudent Data to Be Provided. In order 1o perform the SDPA Services, LEA shall provide w
Provider certain Student Data as identified in the Schedule of Data, attached hereto as Exhibit

hLBHI

3. SDPA Definitions The definition of terms used in this SDPA is found in Exhibit “C7. In the
event of o conflict, definitions used in this SDPA shall prevail over terms used in any other
writing. including, but not limited 10 the Service Agreement and any terms of sCrvice or
privacy policics of Provider.

Article I1. ARTICLE I1: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Siudent Data Property of LEA All Student Lxata transmitted to Provider pursuant to the

Service Agreement is and will continue o be the property of and under the control of LEA,
Provider further acknowledges and agrees that all copies ol such Student Data transmitted o
Provider, including any modifications or additions or any portion thereof from any source, are
subject o the provisions of this SDPA in the same manner as the original Student Data, The
Partics agree that as between them, all rights, including all intellectual property nights in and Lo
Student Data contemplated per the Serviee Agreement, shall remain the exclusive property of
LEA. For the purposes of FERPA, Provider shall be considered a School Official, under the
control and direction of LEA as it pertains to the use of Student Data, notwithstanding the
above, This provision shall not be interpreted as cnabling the LEA o assert any intellectual
praperty right over the products or services provided to the LEA by the Provider pursuant 1o the
Service Agreement.

2. Parcnt Access To the extent required by law, LEA shall establish reazonable procedures by
which a parent, legal guardian, or eligible student may review Education Records and Student
Data and correet erroncous information, and procedures for the transfer of student-generated
content 1o a personal sccount, consistent with the functionality of services. Provider shall
respond in a reazonably timely manner (bul no later than forty-five (43) days from the date of
the request of the time frame required under state law for LEA to respond to a parent or
student, whichever is sooner) to LEA's request for Student Data in a student’s records held by
Provider to view or correct as necessary. In the event that a parent of a stdent or other
individual contacts Provider to review any of the Studemt Data accessed pursuant to the
Services, Provider shall refer the parent or individual 10 LEA, who will Tollow the necessary
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and proper procedures regarding the requested information,
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3. Separate Account If Student-Generated Content is stored or mainiained by Provider, then
Provider shall, at the request of LEA, transter, or provide 3 mechanism for LEA to transker,
said Student -Generated Content 1o @ separate account created by the student.

4. Law Enforcement Reguests. Should law enforcement or other governmen entitics (each a
“Requesting Party”) contact Provider with a request for Student Data held by Provider
pursuant 1o the SDPA Services, Provider shall notify LEA in advance ol a compelled disclosure
to the Requesting Party, unless lawfully directed by the Requesting Party not 1o inform LEA

ol the reguest.

5. Subprocessors. Provider shall emter into written Agreements with all  Subprocessars
performing lunctions for Provider in order for Provider 1o provide the Services (as defined in
the Service Agreement), whereby cach Subprocessor agrees to protect Student Data i a
manner no less stringent than the terms of this SDPA

Article L ARTICLE 1III: DUTIES OF LEA

1. Provide Data in Compliance with Applicable Laws LEA shall provide Student Data for the
purposes of obtaining the SDPA Services in compliance with all applicable federal, state, and
local privacy laws, rules, and regulations, all as may be amended Trom time to lime,

2. Anoual Notificatien of Rights. If LEA has a policy of disclosing Education Records or
Suudent Data under FERPA (34 CFR § 99.31ai 1)), then LEA shall include a specification of
¢riteria for determining who constitutes a school official and what constitutes a legitimate
educational interest in its annual notification of rights.

3. Reasopable Precautions LEA shall take reasopable precaufions fo secure usernamds,
passwords, and any other means of gaining access 1o the SDPA Services and hosted Sneden

Data,

4, Unauthorized Access Notilication. LEA shall notify Provider promptly of any known
unauthorized access. LEA will assist Provider in any efforis by Provider to investigate and
respond to any unauthorized access.

Article IV, ARTICLE IV: DUTIES OF PROVIDER

1. Privacy Compliance. Provider shall comply with all applicable federal, state, and local laws,
rules, and regulations pertaining to Student Data privacy and security, all as may be amended
from time o time,

2. Authorized Use The Student Data shared pursuant to the Service Agreement, including

persiglent unique identifiers, shall be used for no purpose other than the STAPA Services
outlined in Exhibit *A™, or stated in the Service Agreement, or otherwise authorized under the
stututes referred herein.
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3. Erovider Emplovee Oblisation. Provider shall require all of Provider's employees and agents
who have access to Student Data 1o comply with all applicable provisions of this SDPA with
respect fo the Student Data shared under the Service Agreement. Provider agrees to require
and maintain an appropriate confidentiality Agreement from each employee of agent with
access to Student Data pursuant 1o the Service Agreement.

4. No Disclosure. Provider acknowledges and agrees that it shall not make any re-disclosure of
any Student Data or any portion thereof, including without limitation, user content or other
non- public information or personally identifiable information contained in the Student Data
other than as directed or permitted by LEA or this SDPA. This prohibition against disclosure
shall not apply to aggregate summaries of De-Identified information, Student Data disclosed
pursuant to a lawfully issued subpoena or other legal process, or to Subprocessaors performing
any work on behall of Provider pursuant 1o this SDPA. Provider shall not Sell Student Data to
any third party.

5.De-Identified Data. Provider agrees not to attempt 10 re-identify De-Identified Data. De-
Idemtified Data may be used by Provider for those purposes allowed under FERPA and the

following purposes: (1) assisting LEA or other governmental ugencies in conducling rescarch
and other studies; and (2) research and development of Provider's educational SilEs, SeTvices,
ar applications, and to demonstrate the effectiveness of the SDPA Services: and {3) for adaptive
learning purpose and for customized student learning. Provider's use of De-Identified Data shall
survive lermination of this SDPA or any request by LEA 1o return or destroy Student Data.
Except for Subprocessors, Provider agrees not to transfer De-Identified Data o any party unless
(a) that party agrees in writing not to attempt re-identification, and (b) prior written notice has
been given to LEA who has provided prior writien consent for such transfer. Prior to publishing
anmy document that names LEA explicitly or indirectly, Provider shall obtain LEA's written
approval of the manner in which De-ldentified Data is presented.

6. Dispositiog of Datg. Upon written request from LEA. Provider shall dispose of or provide a
mechanism for LEA 10 transfer Student Data obtained under the Service Agreement, within
sixty (60) days of the date of said request and according to a schedule and procedure as the
Partics may reasonably agree, Upon termination of this SDPA, if no wrilten request from LEA
13 received, Provider shall dispose of all Stedent Data after providimg LEA with reasonable
prior notice. The duty to dispose of Student Data shall not extend to Student Data that had
been De-Identified or placed in a separate student account pursuant 1o scction 11 3, LEA may
cmploy a “Directive for Disposition of Data™ form, a copy of which is attsched hereto as
Exhibit “D™. If LEA and Provider employ Exhibit “D™, then no further written request of
notice is required on the part of either party prior to the disposition of Stedent Data described
in Exhibit “D™,

7. Advertising Limitations. Provider is prohibited from using, disclosing, or selling Stedent Data
1o {a) inform, influence, or enable Targeted Advertising: or (b) develop a profile of a student,
family member/guardian or group, for any purpose other than providing the SDPA Services w
LEA. This section does not prohibit Provider from using Student Data (i) for adaptive leaming
or custeomized student leaming (including generating personalized learning recommendations);
or (1) to make product recommendations 1o teachers or LEA employees; or (iii) to notify
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account holders about new education product updates, fealures, or services or from otherwise
using Student Diata as permitied in this SDPA and its sccompanying exhibits.

Article V. ARTICLE V: DATA PROVISIONS

1. Data Storage Where required by applicable law, Student Data shall be stored within the
United States. Upon request of LEA, Provider will provide a list of the Incations where
Student Data is stored.

2. Audits. No more than once a year, or following unauthorized access, upon receipt of a wrilten
request [rom LEA with @ least ten (10) business days’ notice and upon the exceution of an
appropriate confidentiality agreement, Provider shall allow LEA to auwdit the security and
privacy measurcs that are in place to ensurc protection of Student Data or any portion ihereol
as it perains to the delivery of services to LEA. Provider will cooperate reasenably with LEA
and any local, state, or federal agency with oversight authority or junisdiction in connection
with any audit er investigation of Provider or delivery of SDPA Services 10 students or LEA,
and shall provide reasonable access to Provider’s facilities, staff, agents, and Student Data and
all records pertaining to Provider, LEA, and delivery of SDPA Scrvices 1o LEA, Failure by
Provider to reasonably cooperate as described herein shall be decmed a matcrial breach of this
SDPA. Al costs related 1o the audit, including any cost incurred by the Provider in relation o is
coaperation with the audit, shall be paid by LEA in advance,

3. Data Security Provider agrees to utilize administrative, physical, and technical safeguards
designed to protect Student Data from unauthorized access, disclosure, acquisition, destruction,
use, or modification. Provider shall adhere to any applicable law relating 1o datn security,
Provider shall implement an adequate Cybersecurity Framework based on onc of the nationally
recopmized standards set forth n Exhibit “F". Exclusions, vanations, or exemptions to the
identified Cybersccurity Framework must be detaibed in an addendum to Exhibit “F~.
Additionally, Provider may choose to further detail its security programs and nwaswres that
augment or are in addition to the Cybersecurity Framework in Exhibit “F. Provider shall
designate an employee 1o serve as LEA's primary contact regarding any data BECUTILY CONCETns
OF questions. '

4. Data Breach. In the event of an umauthorized release, disclosure or acquisition of Student

Diata that compromises the security, confidentiality o integrity of the Student Data maintained
by Provider, Provider shall notify LEA in writing within seventy-two (72) hours of
confirmation of the incident unkess the timing of such notification would disrupt investigation
of the incident by law enforcement, In such an event, natification shall be made within a
reasonable time after the incident. Provider shall follow the following process:

{1) The security breach notification described above shall nclude, at a nunimum, the
following information to the extent known by Provider and as it becomes available:

i The name and contact information of the reporting LEA subject to this section.

ii. A list of the types of personal information that were or are reasonably
believed 1o have been the subject of a breach.
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ili. If the information is possible 1o determine at the time the rotice is provided,
then either (1) the date of the breach, (2) the estimated date of the breach, or
[3) the date range within which the breach occurred, The notification shall
alse include the date of the notice. Whether the notification was delayed as a
result of a law enforcement investigation, if that information is possible to
determine at the time the notice is provided; and

iv. A general description of the breach incident, if that information is passible to
determine at the time the notice is provided.

(2} Provider agrees to adhere to all federal and state requirements with respect to a data
breach related to the Student Data, including, when appropriate or required, the required
responsibilities and procedures for notification and mitigation ol any such data breach.

(3) Provider further acknowledges and agrees to have a written incident response plan that
reflects best practices and is consistent with industry standards and federal and state
law for responding to a data breach, breach of security, privacy incident or
unauthorized acquisition or use of Student Data or any portion thereof, including
personally identifiable information and agrees 1o provide LEA. upon request, with a
summary ol said writien incident response plan.

{4) LEA shall provide notice and facts surrounding the breach to the affected students,

parents or guardians,

(%) In the event of a breach originating from LEA's use of the SDPA Services, Provider
shall cooperate with LEA to the extent necessary to cxpeditiously secure Student
[xata.

Anticle V1. ARTICLE VI: GENERAL OFFER OF TERMS

Provider may, by signing the attached form of “General Offer of Privacy Terms™ (General Offer,
attached hereto as Exhibit “E™), be bound by the terms of Exhibit “E™ o any other LEA who signs
the accepance on said Exhibit. The form is limited by the terms and conditions described therein,

Article VII. MISCELLANEOUS

1. Termination In the event that cither Party secks to terminate this SDPA. they may do so by
mutual written consent so long as the Service Agreement has expired or has been terminaned.
Either party may terminate this SDPA and any service Agreement or contract if the other party
breaches any terms of this SDPA,

2. Effect of Teomination Survival 17 the Service Agreement is terminated, then Provider shall
destroy all Student Data pursuant w Article IV, section 6.

3. Bdority of Apreements This SDPA shall govern the treatment of Stedent Data in order 1o
comply with the privacy profections, including those found i FERPA and all applicable
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privacy statutes identified in this SDPA, In the event there is conflict between the terms of this
SDPA and the Serviee Agreement, any terms of service or privacy policies or Provider, or with
any other bid RFP, license Agreement, or wriling, the terms of this SIXPA shall control. In the
event of & conflict between Attachment * ", the SDPC Standard Clauses, and the
Supplemental State Terms, Attachment “_™ will control, followed by the Supplemental State
Terms. Excepi as described in this paragraph. all other provisions of the Service Agreement
shall remain i effect.

4. Entire Agreement This SDPA and the Service Agreement constitule the entire Agrecment ol
the Partics relating to the subject matter hereof and supersedes all prior commumnications,
representations, or Agreements, oral or written, by the Parties relating thereto. This SDPA nmay
be amended and the ahservance of any provision of this SDPA may be waived (cither gencrally
or in any particular instance and either retroactively or prospectively) only with the signed
written consent of both Parties. Neither failure nor delay on the part of any Party in excreising
any right, power, or privilege hereunder shall operate as a waiver of such right, nor shall any
single or partial exercise of any such right, power, or privilege prechude any further excreise
thereof or the exercise of any other right, power, or privilege.

5. Severability. Any provision of this SDPA that is prohibited or unenforceable in any
jurisdiction shall, as to such jurisdiction, be ineflective to the extent of such prohibition or
unenforceability without invalidating the remaining provisions of this SDPA, and any such
prohibition or unenforceability in any junisdiction shall not nvalidate or render unenforcenhle
such proviston in any other jurisdiction. Notwithstanding the foregoing, i such provision
could be more narmowly drawn so as not 10 be prohibited or unenforceable in such junsdiction
while, at the same time, maintaining the intent of the Partics, then it shall, as to such jurisdiction,
be so narrowly deawn without invalidating the remaining provisions of this SDPA or affecting
the validity or enforceability of such provision i any other junsdiction.

6. Governing Law: Venue and Jurisdiction THIS SDPA WILL BE GOVERNED BY AND
CONSTRLUED IN ACCORDANCE WITH THE LAWS OF THE STATE OF FLORIDA,
WITHOUT REGARD TO CONFLICTS OF LAW PRINCIPLES. EACH PARTY
CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSIVE JURISDICTION TO THE
STATE AND FEDERAL COURTS FOR LAKE COUNTY. FLORIDA FOR ANY DISPUTE
ARISING OUT OF OR RELATING TO THIS SDPA OR THE TRANSACTIONS
CONTEMPLATED HERERY.

7. Successors Bound: This SDPA is and shall be binding upon the respective successors in
interest to Provider in the event of a merger, acquisition, consolidation or other business
reorganization or sale of all or substantially all of the assets of such business [n the event that
Provider sells, merges, or otherwise disposes of ils business to o successor during the term of
this SDPA, Provider shall provide written notice 1o LEA no later than sixty (60} days after the
closing date of sale, merger, or disposal. Such notice shall include a writien, signed assurance
that the successor will assume the obligations of the SDPA and any obligations with respect 1o
Student Drata within the Service Agreement. LEA has the authority to terminate the SDPA if it
disapproves of the successor 1o whom Provider sells, merges, or otherwise disposes of its
business.
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8. Authority. Fach person signing this SDPA hereby represents that he or she is fully authorized
w legally and effectively bind to the terms of this SDPA, including confidentiality and
destruction of Student Data and any portion thereol contained therein, the party they purport o
represent and all related or associated institutions, individuals, employees or providers who
may have access to the Student Data or any portion thereof,

9. Waiver No delay or omission by either party to exercise any right hercunder shall be construed

as a waiver of any such right and bath Parties reserve the rght to exercise any such right from
ume to time, as ofien as may be deemed expedient.
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EXHIBIT A
DESCRIPTION OF SERVICES

Please describe the functionality of the product and include if the application s a subscription or
free online service. Also, include if the data is stored exclusively in the United States. If not, then
list the countries in which data is stored.
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Category of Data

Applcation
Technology Meta
Data

Application Use
Statistics
Assesament

Attendance
Communications

Conduct
Demographics

Enrallment

Parent'Guardian
Contact Information

EXHIBITE
SCHEDULE OF DATA [Digital Passpart/Compass/Connection]

Elementis

IP Addresses of users, Use of cookies, ele.
Other application technology meta data-Please specify:

Meta data on user interaction with application

Standardized test scones
Observation data
Other assessment data-Please specily:

Student school {daily) attendance data
Student class attendance data

 Online communications captured (emails, blog entries)

Conduct or behavioral data

Date of Birth

Place of Birth

ander

Ethnicity ar race

Language information (native. or primary language spoken by studant)
Other demographic information-Please specify;

Student school enrollment

Student grade level

Hameroom

Guidance counsebor

Specific curnculum programs

Year of graduation

Other enroliment information-Please specify:

Address
Email
Phane

Mime 1% T34 AR AT A F o mile s o Pede o & e -

 Check if

Used by
Your

System
Yes

"Other”

secton
Yas

Mo
M

Ma

z %z

M
Mo
Ma
n'a

No

Mo

Mo
Mo
Mo

Mo
M




Parent/Guardian 1D Parent ID number (created to link parents to students) Mo

Parent/Guardian First andfor Last Mo
MNarme
Schedule Student schedulad courses Mo
Teachar names Mo
Spacial Indicator Englsh language leamer information Mo
Low income status Mo
Medical alerts/ health data Ma
Student disability informaticn Mo
Specialized education services (IEP or 504} Mo
Living situations {homelessifoster care) e [
Other indicator information-Please specify Mo
Student j:mtact Address Mo
Information Email R
Phaonea N
Siydent Identifiers  Local (School district) 1D number Mo
State 1D number Mo
Provider/App assigned student 1D number Mo
Student app usermame MNo
Student app passwords Mo
Student Mamd First and/or Last Mo
Student In App Program/application performance (typing pragram-student types 60 wpm, Mo
Performance reading program-student reads below grade level)
Student Program Academic o extracurricular activities a student may belong o or Mo
Membership participate in
Student Survey Student responses 10 surveys of questionnaires Ma
Responses
Student work Student genarated contant; writing, pictures, elc. Mo
Other student work dala -Please specify: Mo
Tranacript Student course grades Mo
Student course dala Mo
Student coursa grades! parfformance scores Mo
Other transcript data - Please specify: Mo
Transportation Student bus assignment Mo
Studant pick up andor drop off location Mo
2
Page
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Sludent bus card 1D number Mo
Othar fransportation data — Pleass specily: Mo

Othes Please list each additional data element used, siored, or collected by your
appkcalion:

Children's Information. The product is used anonymously. Players

enter a short user name to begin, If users choose to save a game, they
can use this name to resume play, but this is stored locally and is not
collected by or accessible to Common Sense. If directed by teachers,
users may choose to print or save a copy of the scorecard which
displays any entered user name. Common Sense does not collect such
files.

Information Collected Through Technology. If a user wishes to save a

game, we enable cookies so as to remember the user's progress.
Through these cookies, Commen Sense and its service providers may
collect certain non-personal information automatically when the
service is used. Such information may include anonymous information
about the use of the Service, device type (e.g., iPad Air), browser,
operating system (e.g., iDS 12.4), and country, state, and city. We use
this information to administer and improve the user's experience on
our Service, to help diagnose and troubleshoot potential server
malfunctions, and to gather broad demographic information.
Common Sense uses Google Analytics to collect and aggregate this
information, which is not able to track a user across devices, apps, or
sites.

Information Retained on Device or in Browser, If » user wishes to save

a game, the game will store username and score data fora player.
This information is stored locally in a browser, and is not collected by
Commen Sense or accessible to Common Sense. This information
persists until a user deletes it by clearing the browser cache.

MOTE on cookie information. Users make a choice at the first start of

play whether they wish to save a game and enable cookies. If cookies
are enabled, information is collected as described above.

To learn more about the use of cookies see the privacy notices for the
products at:

https:/hwww. digitalpassport.org/privacy.html
https:/fwww_digitalpassport.orgfprivacy.html
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Mo Student Data collecied at this time. Provider will immediately ntify
LEA if this designation is no longer applicable. n'a
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Category of Data

Application
Technology Mata

Data

Application Use
Stalistics
Asgessment

Attendance

Communications
Cenduct
Demographics

Enralimant

Parant'Guardian
Contact Information

Page

EXHIBIT “B"

SCHEDULE OF DATA [Google Quizzes]

Elemants

IP Addresses of users, Use of cookies, eic.

Other application technology meta data-Plkease specify;

Meta data on user interaction with application

Standardized test scores
Chservation data
Other assessment data-Please specify:

Student school (daily) attendance data

Student class attendance data

Online communications caplured (emails, blog entrigs)
Caonduct or behavioral data

Date of Birth

Place of Birth

Gender

Ethnicity or race

Language information (native, or primary language spoken by student)

Gther demographic information-Please specify:

Student school envoliment

Student grade level

Homeroom

Guidance counselor

Specific curriculum programs

Year of graduation

Other anroliment informaton-Plaase spacify:

Addrass
Emall
Phane
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Used by Your

 System
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Parent/Guardian D Parent ID number (created to link parents to students) Mo

ParentGuardian  First andlor Last No

MName

Schedule Student scheduled courses Mo
Teacher names Mo

Special Indicator English language lkeamer information Mo
Low income slatus Mo
Medical aleris/ health data Mo
Student disability infarmaton 4]
Specialized education services (IEP or 504 Mo
Living situations (romelessifoster care) No
Other indicator information-Please specily:

Student Contact Address ' No

Infarmation Email No
Phomng Mo

Student identifiers  Local {School district) 1D number No
State 1D number Mo
Provider/App assigned stedent |0 number Mo
Student app usemame Mo
Student app passwords Mo

Student Name Firsi andfor Last Mo

Student In App Program/application performance (typing program-stucent fypes 61 Mo

Performance wpm, reading program-student reads below grade laval)

Studant Program Academic or axtracurricular activities a student may balong io or Mo

Membsership participate in

Student Survay Siudent responses 10 surveys of guestionnairas Mo

Responses

Student work Student generaled content, wriling, pictures, elc. Mo
Other student work dala -Please specify Mo

Tramgeript Student course grades Mo
Student course data Mo
Student course grades! parformance Scores 4]
Ofther transeript data - Please specily: Mo

Transpartation Student bus assignment Mo
Student pick up andlor drop off localon M
Student bus card |D numibar Ma
Othar transportation data — Please specify: n'a

6
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Other ' Please list each additional data element used, stored, or collected by
wour application;

The Digital Citizenship Curriculum offers an Interactive quiz for every
kesson in grades 3-12. Every quiz features five questions that can help
teachers assess students’ mastery of core digital citizenship concepts
and dispositions. The quiz tool is integrated with the Google Classroom
platform and Google API for user authentication. By using the school
Google accounts, teachers don't need to make quiz accounts for your
classes of students.

In order to assign quizzes to students with Google Classroom, teachers
need to allow Common Sense Education access to certain permissions
on the Google account used with Google Classroom. If the permissions
are granted, Common Sense Media will have limited access te certain
information as described in this Exhibit. For additional information

ST
- Lesson Quiz Guide at
- FAQpage at
https://commonsense. force.com/membersupport/s/topic/0TO
1ROO0001FtIAVAC digital-citizenship-lesson-quizzes
Mg No Student Data collected at this ime. Provider will immediately notify | nfa

LEA if this designation is no longer applicable.
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EXHIBIT C
DEFINITIONS

De-ldentified Data and De-Identification: Records and information are considered to be De-
Identified when all personally identifiable information has been removed or ohscured, such that the
remaining information does not reasonably identify a specific individual, including, but not limited to.
any information that, alone or in combination is linkable 1o a specific student and provided that the
cducational agency, or other party, has made a reasonable determination that a student’s identity is not
personally identifiable, taking into account reasonable available information.

Educational Records: Educational Records are records, files, documents. and other materials directhy
related 1o 3 student and maintained by the school or local education agency. or by a person acting for
such school o local education agency, incleding but not limited to, records encompasging all the
material kept in the student’s cumulative folder, such as gencral idemitying data, records ol attendance
and of academic work completed, records of achievement, and results of evalustive tests, health data,
disciplinary status, test protocols and individualized educabion programs.

Metadata: means information that provides meaning and context to other data being collected; meluding,
but not limited to: date and time records and purpose of crcation Metadata that have been stripped of
a4l direct and indireet identifiers are not considered Personally Identifiable Information.

Operator: means the operator of an internct website, online service, online application, or mobile
application with actual knowledge that the sie, service, or application is used for K-12 school purposes.
Any entity that operates an internet website, online service, online application, or mobile application
that has entered into a signed, written Agreement with an LEA 1o provide a service to that LEA shall be
considered an “operator” for the purposes of this section,

Originating LEA: An LEA who originally exceutes the SDPA in s cntirety with Provider.

Provider: For purposes of the SDPA, the term “Provider” mcans provider of digital educational
coftware or services, including cloud-based services, for the digital storage, management, and retricval
of Student Data. Within the SDPA the term “Provider™ includes the term “Third Party™ and the term
“Operator” as used in applicable state statutes,

Student Generated Content: The term “Student-Generated  Content™  means malerials or conlent
created by a student in the services including, but not limited to, essays, rescarch reports, portfolios,
creative writing, music or other audio files, photographs, videos, and account information that enables
ongoing ownership of student content.

School Official: For the purposes of this SDPA and pursuant 1o 14 CFR § 99.314b), a Schoal Olficial
i a Provider that: {1} Performs an institutional serviee or function for which the agency or instituiion
would atherwise use emplovees: (2) Is under the direct control of the agency or inslitulion with respect
tr the use and maintenance of Student Data including Education Records: and (3) Is subject 1o 34 CFR
§ 99.33(a) poverning the use and re-disclosure of Personally Identifiable Information from Education
Regcords.

Service Agreement: Refers 1o the Agreement for Online Fducational Services between Provider and
LEA and any purchase orders, tesms of service, or terms of use related to the products or services to be
provided or performed (hereunder.
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Student Data: Siudent Data includes any data, whether gathered by Provider or provided by LEA or
its users, students, or students” parents/guardians, that is descriptive of the student including, but not
limited 1o, information in the student’s educational record or email, first and ast name, birthdate, home
or other physical address, telephone number, ¢mail address, or other information allowing physical or
online contact, discipline records, videos, test results, special education data, juvenile dependency
records, grades, evaluations, criminal records, medical records, health records, social security numbers,
biometric information. disabilities, socioeconomic information, individual purchasing behavior or
preferences, food purchases, pelitical affiliations, religious information, text messages, documents,
student identifiers, search activity, photos, voice recordings, geolocation information, parents’ names,
or any other information or identification number that would provide information aboul a specific
student. Student Data includes Meta Data, Student Data further includes “Personally [dentifiable
Information (PI1L" as defined in 34 CFR. § 993 and as defined under any applicable state law.
Student Data shall constitute Education Records for the purposes of this SDPA, and for the purposes of
federal, state, and local laws and regulations, Student Data as specified in Exhibit “B” is confirmed 1o
be collected or processed by Provider pursuant to the Services. Student Data shall not eonstitute that
information that has been anonymized or De-Identified, or anonymous usage data regarding a student's
use of Provider's services,

Subprocessor: For the purposes of this SDPA, the term “Subprocessor™ (sometimes refamed to as
“Subcontracior”™) means a party other than LEA or Provider, who Provider uses for data collection,
analytics, storage, or other service to operate or improve its service, and who has access to Student
Data.

Subscribing LEA: An LEA that was not party to the original Service Agreement and who accepis
Provider's General Offer of Privacy Terms.

Targeted Advertising: means presenting an advertisement to a student where the selection of the
advertisement is based on Student Data or inferred over time from the usage of the operator's Internet
weh site, online service or mobile application by such student or the retention of such student's online
activities of requests over time for the purpose of targeting subsequent advertisements. "Targeted
Advertising” does not include any advertising to a student on an Internet web site based on the content
ol the web page or in response to a student's response or request for information or feedback.

Third Party: The term “Third Party” means a provider of digital educational software or services,
including cloud-hased services, for the digital storage, management, and retrieval of Education Records
and/or Student Data, as that term is used in some state statutes. However, for the purpose of this SDPA,
the term “Third Party” when used to indicate Provider of digital educational software or services is
replaced by the term “Provider.”
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EXHIBIT D
DIRECTIVE FOR DISPOSITION OF DATA

LEA hereby directs Provider to dispose of data obtained by Provider pursuant to the terms of the Service
Agreement between LEA and Provider as follows:

1. Extent of Disposition- Disposition extends to all categorics of data

2. Nature of Disposition- Disposition shall be by full and complete destruction or deletion of data. Provider shall

provide written confirmation to LEA conlirming the date and nature of data destrugtion,

3. Schedule of Disposition- Data shall be disposed of no later than thiny (30) days alier the expiralion or carlicr
termination of the Service Agreement.

iFxhibit ~ No Signature Requireed)

Mame:

As: Authorized Representative of LEA

[rate:

By signing below, | herehy acknowledge reccipt of this Directive for Dizposition of Data on behalf of Provider.

(FExhibit — No Signature Reguired)

Mame:

As: Authorized Representative of LEA

Date:

10
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EXHIBIT E
GENERAL OFFER OF TERMS

OFFER OF TERMS:

Provider offers the same privacy protections found in this SDPA between it and The School Board of
Lake County, Florida (“Originating LEA™) which is dated [Insert Date], to any other local education
agency (“Subscribing LEA™) who accepts this General Offer of Privacy Terms (“General Offer”)
through its signature below. This General Offer shall extend only to privacy protections, and Provider's
signature shall not necessarily bind Provider to ather terms, such as price, termy, or schedule of services, or
to any other provision not addressed in this SDPA. Provider and the Subscribing LEA may also agree 1o
change the data provided by Subscribing LEA 10 Provider 1o suit the unigue needs of the Subscribing
LEA. Provider may withdraw the General Offer in the event of (1} a material change in the applicable
privacy statues; (2) 2 material change in the services and products listed in the originating LEA's Service
Agreement; or three (3) years after the date of Provider's signature to this Form. Subscribing LEA should
send the signed Exhibit “E™ to Provider at the following email address:

PROVIDER NAME: Common Sense Medi
Signature; Rt
e 98 115/ 2023

Printed Mame: David Kuizenen
1'5I]Wm&ﬁm:MMww

ACCEPTANCE BY SUBSCRIBING LEA:

Subscribing LEA, by signing a separate service agreement with Provider, and by its signature below,
hereby accepts the General Offer of Privacy Terms., Subscribing LEA and Provider shall therefore be
bound by the same terms of this SDPA for the term of this SDPA between The School Board of Lake
County, Florida and Provider. **PRIOR TO [TS EFFECTIVENESS, SUBSCRIBING LEA MUST
DELIVER NOTICE OF ACCEPTANCE TO PROVIDER PURSUANT TO ARTICLE VIL SECTION

5wk
SUBSCRIBING LEA NAME:
BY:
Date:

Printed Mame:

Tithe/Pozition:

Rule 6A-1 0955 Amendment Page 20 of 26
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SUBSCRIBING LEA'S DESIGNATED REPRESENTATI VE:

Mame:
Title:
Address:
Telephone Number:

Email:

Rule 641 0955 Amendment Page 21 of 26
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EXHIBIT F
DATA SECURITY REQUIREMENTS

Adequate Cybersecurity Frameworks 2/24/2020

The Education Security and Privacy Exchange (“Edspex™) works in partnership with the Student Data
Privacy Consortium and industiry lesders 1o maintain a list of known and credible cybersecurity
frameworks which can protect digital learning ecosystems chosen based on a set of guiding
cybersecurity principles® (“Cybersecurity Frameworks”) that may be utilized by Provider.

Cybersecurity Framewaorks

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S)

National Institute of Standards and Technology NIST Cybersecurity Framework Version 1.1
(NIST)

Natienal [nstitule of Standards and Technology NIST 5P 800-53, Cybersecurity Framework for
(NIST) Improving Critical Infrastructure Cyberseeurity

(CSF), Special Publication 800-171

International Standards Organiation (1300 Infermation lechnology — Security techniques
Information security management systems
(IS0 2T =eries)

Secure Controls Framework Council, LLC Security Contrals Framework (SCF)

Center for Inernet Sceurity (CIS) CIS Cnitical Security Controls (CSC, CIS Top
200

Office of the Under Secrctary of Defense for Cybersecurity Maturity Mode] Certification

Acquisition and Sustainment (OUSIDHA&S)) (CMMC, ~FARTIFAR)

Please visit hitp:wws odspeyorg for further details abowus the noted frameworks.

*Cybersecunity Principles used to choose the Cybersecurity Frameworks are located here

Rule 6410953 Amendment Paps 22 of 26
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EXHIBIT G
SUPPLEMENTAL SDPC STATE TERMS FOR FLORIDA

Version

Bule 641 0055 Amendment Page 23 of 26
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EXHIBIT H
ADDITIONAL TERMS OR MODIFICATIONS

I. The second WHEREAS CLAUSE is hereby amended to add “, and the Protection of Pupil Rights
Amendment (“PPRA™) a1 20 U.S.C. 1232h (34 CFR Part 98)" afier “15 U.S.C. § 6501-6506 (16 CFR
Part 3127,

2. Paragraph 3 on the first page of the SDPA is hereby deleted in its entirety and replaced with the
tollowing:

In the event of a conflict between the SDPA Standard Clauses, the Special Provisions will control. In
the event there is conflict between the terms of the SDPA and any other writing, including any terms
of service or privacy policy of Provider, the terms of the Service Agreement shall control, and any
remaining conflicts will be controlled by the terms of this SDPA.

or Subprocesson(s) related to Attachment A, Exhibit B {Schedule of Data), including but not limited to,
failure to notify School Board of any additional students” PII collected and not updated by Provider in
Exhibit B.

3. Article I1. Paragraph 5 is hereby deleted in its entirety and replaced with the following:
Provider shall enter into written Agreements with all Subprocessors pertorming functions for Provider
in order for Provider o provide the Services pursuant to the Service Agreement, whercby the
Subprocessors agree to protect Student Data in a manner consistent with the terms of this SDPA
Provider agrees 1o share the Subprocessors names and Agreements with LEA upon LEA's request,

+. Artiele [11, Paragraph | is hereby amended 1o add the following scntence:

LEA will allow Provider access to Student Diata necessary to perform the Services and pursuant to the
terms of this SDPA and in compliance with FERPA, COPPA, PPRA, and all other privacy statutes
cited in this SDPA,

3. Adticle IV, Paragraph | is hereby amended to add the following sentence:

The Parties expect and anticipate that Provider may receive personally identifiable mformation in

Rule 6A-1.0955 Amendiment Page 24 of 26
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cducation records from the District only as an incident of service or iraining that Provider provides fo
LEA pursuant to this Agreement. Provider shall comply with all applicable State and Federal laws
and regulations penaining to Student Data privacy and security, including FERPA, COPPA, PPRA,
Florida Statutes Sections 100141 and 1002.22, and all other privacy statutes cited in this SDPA. The
Parties agree that Provider is a “school official” under FERPA and has a legitimate educational
interest in personally identifiable information from education records because For purposes of the
contract, Provider: (1) provides a service or function for which LEA would otherwise use employees;
{2} is under the direct control of LEA with respect to the use and maintenance of education records;
and (3) is subject to the requirements of FERPA poverning the use and redisclosure of persanally
identifiable information from edwcation reconds

6. Artiele IV, Paragraph 2 is hereby amended to add the following sentence:

Provider also acknowledges and agrees that it shall not make any re-disclosure of any Student Data or
any portion thereof, mcluding without limitation, meta Suudent Data, user content of other non-public
information andior personally identifiable mformation contained in the Student Data, without the
express written consent of LEA.

7. Anticle IV, Paragraph 7 is hereby deleted in its entirety and replaced with the Tollowing:

% Anicle V. Paragraph | is hereby deleted inits entirety and replacad with the following:

Student Data shall be gored within the United States. Upon request of LEA, Provider wall provide a
list of the locations where Student Data is stored. Provider shall not, without the express prior wrillen
consent of District; Transmit Student Data or PII to any Providers or Subprocessors located outside of
the United States; distribute, repurpose or share Student Data or PIL with any Partner Systems not
userd for providing services to LEA; use PIL or any portion thereof 10 inform, influence or guide
marketing of advertising cfforts, or 1o develop a probile of a sludent or group of students lor any
commercial purpose [or for any other purposes]; use P11 ar any portion thereof to develop commercial
products or services; use any PI1 for any other purpose other than in connection with the services
provided 1o LEA; and engage in targeted advertising, based on the Student Data collected from LEA.

9. Article VII, is hereby amended to add Paragraph 10 as follows:
Assignment. None of the Partics 10 this SDPA may assign their rights, duties, or obligations under
this SDPA. either in whole or in part, without the prior written consent ol the ather party o this

SDPA.

10, Article V1, is hereby amended to add Paragraph 11 as follows:
Click through. Any “click through” terms and conditions of terms of use are superseded by the
Service Agreement and this SDPA, and acceplance of the terms and conditions or terms of use
through the “click through” do not indicate acceptance by the catity.

11, Article V11, is hercby amended to add Paragraph 12 as follows:

Rule 6A-1.0955 Amendment Page 25 of 26
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Security Controls. Sccurity Controls. Provider represents and warrants that any software licensed
hereunder shall not contain any virus, worm, Trojan Horse, wracking software or be capable of
identifying non-approved users or tracking any approved user, or any undocumented soltware locks
or drop dead devices that would render inaccessible or impair in any way the operation of the
software or any other hardware, software or data for which the software 15 designed to work with.
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