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Mtiis Studant Data Prvacy Agraament (" DPA" is enterad irlo on the dale of full execution (tha ‘Effective
Data’) and is entercd ino by and hetwosn:
Charlote County Puklic Scheals Innialeg & 1445, Educalion Way, Port Chadfotte, FL, 35348
flhe “Local Education Agency” o “LEL ")
Aricd
SmgriF’ass. . omted ot 228 Park Ave 5§ mI2ATS Mew Yark, WY 4000841500 kg Provider',
Frivider Marme Slraer. City, Siae

WHEREAS, the Provider is providing educalional ar diglal servicos o LEA,

WHEREAS, the Provider and LES recognize the nesd to pretecl perssnaly idertifas sudon
intormration and other regulated dala sxzhangad betwaan tham as rennired by applinable laws and
requlatizing. such as the Samily Scucalional Rights ard Privacy Act FERFA™ &° 20 U 5.0 G 1232 (34
CFR FPart 993 Lhe Childrzn s Orline Prvacy Protcclion Act "COFEA Y 2t 16 LU 5.0 § BRU1-G506 (18 CFR
Par 3721, applicable slale privasy laws ano regulations and

WHEREAS, the Proviver and LCA dasire 1o enter into this OPA for the nurpnsc al estaklishing thair
respectiva obligations ard dulies in order to Somply with applicable laws are regulaticns.

NOW THEREFORE, tor gocd and valuasla consideratian, | FAand Provider agroa as follows:

1. A eescription of tre Services to be pravided, the Caleqories of Sludent Data thal may be provided
by LEA to Frovider, and other informadian specific to this DPA are ~onlzinen in tha Slandard
Clauses herawn

Z. Special Provisions. Check Box if Required
|?_'| Fehacken, the Supplerental Stale Tems and allached Foroln as Exhiblt "G" are haroby
Incumorated by relarence inlo Lhis DPA i Iheir entirety.
Itshecked, LEA and Provider agroo to e additonal erms or modifications sa! Tathin
Exhibit “H". [Oolicnal)
I* Cheched, the Providar, has sighicd Exhibit “E to ihe Stardard Clauses, otherwize
knaven s Ganaral Ofler of Privacy Terrns

3 In the event of a conilizh hewesn the SOPC Slandard Clavsas, the State or Spenial Provisions
will corlral. In the evenl Lhers is conflich between the ferms of tha 0P and any orher wrilin,
inzivdieg, it not Hiniled o the Sonvica Agrecmant and Providar Terms of Serdire ar Privacy
Folizy the lemis af this DPA shall cordral.

4. This URA shall stay in eFect for hree (33 yoars., Exhibif "E” will expire thraa (3 vears rom the
cats the ariginal DPA was signoc.

5 The sorvices to be provided by Provider to LEA pursuand to this DPA are detailsd in Exhibdt A"
[zhe “Services™).

B Motiggs. Al notines ar othar communication required cr permitted to be given heraunder Ay ba
given via e-mail transmission, ar firsk-class mail, zani o the cosignated eproseataives bolow.
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I'he designated reprasentative for the LEA fur IFis DPA, -
name Carl Hendrick Tite: ©TO

Arfuresa:l“ﬁ- Educalion Way. Port Charlotle, FL, 33848

Fhone:  H11-255-0808 2161 Email: f’rivﬁcy@ynur chanoteschoals. not

The designatec rapresentaive tor the Provider for this DPA iz

Mame:_ Mary Anne Laracoches Title: VI OFf Cperations
Ad 2728 Park Ave 8 #92675 Mew York, NY 10003-1507
dress

Fhone: (BT} 424-4544 Efrail: billing @amaripazs app

IN WITNESS WHEREQF. LEA ard Providar execute Unis CFA as of thas Ffactive Dale

LEA. Charlolle County Public Sthools
: T %
Distrigt By: é;'j T _ e ' (WE |'r-=1 ;',f If]I > %

Printed Mame: Sarl Hendrick

Title/'Prsifinn: CTO

SmarlPass, Inc,

Mame of Provider

2 20 1142042023
G Maryy dune Laracomk ;

Cate:
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STANDARD CLALSES

Wargion 1.0
ARTICLE I: PURPDSE AMD BCOPE

1. Puripgse of P& The aurpose of this DRA iz 1o describe the dutiss and resuonsibilities tn arotec
Studanl Data incluring compiance with 1 annlicable federal, stala, and lacal privacy laws, nilos,
and regulations, sl as may be amendad Fam Lirese 2t In perfarming the Servicos, the Frovicer
shail e considersd 3 Scoool Ofcal with o legitimate educalizngl intarest, and parfanring
services aderwise provided oy the LEA. Provider shall be under the girect contrz| and suparvision
of thar LEA, with respect 1o its usc of Sludon: Data

2. Bt at Provided. In arder b= perform the Sorvices dozcrnhed above, | EA shall
srovida Shudent Daca as idenlified in the Schedule of Diata. ellached hareto as Exhibit B

3. PPA Deflpltions. The datnition of larms uzad 0 this OPA = found in Exhibit “C”. In the svant
of & nonflict, definitons uzed in this DPA shall arocvail aver terms used In sy other wnitinng,
Ineuding, aut nat limited 1o the Serace Agreement, Tems of Servics, Privacy Poluies etc.

ARTICLE Il: DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Student Data Property of LEA. Al Siudert Dale transmilled to the Provider pursuAn; o the

Sorvine Agrocmenl is and will continue Lo be the praperty of and unoer the contol of the T4
The Provider further acknow'sdges ard agrees that all coples of such Sludant Dala transmitled
lo e Providar, including any medifications or additons ar any portion thersst fram any sauree,
arg subject to the provisions of this DPA - the same manaer as the origingl Bludaat Dala. Thi
Pariss agres that as betwosn thar, all riqhts, including all intellactual oropsty rights in and to
Sludent Data contemplated perthe Sorvine Agrocimant, shall rainaim the exclus ve Fropiarky of the
LEA, Far the purpazss of FERPA, the Provider shall be considerad g Senaal OFzial, wndar tho
vonirnl and direction of the LEA as it partains o the nze of Aludent Cata, novwiths@nding the
Ak,

2. Parent Acggss. Tothe cxlorl requircd Ly law the LEA shall establish ressonsbie procedurcs by
which A pasent, leysl guardian. ar 2ligibla studen: may review Education Records andiar Studend
Data uorect erronanus infarmation, and procedures far e transfar ol studen-genarated cor lent
W g permanal account consislenl with tho tunclinnality of services, Proviner shall raspand in &
raazunanly imaly marner (and no (ater thar forby-fye L8] days from he date of the recjLest o
PUMzuant fo tha e frame requived under 2tale law for an LEA 1o respord k1 a parenl or stydent,
wiisheyer is oaner) to the LEA's regques! Tar Student Oala in g slucent's recoids held by the
Proviner to view or correct as nesessary, In lhe event tha: a parent of a swrent ar ather individaal
sontacts e Provider o roview any of the Sh.nent Data accessord pursuart o e Sarvines. the
Trovidar shal refer the parent orindividuz! fo the LEA, whe will fallow he NECEssaty dnd propor
pracedurcs ragarning the reyuastad iv%rnalinn,
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3. Separate Accoyupt IF Studuri-Censraled Conlenl is storad or ma ntained b Ihe Mrovider,
Provider shall, at tha regquest of the LEA, lraps%er, or proavice @ inechanism o the LES fa trapsler,
sRidl Sudent-Gencraled Contenl 1na sefarate account craalen by the sludent.

4. Law Enforcement Reguests. Should AW enloraemaen: or ather government anliliss {"Rocussling

Farly(us!"t conlact Provider with a raques? for Sident Dala held by the Provicer pursyaist bo the
services, tha Provicer shall natfy the LEA in acvanne af g vompeled disclosurs w the Requesiing
Farly. unless lawdully direced by the Requosling Party no ta inform e |LEA of lhe recycsal,

5. Subprocessors. Provider shall snler inlo weiton sgreaments with all Subproressars performing
furciinns for the Providor in order for 1he Provider to provide the Services sursuant to the

Service Agreement, whereby the Subproressers agree to prolect Student Oata in a MARNET 11
less stringant than the torms of this DR,

ARTICLE li: DUTIES OF LEA

1. Wﬁm%&gmﬂw LEA zhall provide Sledent Data for the

purpzses of oblaining the Servicos 0 carmplianss with all spplicable fodera!, state, ane local
privacy laws, riles, and regulaticns, all 83 may be smended Tram fime to tine.

2, Annual Notification gf Rights. If the LEA hasz a policy of diszlosing Ecucation Recosds andiar
Studsnt Data under FERPA (31 CFR § FLIT(ANT, LEA shall include a specifizelion of critenia
faf datermining wha constitules a sches! oificial and wna: constitules & egitimate sduration:al
rterast n its anrual raification of dghis,

3. Boasonable Procoutions. LEA shall take roasonable pracantcns o seoure Usomanes.

passworts, and any aher moars of gaining sccess ta the sarvices and hastad Shudenl Data,

4, Unaytherized Access KWolification. [EA chal modify  Provider promply of ary koown
Lnauthorizad aceess. LEA will assist Provider in arty cllorks by Provicer o irvestgala and Bspory
tz any unauthorzed acoess,

ARTICLE IV: DUTIES OF PROVIDER

1. Brivacy Compliance. The Providur shall camply wilh all applicasle federal. stale, and laca TS
ulas, and regulations nertgining o Shudent Data nrivacy and sscurty, all as imay b2 amerded
frarm tire te 1ma.

2. Authorized Use The Student Dela shared Purzuant to the Scrdcse Agrecmanl, including
sarsistent unigua idertifiers. shall be used far no pursoze cthor han the Sorvices aulined in
Exhibit “A% or slatec in the Secvce Agreemant armiiar otherw se amtqarized Lndar e satutcs
refaerad (o herain his DRA

3. Provider Emploves Qbligation, Provider shall requir: all af Provider's cirployees and ageonls

whio have arcess 10 Studenl Data to camply with all applicasla pravis ans of this DPA with resoacl
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Lo Ihe Stucent Data shared under tha Servicn Agreemonl. Provider agrecs o raquire and mainiain
a4 appropriate corfidentiality sgoecmant fram sach BIrployes or agent wik sscoss 1o Student
Dala pursuant to tha Servica agreciment.

Mo Disclogure. Providar Acknowisdges and agrecs that it shall not mske any re-disclosure of any
Studenl Data or any porica theraaf, including withowl mitation, user conta At or aiher nari- roalic
infarmation andior personally idantitabliz ni=mation aentained in the Student Dets otnor thaq o
diracled or pemmitted by the LEA ar *his DPA, Thiz pronibtion against disclasure shall nol ARl to
aggrsgate summares ol Da-ddenltied infomatian, Stugent Data disclosed pursuant to a I iy
izsLey suhpoens or other legal process, or to SUBRrICEssOrs purfomiing services un aehalf of the
Frovider pursusnt to this DPA. Provider will not Soll Student Data to any third party.

De-ldengjfled Datg: Provider agrass not o attemal (o re-idonlity De-lden Hicd Studaqs Data, Dea-
ldariifierd Cala may b need by the Provider for thoee puraozaz allewod under FERPS a7 tha
following aurposes: (1) assisting the LEA o pthar dovarnmenta’ agencies in concucling regsearch
arc ather studies; and (2) rescarch and duvelopment o the Providers adurational siles, sarvices,
erapplicalions, and lo demanstrate the ollertivanass of thi Sarvices: and 4 for adaptive learnng
purpnse and for customized student lzarning, Provider's Use of De-lgenbfied Dals shall survive
lermination of this DPA or any reques: by LEA L refurn or desiroy Siudert Duta, Exciept for
Subprocessors, Providar egress rot o lransTer da-identfiod Styden: Data to Ay parky unless

|3 thal party agrees in writing nal to atts maf re<idenPination, and (b prior writton notine has been
aven 1o the LEA whi hzs pravided prion witten consent f2r sueh transfar. Prior to poklishing ary
documenl fat names tie LEA cxplizifly or indirgctly, the Provider shall abizin the LEA'S wrilken
approval of the manne: in which De-ldertifiad Caty s presenbes,

Disposition of Datg. Upon writtan tenuest from the LEA, Providor shall 2iga0ua of or provide a
madhsnise for the LEA Lo transor Sturent Data obtainad uroer the Senice Agraemonl, within
sinty (80 days of the date of sayl request and according fo a schedule and procedure az tha
Parties may reasonably sgree. Upon tenninalion of this CFA, if na written roquest from he | EA
i receivec, Proviou shall dispose of all Studant Dota afler providing e LEA with reasonable
prior natice. The duty to dispose of Sludent Data shall nat axlend t2 Slodent Data that had beer
Da-fcentificd or placed in 2 separale student aceount risuant to secuon |13, Thy LEA may
amplsy o Di ivg for Oi jtion = o, a copy ob which s attached hareto as Eahyibit
“07. I tha LFA and Provicer employ Exhiblk "D, ne farlhsr writtan renuest or riolice is roqbinadg
or the sart of eithar party prior t the disposition of Stadert Dats descrhed in Exhibit "0,

Advertising Limitations, Frovider is preh bitad from using, disclosing, or salling Sludent Data o
fa} inform, influence, or enable Ta rgoted Adverising: or [b) dovelop 3 profile of a stadant, family
mermberiguardian ar grauza, for Ay purpose cthar than providing the Servico Lo LEAL This section
docs not arahibit Provider frors wsing Student Data {0 for acaptive l=arning or customizad stident
lzarring finclucing generating personalized BAMIRG recommendations); ar {i) to mako priodu st
reciummendations 1o teachers or LEA amployeas: ur [y w0 nalily accounl holders abaul new
cducstion crodusl wadates, leatures. o services or from othemvise using Student Dsts as
parmited in this DPA and ils accomparying exhibits
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ARTICLE ¥: DATA PROVISIONS

1. Data Storage Whers roguirad By applinable law, Studenl Data shall be stored within the United
States. Upon roquast of tha LEA, Provides will provice & st of the looations where Studearr Data
i5 storod.

2. Aydits. Mo more than oncas & year, or following unauthorzed access, upor receiol of 3wt
requist from the LEA with &l least len (100 busineas days' notice and upon the exccdl on of an
apErapriste conlidentialily sgreeman:, the Provider will allow the -EA o aLdil the security ano
Pivawy measures thal ara in place o ensure orotection of Studanl Duta ar ary portion thareef as
it perlaing to the delivery of services 1o lhe LS4 The Frovider will cuoperats esonably wiih the
LEA ang any local, state, or fedeal Ayancy with ovarsign. authority or jurisdiction in cannecion
with any audic or investigation of the Pravider anwar cleliviry of Services to studans andior LEA,
anc shall provide reasonable access 1 the Provider's facililics, saff, agents and LEA's Studont
Lrata &nd all recurds pertaiving to the Proviner, LE& and Celivany of Soranes fo the LEA, Falure
to reasanably cosparate sha'l be deamed 5 matorizl breach o lhe DPA.

2. Datg Jecurity. The Frovider sgrees ta Gllizs gdmin slrative, physical, and technica; saleguards
designad fo orotect Student Dale from Losuthorized access, dizclosunn, avguisition. destruction,
Lse, nr madification. The Provider shall adhers Lo any spalicable law relaling to dala security. The
Froviner shall irplemcnl an adogua b Cybarsacurity Framswork basad on ong of the nat onialy
renognized slandards sel forth in_Exhibit “E”. Eaclusians, wariations, or excmplons o the
wantfied Cybersecurily Framework must ba detailed 0 an attachment to_Exhibit “H"
Addiicnally. Provider may choose ‘o further detall its SECUrily programs And measores <hat
aLgment or arg in addition o 1he Cybersecarity Framawork in_ Exhibit “F” Provicer shall provide,
in the Slandand Seaadule o the 1IPA, contacl infommatian of &N ciw'nyes wha LEA may conlant
If Lheere are any dalz security cuneemig or questons.

4, Data Breagly Ir ke evert of an unautorizad release, disclosure or sequisition of Studert Dala
that comprontises Lhe secudty, confidentialty r intagriny of Ihe Studenl Data maialainad byt
Providar the Provider shall provide retificalon o LEA within savenly-twn (£23 hours of
canfirrnation of the incident, vnless notifcalion within Lis ime limil seould disnipl investioation of
the intident by law snforcemeant. In such an event, notification shall be misde withia & reRscnabls
tirrse wttar the incident. Provider shall fallow Lhe follzwing process:

i1} The securlly hreach notiliuation describad anoyvas shall include, el aminimum, Lhe following
inforaation Lo the extenl known by the Provider and as it beoomas availakle:

The name and contacl icfermation of e reparting LEA sUbjocl b this secian.

i. A fist of the lypes of persenal informalion Shat werm or are reasunazbly beliovad In
have boan he subject af a breach.

bio If the ielormation is possible o determine at the dma the notica is proviced, than
githar (1) the date of e breach. [2) the estimalad cate of the breach. or 31 the
daty range within which the breach acaumed. The natficaton shall a'so include ne
date of the natics.
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. Whelher the nolification was delaved as a resul of a law enforoement
investicalion. if that inforation js poss ble o detenming &t He lime the roelice jz
provided; and

v M gerscal descrption of the Broash incigent, i thal informaticn is pioEsitile o
determing at the lime the notice js provided.

() Provider agrees 1o adhare to all fadaral and slate requ rements wilh respect lo 3 data
areach refated 1o he Studant Data, incuding, when Bppropriate of reguired. (ne reguied
respansibilities and procadures Tor notificaten and mitigaticn of ary such da.a bresch.

{21 Proveder furthor acknowledges and agress o have = wrillen inziclenl resporse plrn thal
reflects Dest practices and is corsistan! with indusley stzndards and fodeml and stale =
for respording 1o a data breacn, breach of sacurily, advaay incident or unaulhaizod
accuizilion or use of Studonl Qata o any petion Lhereaf meluding porsonally | duntfiable
information and sgrees to provide LEA, upon raguest, wilh & summary af said wristan
incidant respanss pian,

(1) LEA shall provde rofice and facts slroundirg the breach te lhe affecled studanls
parents or guardians.

(4) Inthe evan: of a braach ariginaling from LEA's use of the Service, Provicer shall rooperale
with LEA L the exler] necessany to gxpeditiously 2ecura Stadont Cata,

ARTICLE VI: GENERAL OFFER OF TERMS

Frovider may, 2y sivning the allached fonr: of "Gereral Ollar of Frivocy Tems” [Ganeral Dfor, allanhed

hereta a5 Exhibit “E"), he bound by ihe tarms of Exhibit "E" .0 any otha- LEA whe signs the acoeptanos
an said Exhibit. Tac lom is limited oy fhe terms ane condilions describard herein.

ARTICLE VIl MISCELLANEDUS

1. Tepminatign. In lhe event thal aither Farly serks fo terminate this DPA. ey may doso by mual
wrillen consent so long as the Sarvice Agroeimeal has lapsed o 133 been leminaood, Eiltker party
My lerminate this DRA anc any service acraement of cantract i e othar paity breachss any
terms oo this DEA,

2, Effgct of Termination Surviyal. |l the Sanico Agresmort is temminalod, be Pravider shall

destroy &1 of LEA's Sludent Data pursuani to Articla 1V, sacton 6

3. Prigrity of Aoregmeants. This OFA shall govem tha reatment of Student Data Ik order t2 carmply
with the privacy protecticns, including those founc in FERPS and all dEplicaile privacy statures
dentficd in this DPA. In the svent thore s corflict 2etwesn the tanns of he CPA and he Service
Agrecmsnl, Tems of Servics, Privacy Polities, ar with gy other bidHFP, license agreemant, or
WRtinG, e teemrs of this BPA shallapay and rake Arccouence. intho wvert of @ conflicl balweasan
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Exhibif "H”. the SLPC Standard Clauses. andiar th Bupplemenlal Stata 7 s, Exhlbit “H"
will cantrel, followed by the Supplameantal Slale Terme, Exrept a5 dascrhed in his paragrauh
nerzin, sl ather provisions of the Service Agreement shall remain in offect.

4, Enfire Agreemagnl. his DPA and the Servica Agresmenl constitute the eatire agraament of the
Farties relaling to the subject mullsr hereal and supersedes Al prior communicaians,
rapreserlalions, or adraements. ora’ ar witten by e Partics relsting thorelo. This OPA may be
amanded and the observarce of any provisian of this DPA miay 22 Walvad (gither generally ar in
any parlicuiar inslance and eilber retroaclively ar srospectively) only with the signed written
eansenl o aoth Parlies. Naither failure nor delay on the part ol amy Pany in axascsing any right,
powar, ar privilege hereunder shizll operate as & waiver of such right, nor shall any single or parial
cerise of any sach right. power, ar arivilege praciude any furtner exercise IFereaf o the QEBICiss
Sl any ather dghl. power, of privilege,

3, Soverability. Aoy provision of this DPA that iz prohibited ¢r unenforseatle in any jurisdiction skall,
32 (0 sUCh jurisdiction, be inefoclive Lo the exient of such prohitition or urenloreeahiity withaol
invalidaing the remainicg provisicns nf this JPA, and &y such prohibit'en of unenforceabilio in
any jutisd ction shal mor invaligals or rerder wnendorcesnls such provision in amy othar
jwrisdiciian. hotethslanding the foragaing, if such provisian coult be more naroedy draen soas
not 1o be prohibitcd or anerforceasle in suckh jurisdiclion whilc, at lbe samre tire, A TR e
intcnl of the Padties, il shall, 3s to swveh jurisdiction, be so MATIWY vrawn withoul inval dating tha
remaining provisions ol this DPA or alferting the valivily or enforcoability of such provision in arny
cHber jursdiction.

B. Uoverning law: Wenus g Jurisdiction. TIIS OFA WILL BE COVERMED BY AND
COMNSTRUED IN ACCOROANCE WITH THE LAWS OF TEE STATE OF THE LEA, wWITHZUT
REGARD TO COMFLICTS OF LAW FRINCIFLES. EACH PARTY COKSEMTS AMD BUSMITS
T3 THE SOLE AND EXCLUSIVE JURISDICTION TO THE STATS AND FEMERAL COURTS
FOR TH= COUNTY OF THE | EA FOR ANY IHSPUTE AKISING OUT OF O RELATING T
THIE OPA OR THE TRANSACTIONS COMN | ERMPL ATED HL SEEY

T. Slccessors Boynd: This DPA iz and shall ba bincing uoon the respective sucoessass in interesl
ta Provider in the cvent of a mege, aoyuisition, consalidalion or other businoss reranizanan
ar sale ul all or substatially all of the assate ol such usiness In the aventthat the Providar galls.
merges, of olheswise cizposes of its business o & successor during the torm of his NDPA, tho
Provider shall prov de wrillen notice to the LEA na later than sixly (80 ) davs aflor the nloging date
of sals, merger or disposal. Such notce shal inclade @ wollen, signed assd-anue that the
sUccossor will Assuma the abligations of tha DPA and any cbligations with wspect lo Student
Data wilhin the Scrvica Agresment. The LEA has the aulbuorly to terminote lhe DFEA f it
dizapproves of the successor to whom the Provider is seling, merging, or ctherwise disposing of
ts Pusingss.

8. Authepty. Cach party represcnts thal i is authonzed (o bind ‘o the torms of this R4 noludicg
conficentiality and destruction of Sludent Data and any partion thereof contaned thercir, ail
related of assccialed institulions, individuals, employecs o conrrantors wio My hawe acosss Lo
the: Student Data sndfor any podtior theeot.

VATCRES A Learming (A4 ) Sommndy ez iy Faos 8 o 24

D gt Sl WHTES-I0T 0 £ RS HHECT Fogodard



STANDART STUDEWT D8 14 FRIVALY ARREEATWT WEHA Slsndaon arsion g

4. Waiver Mo delay or omission b either pasiy fo axareise any right heraunder shell be colsirosd
g 8 walvar of any such righl and bats paties resenis ke right o sxercise any such rgit frarm
time Lo time, as often s rEy 2 Esmed axpadiont,
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EXH A
DESCRIPTION OF SERVICES

VendorsMroviders - please fist all dpplications you support that are i) use at [he Districl, describe what

-

your application does and what graga levels andfor staff groups will socess your softwarc (a3 applicablz).

What s SmartPass7
- Smanfeesis o digitel ball pass syslem that replaces tradilicqal sion oot backs, Faper [russas, B8R wocdan
Hlocks. it allews you Lo bava camolets oye rEight on hew yeur students travel thraugl wour hallwiys danng class
1
Hawr SmartPass works

ImEteac ol signing cul o= a sion uut alest, or SAMYING o weacan block, s1uderls use SirarlPass e creste = hall
poEs for thomaelves, |agine the Lypizal srenario of & siadent “erding toouee e restrocn, The studon) rases
then hand, 2sks Tor verbal permiszine ta ese <6 Bibiroom, and nows they ase aither 2 scrnol ssued or nesso:al
devics 10 ake 2 digital pass.
What can SmartPass do?
- Hare aje 2oma adminiztratar abjuetives thal SmartPass con help vou accomnhsl,
Encounter Preyomtion
- Prevent %= students fram maeting n the hallveay tegethar by plaving therm in a- eacgunier prevenlicn groyp. If
ang s dent in the group cirontly haz a hall pasa, ther no other st dest will Be gllowed 1o Ml ane.
increase thne spent in class

Spending wxsessive tme outside of class is ruch more d Ficuil with B Fass. Dombined wits anp-cpriate
schaal rales, SmartPass is an effactive Lool tn encourade studss to stay i sw classraci
Increase student safoly during emergencies
- Tckly Cnderstaad which studsns arsic o, talfways ol ng a fire oF Luildieg introdon. Prine ot g lalleezy reparl
and enzire that all of your gtudenlys ars with g L=a:zhier
Detect and discourage disruptive behavior
- Fawily detect. provent, anc remediate Dappropriote bevavion outside of 14 CREEMOGM. BinartFess’s acourate
digital record angl roportng syetem makes it casy bor addmins Lo ensure their schael uns smocthiy
Schadule pagssas for students easily '
- Sen:d sludents passes absad of *rc 1o save papor ang frussrstion. Schednis counselar Epuingrents, rellege
VISITS, yroup activities, 20d more
Powertul room and hallway control
- Cusom Te colons, ieane, and lelders t2 rnoke SmartPass N your seheol Custrol whether siudeirts novd price

cigtal panmission before by can creale o pass. | irit the number of stucents in & roum.

Eﬂ.:.r:-'r.ﬁ A Lzamulig (A ) Danamuiny Verzica iy Hage T9 o8 24
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EXHIBIT “B"
SCHEDULE OF DATA

Check if Dsad
Category of Data Elemanis by Yoy

Systam

Anplication Teshbnoiogy | IP Addressas of users, Use of cookios, et
Meta Data

Othar applicatian technology meta dala-Plesso sy

| ‘ala pata on user interact on wih application

Applization Use
Hlatisting

I S I 1

I :
Aszesement ! Slandardized o8l 4nores

Cbsevation dala

Llher agscssment data-Please specify:

L Ojd

Ethnicily o race

~anguags infarmation (halive, or pdmany languags
goakan by shident}

Attendancs Slurient school (daily ) attendance data
Sludent class allordance data o

Communiaations Linling commurications caplured femails, Llog enries) |‘ |

Conduct Contusl or behavioral dala |_—|

| Cemagraphics | Diate of Birly |__|
_F'IEI::E ul Birthy I:I ’
ETE T D -

[ ]

[]

TiAZeezs o Learang (A4 Somunily YR IR IrF F':'Jf;"s.“ 12 ar 2d
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Category of Data

Elaments

I
Check [f Used
by Your

System

Ot demographic information. Plesse spesily:

Enrra Iment

Studenrt school arrol'ment

Fudont grade loval

MCMSonm

Glidance caunselar

[

specilic sumiculurm pragrams

Year of graduation

Other aaroliment infomation-Please Specity

Farent' Guardian
Cantact inlnmaation

Addnoss

Ermail

“hone

|
Farcnt'Guardian [D

Farenl' Gusndian Mama

Farent IT number {created to link parents to sty s nis]

Firs: ancior Lasg

{ Schodula

Student schadiuled courses

T=acher namsas

Znacial frdicatar

Englizn language leamor infomastionr

DDEDDDED L Bl

Fawe income skatus

Medical alersd health dala

CARCRES 4 Learming (A4L] Doy Yarsion iy

Mws rremt Fel THTER T v 2 NS HHFRT

Dq
]
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Check if Used
Gategaory of Data Elements 1 by Your
| System
Studert disabilily informaion I

Fpacialired cducation servires (1EFP or 504

Living situalicns {homslessdos ar nanE)

Qither ‘ndicalor infarmalen-Please speciy:

Studert Conlact Adedress
Informizilion
Erngil
Fhone
Sludert Idcnlfiers Lacal iSuhnnl district 10 number |

State 1D numher

FProviderdop aesiynad student 10wl

Studenl Bpp ussmams

Swidcrl a0p passwonds

MOUOU'DORO O 'Of'.

Studant Mame Fi-&t ancdfor Laat
Studenl 11 Apg Programiapplicalion performance (lviing  program-
Ferfarmanne student types 80 warn, reading program-sludent roads

belove grade level)

Student Program Acadciric or extracrioular activilies 3 stodenl may

Mamberzhip | Beicng o or partic: pals in

Slurent Survey |

Siudert responses o surveys or questicnnaires |

HiyERIEE NS

Resnonsas |
oz |

Stuclent wark | Student gererated content wiiling, nicturcs, alo. |
EAegs 4 Lusnmng (AL Comnihy Cermonter Page 4 el 24
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| Check If Used
by Your
Syatem

L]

Category of Data Elements

Cther stadont work data -Plegse sneCify:

Transenpt Student course giades

Srudoerl conrss dals

Studenl course grades) periformance saores

Othar ranscril data - Plaase spacily;

Transportaton Siudert bus assigament

Shedent pick up andior vrop off location

Student bus card 1D fiurmbar

Cther transportation dals — Pleaso spenify;

o R o

Ciffear Mz list aach audiiviaal dama elerment u=sed, slored, or
callectedd by vour appl calior:
Ciher

[4]

Swdent hall pass inforradon ncaeing:
dale. orig n, destinadion, cusabion, name.
izsuing feacher

" Repors made by teachiens far a9 dents

More Mo Stadenl Data collcled al thiz Ume. Provicdar wil |
immedislely notfy LEA # this designation is na longer | |
applicatile,

S _ _
WL ARCREE A Lawcningy (AL ] Donprdly . e i Fage 15 0 24
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Hi i i
DEFINITIONS

De-ldentified Data and De-ldentification: Recards and infarmation a7 consicerod o be Da-ldentified
when all personally iderlifiable information FAaz Deer removed or obscured, such il the 1Tumaining
inforation does rol FEASChAONy 'donlfy 3 speciic individual, inchuging. bt ot fimited to. any information
nal, alena orin combinatlor is linkable 1o 4 spectic studanl and provided that the afunaEtional agancsy,
orotherparty, has made a reasonshble delemination that a student's Wertity s reot personally idantiz qala,
laking inie accounl reazznable available irfomatior,

Educational Records: Educalionai Ferords sre ecords, flas, donurenls, and olher m-atera’s direcily
related 0 a studerl and maintained by fne school or local ecucstion agency, or by & porsor acting lar
such achaol or lgcal aducation ROENSy. inclucliag but not drited o, recards eNCOMpasEsing al e matarial
kept in the stadents cumulative folder. such 25 general identifying data, records of dtiendanue g0 of
academic work completad, records aof aclievemanl, and results of avaluative fests, bealh dats,
dizziplnany slalus, tesl protocals and indlvich, alized aducatian [erRGrars.

Metadata: means information that Provides eaning and eoniex! to ather data be'ng callected; inehiding.
ot not lisnited ted date and lime recoeds ang warpsse o creation Metadata that have basn strippen of ail
direct ara! indireol idertifiors sre Aot considerd Farzonzlly Identificble Infarmation.

Qperator: means lha ooarater of an irtemct wabsite, online sevice, onlinc applization, ar mobie
apuication with actual keowledge that tha site, serica, ar application is used far K—12 sehool porposes .
Ay entty that oparales an intormest website, anline service, online Spplicslion, or mabile application hat
fias ertared into 2 signed. wrillen agragment with an LEA Lo provide a service Lo that LEA shall b
cansicercd an Coporator” for the pumoses of this soelon.

Originating LEA: An LEA wha ofiginal'y exccaies the: OPA R its enlirety with the Providar,

Provider: Fuor nurpescs of the OPA, the tonm “Previder' means provider of digital educational s0llwrare
or services. inchuding clowi-based services, Tor Lha digitai slorage, mansgement snd retlaval of Stucent
Data. \Within the DPA tha lemn “Providear incl udeos the tarm “Third Farty” and the Lerm "Dpoiator g5 usad
in applicans slste statutos.

Student Generated Content: The larm "Sludent-Generated Conlenl” means rmatedals or content
createn by a swdent in lbe senvicos irelucling. bt mot lmilad o, cssavs resoamh repors, portfolios,
croalive writing, music o othar audia liles, pholographs, videas, and azcounst infomation el anablos
eRging owncrship of studon: confent.

School Official: For lhe puroosss of this DPA and PuURzuant to M CFR § 9951 th), & School Official is a
spntracior that: (7] Paedormz an instioutional senvice o tunction far which the Agency o7 nstitution vweld
atncrwise use emplovees; (2] Is uader the direct conlol of the anency o institat on witk respect e the
use and maintenancs of Student Data including Cducation Rocords: and (41 15 subject In 34 CFR 4
92.33(a) goveriing the use and re-disclosure of Porscnally Idenibahle Infomanian fror Sducation
Rersims,

Service Agreement: Refors to he Canitacl, Purchase Order or Toms of Scorvios ar Torms of =g,

B Aeness T Lesiing (AALL Cirienunity Vansitn o7 Psgs 6 o 14
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Stodent Data: Student Cata neludes any <aa, whather gathered by Provider or providad by LEA or its
U=ers, sludents, or studants Perars/guardians, that is descr Flive of the sludent inclugitg, aus rel |l mitog
Loy informaten in the sludants edusational recern er amail, firzl and last mEe, Lirthedate, home or otber
physical address, telephone numaer, ersil address, or otfer irfonmation allowing ahvsical ar anlice
contacl, discipline recards, videus, tesl results, special education data, juvenile dependency roconds,
grades, evaluations, crimingl recards, medical racorns. haalin records, social Securily numbers, hiomesric
irformalion, disahilites, socincconamic Information, individuel purchasing behavior o prefarerocs. oo
Aurchases paiilical affiistions, religicus information. tost messapes, docurnents, student icentifiers,
s2arch activity. phatos, wojes recordings, gealacation wfarmabion, parsnts' names, or Ay alher
infarmation of identificalion number that wolld crovide infumnation atout 5 SRR studant. Slurent Dala
noludes Meta Daia, Student Daty Tuther innlydos ‘Fersonally ldeniliable Informartion (P as define
in 3 COFR 053 and as defired undar ary applicable stata lw. Studant Data sha|! cansiituta Education
Records for the purposes of this DPA, and for the puiposes of taderal, state. and kecal iaws and
requlatizns. Sludent Dala a5 specified jin Exhibit "B” iz contimed 1o be coliented ar processad by tha
Fravirer pursuant o the Sorvices. Student Data shall nol constilule that infarmation that has necn
anomymized or De leentified, or anonymiss Uzage data reyarding a student's use of Pravider s senvicas.

Subprocessor: For lhe purposes of this EPA, the tenn *Subprocossor (gemetimes refarad o Ha tha
“Subcontraclor] means & parly other than LEA or Frovider, who Provider uass for data collactior,
analytics, slorane, or other scrvics to aperate andior improve ita sarvice, and who has aceass to Sludert
Crata.

Subscribing LEA: An LEA Ihat was not parly o the chginal Service Agrasment and whao acuepts tho
Frovider s Gereral Offar of Favacy Tems.

Targated Advertising: moans presanting an acvertisament (o a student whare the selection al the
adverlisernent i based an Sludeqt Dala or inforred aver ima from he usaga of the oparalar's Intarnet
web wils, onlne sarvice or mohile apphication by such student or the rerention of sych student's onling
activilies or roguests over lime far Lhe Furposs of fargsling subsenuent adverizenanls, "Targealad
Adverhsing” does nat includa Ay atvertsing 10 a student an an Interel weob sile basoe o the conlent
of the webh pape o in respenss to a student's MEERANS2 OF frequest for inlormation or feedback

Thire Party: The torm “Third Parky” means = arovider of digi.al ed.cational sofans ar services, in clucling
oloud-basad services. for tha digital storane, management, and reficval of Educaton Rocords andiar
Student Data. as thal tanr is used in some stats s atutes, Howesver. fol he purpose af this DPA, the taarn
“Third Party™ whan Leed o indirate tha provides ol dighal sdocational sclleare or sarvices /= rg dlaned oy
ke t2mm “Provider *

B Acosas A1 parning (A4 ] Commety Farmmian o F Page 17 o/ 24
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Ezl !IB!I Iig:l
DRECTIVE FOR HSPOSITION OF DATA
Provider to dispose of nata abtaina b Prowider pursoarnt Lo

Tz iermz of he Service Agreement belween LEA 576 Provider, Tho t2rms of the Dispositon are
SC1orn below;

Clarote Coorsg Fabic Sohanis

1. Dudant of Disposilion

Disposition is parial, The talegonios of dale to be dispezes of are set folh below or ara
foune in &0 allachment to this Rireclive:

Categories of data

w4 Digposilion iz Complole, Lispusition catands o all caleymies of data,

<. Malurs of Disoosition

~ Dispostion shall b by desiruetion or deletion of oaly,

Dispasifion shall be by a transter of dats The data shall be ransfered o the lollosving sife
gt ol loes

Describe here ar atiach special instructions

4. Schadule o Dizposilion

Lata zhall be disposed of by the fellowing dala:
M5 oo 35 commercally aracticanle

~ By Dale:  Duta will be daleto withia 7 yoar by delauk

4. Signaturc

[ .

N 1] 5 b
Aathorized Represertative of | EA Date
. Werf catlon of O sposition of Dzlg
Mary duue Lovaeosiion 11/29/2023
Mulhwrized Repraseatatdve of Srovider D

ErACcesE J Lernig (A4 M L TR Ve siun {7 Forps T8 o 24
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EXHIBIT “E™
GENERAL OFFER OF FRIVACY TERMS
1. Offer of Terms

Pravider alers the same privacy protectznzs found in his OPA botwaen it and  Sharatte Sounty Public Schools
(Origineting LEA™ which 15 da‘ed 17/29/2023 to any nther LEA "Subscribing LEA™ wha
acrepts this Geroral Offer of Privacy Terms (“General Offer’) through its signature baima, This
Saneral O shall cxten:d anlyto privacy protactions, and Frovider's signalureshall not nacessarily hind
Pravider fo other terms, such 3z pre, temm, or schoedule of 2arvices, or Lo ary ofhwer provis on ot
Addressad i this DFA. The Provider and the Sub=zorbing LEA may aiso agres o change the dals
provided by Zubscribing LEA Lo the Provider to zuil the Ugue needs of e Subseribing LEA, The
Frovider may withcraw lbe Genaral Gffer in lhe ewonl of: (13 8 material change in the Apaiicanls
privacy statLes; (2) @ malerial change in the servcos ano procucts fistad in the originsting
SEMVIC Aguecmani: orthroe (3) vears allar the dale of Provider s sighalure ta this Form. Submserbing
LEfAs should send the signed Exhiblt “E” tn Provide: at tho Tollowing cmail acdross:
billngismarlpass.app

amarlPass, Ing,

Name of Providor

129/20%;
By Mary duwe Laracockea Dot 11428/2023

Printod Mame: PAARY ANMNE LARACOUHEA Titla/Postion: VP Of Cparations

2. Subscribing LEA

A Subscribing LES, by sigring a separals Servics Agrermaent with Provider, and by its signature bclow,
acoerts the General Offor of Privacy Tems, The Subseribing LEA and the Provider shall therefora be
pouna by the sama ferma of Lis DRA for tha ternt of the OFA botieen Chosede Codnte Publiz Seteuls
iCrginating LEA) artt the Frowvider, “PHICR TO 115 EFFECTIVE MNESS. SUBSCRIBING LEA
MUST DELIVER MOTICE OF ACCLPTANCE TO PROVIDER PURSUANT 14 ARTICLE Wil SECTION

:'.' ; LS
BY: Date:
Frintzd MName: Title'Positon:

SCHOOL DISTRICT MAME:

DESIGMNATED REPRESENTATIVG OF LFEA:

MWame: litle:
Sodchoss:
| elephons Mumbes __Email__
e Dgarvg (A4! ) Somimuity i Worsn T ) F;ﬁgne 18 i 24
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EXHIBIT “F"
DATA SECURITY REQUIREMENTS

Adequate Cybersecurity Frameworks

2124/2020
The Education Security an Frivacy Exchange {"Edspex™s works in parlnarshin with the Studont Data
Privacy Consortivm anag lndusty leadors to maintan @ list o knewn and crodible Cybrsacy ity -

irameidcrks which can prolect digilal learing sccsysters chosen bosed on s set af quidng cyvba sec.riny
Frnciples™ ["Cybarsecurily Framowsoeks™) that may be utlizad oy Provgicler

Cyborsacurty Framaowors

Clhige f
thugs | MAINTAINING ORGANIZATION/GROUP FHAMEWDHH{E]
111}
_ipply

|:| Matznal  Instinte ol Standards  and MIST Cybersecurily Framowark Vorgian 1,9
Teennology {NIST]

Mabicnal  Iostitute  of  Standerds and | WIST S8 BLC-53, Cybersecarity Framewark

I | Tecnnology (MIST far  Improvirg Critcal Infrastructy e
Cybersecunty (C5F), Spenial Publication

Bid-111
intermationsl  Standards  Organizaton | Infarmation wohnology . —  Security

50 Lachinigucs . Infomation securily
ranagemert systems (150 27000 series)

Securs Sontrols Frameweds Counail, LLE SECUTiy Controly Framewark (SCF)

Centar for Internet Securily (C15) CIS Critical Ssourity Controls (G20, 15 Tapl
200

O] O

|:| Gllice of the Under Secrelary of Defense Cybersacu ity Maturisy Modal Certficatiun

or  Acquisifion  and  Sustainment | (GO, —FARIDEAR ]

(OUS0ARSY
| | =
Fieass wislf Al sdsooy. org fr futhor defalfs abowl e noted framewarnes.
“Cybersecurily Principles wsd to choose Lhe Cyberseurity Framewarks are located e
TAceazs o Lisrmdan tAeL Carmimanity Ve 1T Pizs 20 o Bd
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EXHIBIT “g*
Supplemental SDPC State Terms far [State]

Wersion 1

Providars/Uperalors arg to comply with the Florida Student Onling FPersaral Information
Fratection Act, Florida Siatuta 10067284, This Act (effeclive 70172023 and initiated from
SB 862 in 2023) establishes now and differeat terms than lhose aullined in lhe Mational
Student Data Privacy Agreemaont contained herain. Froviders!Opaerators ars subjoct tn sl of
he Act's privacy terma, including, tut not limited ta 1he following:

1) An operator many not knowinghy do any af Ine tallenwing:

/) Engage in targeled adverlising en the operator's sile, service, or application, or
targeted advartising on any other site, sarvice. or application it tha targeting of the
sdvetlising is hased on any infarmation, including covered information and parsistent
unique identifiers, which the oporalor has avguired becauso of the usa of that operator's
sie, service of auplication for K-12 school sUrposes.

by Use covered information, including persislent unigue identifiers, croated. or gatherad
By the aperatar's sile servica, or spilication t amass a profile of 2 sty dent, except in
furtherance of k-12 =chacl PUTpoScs, ..

¢l Share, sell, or rent a student's infarmation, including covered information .,

21 An oparator shall do all the llowing:

a) Collect no mare covered information that s reasohably necessary to operate an
Intermet wabsile, onling service, enline application, or mokile application. ...

by Implemant and maintain reascrgble securily procodures and praclices appropriata Lo
the nature of the covered informatdon which are designed to srotect it from unauthorzed
dreess deslruction, use. medification, or disclosura,

) Unless & parent or guardian ox pressly consents to the operatar refdaining a sludent's
noversd information, delele the covered information at the ronclusion of the course, or
correspanding program and ne lator than 00 days alter 8 student is no longer sorolled 10 a
sthocl within he district, upen notice b tho school district

T Auieen 4 Leaming (A Dommunity : Virrsinodns Pags 21 o 24
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EEHIEI:[ I-I !:1
Additienal Tarms or Madifications

ension

LEA and Provider agres 1o the fallowing additional tamms ane modifiuations:

i Thiz is a lree fox fiald that e PAMCE CAN USE 10 &t o muedify ters o erto e DRA |7 thera ars na
argitional or madified te-ms, this feld shaud reed “Nons E1H-1/2715850.1)
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