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Great Minds will provide the following digital products to the district: Great Minds Affirm, Great Minds In Sync, Equip, and standalone Digital Teacher Editions.
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Internet service provider, browser type, OS version, location, language settings, and the domain name from which the user accessed the Great Minds platform. ✔

✔

Assessment scores and reporting data ✔

✔

✔

✔
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Uploaded assignment submissions; assignment scores and/or feedback ✔
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EXHIBIT "C" 

DEFINITIONS 

De-Identified Data and De-Identification: Records and information are considered to be de-identified when 
all personally identifiable information has been removed or obscured, such that the remaining information does 
not reasonably identify a specific individual, including, but not limited to, any information that, alone or in 
combination is linkable to a specific student and provided that the educational agency, or other party, has made 
a reasonable determination that a student's identity is not personally identifiable, taking into account 
reasonable available information. Notwithstanding the foregoing, the parties agree and acknowledge that de-
identified, aggregate, or anonymized data derived by Provider from the information obtained in connection 
with the services: (i) is not personally identifiable information, Protected Data nor  confidential information of 
the District; and (ii) may be used by Provider for its data analytics, marketing, research or other business 
purposes in compliance with applicable federal and state laws, rules and regulations. 

Educational Records: Educational Records are records, files, documents, and other materials directly 
related to a student and maintained by the school or local education agency, or by a person acting for such 
school or local education agency, including but not limited to, records encompassing all the material kept in 
the student's cumulative folder, such as general identifying data, records of attendance and of academic 
work completed, records of achievement, and results of evaluative tests, health data, disciplinary status, test 
protocols and individualized education programs. 

Metadata: means information that provides meaning and context to other data being collected; including, but not 
limited to date and time records and purpose of creation Metadata that have been stripped of all direct and 
indirect identifiers are not considered Personally Identifiable Information. 

Operator: means the operator of an internet website, on line service, on line application, or mobile application with 
actual knowledge that the site, service, or application is used for K-12 school purposes. Any entity that operates 
an internet website, online service, online application, or mobile application that has entered into a signed, written 
agreement with an LEA to provide a service to that LEA shall be considered an "operator" for the purposes of this 
section. 

Originating LEA: An LEA who originally executes the DPA in its entirety with the Provider. 

Provider: For purposes of the DPA, the term "Provider" means provider of digital educational software or 
services, including cloud-based services, for the digital storage, management, and retrieval of Student Data. 
Within the DPA the term "Provider'' includes the term "Third Party" and the term "Operator" as used in applicable 
state statutes. 

Student Generated Content: The term "student-generated content" means materials or content created by 
a student in the services including, but not limited to, essays, research reports, portfolios, creative writing, 
music or other audio files, photographs, videos, and account information that enables ongoing ownership of 
student content. 

School Official: For the purposes of this DPA and pursuant to 34 CFR § 99.31 (b), a School Official 
is a contractor that: (1) Performs an institutional service or function for which the agency or institution would 
otherwise use employees; (2) Is under the direct control of the agency or institution with respect to the use and 
maintenance of Student Data including Education Records; and (3) Is subject to 34 CFR § 99.33(a) governing 
the use and re-disclosure of personally identifiable information from Education Records. 

Service Agreement: Refers to the Contract, Purchase Order or Terms of Service or Terms of Use. 

Student Data: Student Data includes any data, whether gathered by Provider or provided by LEA or its 
users, students, or students' parents/guardians, that is descriptive of the student including, but not limited to, 
information in the student's educational record or email, first and last name, birthdate, home or other 
physical address, telephone number, email address, or other information allowing physical or online 
contact, discipline records, 
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videos, test results, special education data, juvenile dependency records, grades, evaluations, criminal records, 
medical records, health records, social security numbers, biometric information, disabilities, 
socioeconomic information, individual purchasing behavior or preferences, food purchases, political 
affiliations, religious information, text messages, documents, student identifiers, search activity, photos, voice 
recordings, geolocation information, parents' names, or any other information or identification number that 
would provide information about a specific student. Student Data includes Meta Data. Student Data further 
includes "personally identifiable information (PII)," as defined in 34 C.F.R. § 99.3 and as defined under any 
applicable state law. Student Data shall constitute Education Records for the purposes of this DPA, and for the 
purposes of federal, state, and local laws and regulations. Student Data as specified in Exhibit "B" is 
confirmed to be collected or processed by the Provider pursuant to the Services. Student Data shall not 
constitute that information that has been anonymized or de-identified, or anonymous usage data regarding a 
student's use of Provider's services. 

Subprocessor: For the purposes of this DPA, the term "Subprocessor" (sometimes referred to as 
the "Subcontractor'') means a party other than LEA or Provider, who Provider uses for data collection, 
analytics, storage, or other service to operate and/or improve its service, and who has access to Student Data. 

Subscribing LEA: An LEA that was not party to the original Service Agreement and who accepts the 
Provider's General Offer of Privacy Terms. 

Targeted Advertising: means presenting an advertisement to a student where the selection of 
the advertisement is based on Student Data or inferred over time from the usage of the operator's Internet web 
site, online service or mobile application by such student or the retention of such student's on line activities or 
requests over time for the purpose of targeting subsequent advertisements. "Targeted advertising" does not 
include any advertising to a student on an Internet web site based on the content of the web page or in 
response to a student's response or request for information or feedback. 

Third Party: The term "Third Party" means a provider of digital educational software or services, including 
cloud-based services, for the digital storage, management, and retrieval of Education Records and/or 
Student Data, as that term is used in some state statutes. However, for the purpose of this DPA, the term 
"Third Party" when used to indicate the provider of digital educational software or services is replaced by the 
term "Provider." 
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