Standard Student Data Privacy Agreement
IL-NDPA v1.0a

School District or LEA
?(U‘cgbq Wanywe el O easd LS

and
Provider

Learning Genie, Inc.



This Stugent Data Privacy Agreement ("DPA") is entered nto on the date of full execution (the "Effective Date”)
“‘m‘m"mu""“hp Ao e €A

(e 3% L located at [Cosen seamion e "Local Education Agency” of "LEAT) and

[Learning Genie Incy jocated at [ AN ] [the “Proviger”).
WHERLAS, the Provder i grovdng educatonal or dgital servces to LA
WHEREAS, the Provider and LEA recognire the need 1o protect personally dentifiable student mlormation and
other reguiated data exchanged between them as reguired by appiicable laws and regulations, such as the Family
Educational Rights and Privacy Act [("FERPAT) 2t 20U S C § 12028 (M CFR Part 99); the Chidren’s Onbne Privacy
Protection Act ("COPPA™) at 15 US.C § 65016506 (16 CFR Part 312), applicable state privacy liws and repulations
ard
WHEREAS, the Provider and LIA dere 50 enter nto this OPA for the purpose of estabishing ther respective
oblgations and duties in rder 10 comply with applicable lews and regulations.

NOW THIREFORE, for good and valuable comaideration, LEA and Provider agree a3 follows:
1. Adescription of the Services 10 be provided, the categones of Student Data that may be provided by LEA
10 Provider, and other information speciic 10 thes DPA are contained in the Standerd Clauses hereto.

1 Special Provisiom. Check if Reguired

V| ¥ checked, the Supplemental State Terms and attached hereto a5 Exhibit *G* are hereby
ncorporated by reference into this DPA in their entivety.

¥ checked, LEA and Provider agree 10 the adatonal terms or modifications set forth in Exhibs
“H”. (Optional)

¥ Cheched, the Provider, hin ugned Exhibit “E" 10 the Stndard Ouunes, otherwise koown a4
General Offer of Privacy Terms

3. nahe event of 2 confict Between the SDPC Standard Cawdes, the State or Special Peovisions will contrel,
n the event there s confict between the terms of the DPA and any other writing, including, but noa
Brmsted 10 the Service Agreement and Provider Terms of Service or Privacy Policy the terms of this DPA
shall controd.

4 This DPA shall stay in effect for theee years. Exhibit [ will expire § years from the dete the onginal DPA
was signed.

5. The servces 10 be provided by Provider 50 LLA pursuant 10 this DPA are detaded in Cxhibit "A® (the
“Services" ).

6. Notices AN notices or other communication reguired or permitted %0 be given hereunder may be given
wia e-mail trasamission, or fint-clats mad, seat 1o the deugnated represeatatives below



The desvgnated representative for the LEA for this DPA i
Name: {')\\t}ﬂa(\tv‘ Alm s Tihe: SAveLrsd o Ta.u-um-)

Ao Teo N Scnstnvecu U, frolpet e e oo

Prone: DAY "B NS5l Emalt: Calm sgdis vy

The devgnated reperientatve for the Provider for this DPA &
Jing Shi rie. CEO/ Co-Founder

5860 Owens Ave, 250, Carlsbad, CA, 92008

Phone: (858)477-8282 Email: contract@learning-genie.com

IN WITNESS WHEREOF, LEA and Provider execute this DPA a1 of the [ ective Date.

LEA:

Printed Name: N4 Feomed ALms Tle/Position: DAY echor o Tawnuic yy
Provider:
by: 9 ‘ Date: 11/10/2022

Jing Shi CEO / Co-Founder

Printed Name Trie/Postion:




Verson 10
ARTICLE |: PURPOSE AND SCOPE

1. Pwpose of DPA The purpose of this DPA & 10 describe the duties and reipomilibes 1o protect Studest
Data iInchuding compliance with all applcable federal. state, and Jocal peivacy brws, rules, and regufations,
Ml 4y may be amended from lime 10 time In periorming these services, the Provider shall be considered
# School OfMcial with a leptimate oducational inmerest, and performing services ctherwine provided by
the LEA. Provider 1hall be under the deect control and supervision of the LEA with respect to its wse of
SLudent Data

1. Fudent Data to Be Provided n order 1o perfoem the Services descrided above, LEA hall provide
Student Data s entfed in the Schedule of Data, attached hereto s Exhibit “*

3. DPA Definitions The definiton of terms used in this DPA is found = Exhibil “C™. in the event of a conflicy,
defintions used n this DFA whall prevall over terms used in any other writing, Including, but sot hented
10 the Service Agreement, Terms of Service, Privacy Polices et

ARTICLE : DATA OWNERSHIP AND AUTHORIZED ACCESS

1. Hudent Dats Prepety of LEA. AN Student Dats transmitted 10 the Provider pursuant 1o the Service
Agreement is and will continue 10 be the property of and under the control of the LEA. The Provider
further acknowiedges and agrees that ol copees of such Student Data transmitied 10 the Provider,
ncluding any modfcations of additions or any portion thereo! from any sowce, are subgect 10 the
provisions of this DPA s the same manner ai the onginal Student Data The Parties agree that 25 between
them, ab rights, includng af intedectual progerty rights i and to Student Data costemplated per the
Service Agreement, Wil reman the eschaive property of the LEA For the purposes of FERPA, the
Provider shall be consdered a School OfMficial, under the control and direction of the LEA a3 it pertains to
the use of Student Data, notwihstanding the above

L. Pacent Access To the extont reguired By law the LEA wall establah reaionsble procederes by whch »
parent, legal guardian, or ehpbie studest may review Education Records and/or Stedent Duta correct
erronecus information, snd proceduwres for the tramsfer of student generated content %0 a personal
count, conusient with the functbonalty of services. Provider sl reipond in & remonably timedy
manner [and no later than forty five |45) days from the date of the request o pursuant 10 the teme frame
required under state Law for an LEA to respond to 2 pacent or student, whichever is sooner) 1o the LEA's
request foe Stadent Data in & itudent’s reconds held by the Provider 10 view Of cormect a3 necessary. In
the event that 2 parent of a student or Other indvidual COMACES the Provider 10 review any of the Studest
Data accessed pursuant 10 the Services, the Provider shall refer the parent of indaidual 10 the LEA, who

will follow the necenary and proper procedures regarding the requested nformation.

3. Separate Account If Student Generated Content is stored or maintained by the Provider, Provider shall,
M the reguest of the LLA, tramfer, or provide 2 mechanism for the LEA 50 transfer, sad Student.
Generated Content 10 & wparate sccount credted by the udent.
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Law Inforcament Requents Should law enfoccement o Other government entities [“Requesting
Parvy(ies)”) contact Provider with a request for Stedent Data held by the Provider pursuant to the Services,
the Provider shall notify the LEA In advance of » compelied diclossre 10 the Requesting Party, uniess

rwfully drected by the Rageesting Party not 80 inform the LEA of the request.

Subgeocessors Provider shall enter into written agreements with afl Subprocessors performing functions
for the Provider in order for the Provider to provide the Services pursuant to the Service Agreement,
whereby the Subprocessorns agree to protect Student Data in 4 manner no less itrisgent than the termi
of this DPA

ARTICLE Wi: DUTIES OF LEA

Provide Data in Complance with Applicable Lawy. LEA thall provide Studest Data for the purposes of
oBtalning the Senvices in compliance with all applicable federal, state, and local privacy lrws, rules, and
reguiations, all as may be amended from time 10 time.

Anosal Notification of fights. If the LEA has 2 polcy of disclosing Education Records and/or Student
Data under FERPA (34 OFR § 99 310a)(1)), LEA shall inchude 2 specification of criterls for determining who
constitutes a school oficial and what constitutes » leptimate educational interest i ity anousl
sotification of nghts.

Reasonabie Precaytions LEA shal take reasonable precautions 10 secure usernames, passwords, and
anry other means of gaining accest 10 the services and hosted Student Data.

Unawthorized Access Notification. LEA shall notity Provider promptly of any known unauthorued access.
LEA will assist Provider in any eMorts by Provider to mwestigate and respond 10 any unauthortied access

ARTICLE V: DUTIES OF PROVIDIR

Privacy Compliance. The Provider thall comply with all appicable federal, state, aad local lawy, rules, and
regulations pertainng Lo Student Data privacy and security, 3l as may be amended from time 10 time.

Agthorized Use The Student Dats shared pursuant 10 the Service Agreement, including periistent usigue
destfiers, shall be used for no purpode other than the Services outlined in Exhidit A or stated n the
Service Agreement and/or otherwise authorized under the statutes rederred to herein this DPA

Provider Employes Obligation. Provider thall requice all of Provider’s employees and agests who have
access 1o Student Data 10 comply with all appicable provisions of this DPA with respect to the Student
Data shared under the Senvice Agreement. Provider aprees 10 reguire and mantain aa Jppropriate
confidentiality agreement from sach employee or agent with atceds 1o Student Data pursuant 10 the
Service Agreement.

No Disclosurg  Provider acknowiedpes and agrees that & shall not make any re-dicledure of any Student
Data or anry portion thereol, inciuding without EmEation, user CoOMent or other Nnon pubic nformation
and/or personally destfable information contained in the Student Data other than a5 drected or



pormitied by the LEA or tha DPA. Tha prohitstion agsinst disclosere sthall not apply 1o aggregate
summavies of De-identified mformaton, Student Data disciosed pursuast 10 2 Unfully issued subpoens
or other legal process, of 10 subprocessors performuing services on behalf of the Provider pursuant 1o this
OPA. Proveder will mot Sell Student Data 10 any third party.

Redenified Data Provider agrees mot 10 attemgt 10 re- identify de dentfied Student Data De iontified
Data may be used by the Provider for those purposes alowed under FERPA and the folowing purposes:
(1) anunting the LEA or other governmental agencies in conducting reseanch and other studees. and (2)
reseanch and development of the Mrovider's educational wtes, services, or appiications, and o
demonstrate the efectiveness of the Services, and (3) for adaptive kearning purpose and for Customired
student learming. Provider's use of De-identified Data shall survive termination of this DPA or any request
By LEA 10 returs or desttoy Stedent Dets. Dxcept for Subpeocessors, Provider agrees not 1o transfer de-
identified Student Data 50 arvy party uniess (4] ThAL party agrees in writing not 50 attempt re-ideatification,
and (B} prior written sotice has been given 10 the LEA who has provided prior written consent for such
tramafer. Prior 10 publishing any document that names the LEA explicltly or indirectly, the Provider shall
obtan the LEA™S written approval of the manser in which de - identified dats o presented.

Dhgosition of Oata Upon written regeest from the LLA, Provder shall disgose of o provade » mechanam
for the LEA 10 transfer Student Data obtained under the Service Agreement, within sisty (60) days of the
dete of said request and according 10 2 schedule and grocedure a5 the Parties may reasonably agree.
Upon termination of tha DPA, # no written request from the LEA is recewed, Provider shall dapose of ol
Student Data after providing the LEA with reasonable prior notice. The duty 10 dispote of Student Data
shall not extend to Student Data that had been Deddestfod o placed In 2 separate student account
pursuant 1o section 1l §. The LTA may employ & “Directive for Disposition of Data®™ foem, 2 copy of which
15 attached hereto as Exbibil "D* If the LEA and Provider employ Exhibe “D." no further written request
Or notice 15 required on the part of either party prior 10 the Ssposition of Studen Data descrided in Exviba
-

Advertising Limitations, Provider &5 grofitated from wing disclosng, or selbng Student Data 10 (a) inform,
influence, or enable Tarpeted Advertining. or (b) develop a peofie of 3 student, famedy member/guardan
of grovp, for any purpose other than providing the Service 10 LEA. This section does not prohibst Provider
from wsing Student Data (i) for adaptive learmng o customired student leameng (Inciuding peneratng
personalaed learning recommendations). o (M) 1o make prodect recommendations to teachers or LEA
employees, o (i) 10 notify sccount holders about new education product updates, features, or services
Of from otherwite wsing Student Data as permitted in this DPA and 1 aoomparing exhibits

ARTICLE V: DATA PROVISIONS

Data Storage Where required by applicable Law, Student Data shall be stored within the United States
Upon reguest of the LLA, Provider will provide a list of the locations where Student Data i stoved.

ARfits. No more than ance a year, Of following unauthorised access, upon receipt of & wiitten fequeit
from the LEA with at least ten (30) Busness days’ notice and wpon the execution of an apprograte
confidentiality agreement, the Provider will aliow the LEA 1o audit the security and privacy messeres that
are i place 20 ensure protection of Student Data of any portion theveol as it pertang 10 the delivery of
services 50 the LEA . The Provider will cooperate reasonably with the LEA and any local, state, or federal



AenCy with Oversight 3uthor Ry 0F Jrsdiction in connection with any aude or investigation of the Provider
and/or delivery of Services 10 students and/or LLA, and shall provide reasonable access 10 the Provider’s
Dok, M, agents and LEA's Student Data and all records peraising 10 the Provider, LEA aad delvery
of Services 1o the LEA. Falure 10 reasonably cooperate shall be deemed 2 material breach of the DPA

Data Security. The Provider agrees 10 utilee adminivirative, physcal, and technical safeguards detigned
10 protect Student Data from wnawthornzed access, disclosure, acQuistion, destruction, use, or
modAcation. The Provider shall adhere to any apphcable lLyw refating to data security. The provider shall
implement an adeguate Cybersacurity Framework based 0n cne of the nationally recognised standards
set forth set foreh in EXBIbIL “F°. Exchusions, virlations, of exemplions 10 the identified Cybersecurity
Framework must be detalled in an attachment to Exibit “N*  Additiorally, Provider may choose %o
further detall ity security programs and measeres that augment or are in addition 1o the Cybersecurity
Framework in Exhibit “F". Provider shall geovide, in the Standard Schedule 1o the DPA, contact
nformation of an employee who LEA may contact if there are any data security CONCemMSs OF Questions,

Oata Begach In the event of an usauthoried release, disciosere Of acquisition of Studest Data that
compromises the security, confidentiality or integrity of the Student Data mairtained by the Provider the
Provider shal provide notification to LEA within sevesty-two (72) hours of corfirmation of the incident,
wnless notification within tha time bmit would disrupt inveiigation of the incident by law eaforcement.
M suth an event, notification shall be made within a reasonable time after the incident. Provider shal
follow the following process:

(1) The security breach notification descrided above shall include, at 3 minimum, the Sollowing
nformation 10 the extent known by the Provider and as it becomes avallable:

L The name and contact information of the reporting LEA subject 10 this section

& Alst of the types of personal information that were or are reasosably believed to have
been the subject of & Breath

. i the nfoemation i possidie 1o determine at the time the notice is provided, then either
(1) the date of the breach, (2) the estimated date of the Sreach, or (1) the date range
within which the breach occwrred. The notification shall also intiude the date of the
notice.

N. Whether the sotfication was defayed 33 3 resuit of 3 bw enforcement inwestigation, if
that information i possbie to determine M the time the notices i provided; and

v. A goneral description of the Breach incident, ¥ that information is podsible to determine
at the time the notice |s provwded.

(2) Provider agrees 1o adhere to all federal and state reguirements with respect to a data breach
related 10 the Student Data, ncluding, when appropnate of required, the required responsibiities
and procedures for notfication and mitigation of any such dets breach

(3] Provider further acknowledpes and agrees to have 2 writien incident response plan that reflects
best practices and is consstent with ndustry standards and federal and state law for responding
10 2 data breach, breach of security, privacy incident o unauthoriced scguintion o use of Student
Data or any porticn theredd, induding personally identfabie information and agrees 10 grovide
LEA, wpon request, with 3 summmary of sad written incdent response plan



(€) LEA shall provide notice and facts surrounding the Dreach 1o the affected students, parents of
guardiany

{S) W the event of a beeach onginating from LEA's use of the Service, Provider shall cooperate with
LA 10 the eatent necessary 10 expeditionnly wecwe Student Data

ARTICLE Vi: GENERAL OFFER OF TERMS

Provider may, by signing the sttached form of “General Offer of Privacy Terms™ (General Offer, attached hereto
#s Exhiit “E"), be bound by the terms of Exhibit “E” 10 any other LEA who siged the acceptance on sakd [xbibie
The form i Smited by the terms and conditions described therein

ARTICLE Vit: MISCELLANEOUS

1. Teemination. in the event that either Party seeks 1o termnate this DPA they may 40 30 By mutusl weitten
consent 50 long a4 the Service Agreement his lapsed of has been terminated. Fither party may termnate
s DPA and any service agreement o CONMIACT if the other party breathes any terms of this DPFA

2. Wfect of Termination Survival If the Service Agreement is terminated, the Prowder shall destroy all of
LEA'S Stadent Dats pursuant to Article IV, secton 6

3. Priorty of Agreements This DPA shall govern the treatment of Student Data s order 10 Comply with the
privacy protections, inclusing those found in FERPA and ol apphcable privacy statutes identified in this
DPFA_ In the event there & confict between the terms of the DPA and the Service Agreement, Terms of
Service, Privacy Polcies, or with any other Sid/R5P, lcerae agreement, or writing, the terms of this DPA
shall apply and take precadence. In the event of & confiict between Lahibit M, the SOPC Standard Clauses,
andjor the Supplemental S2ate Torma, Dbt M will control, followed by the Supplemental State Terms
Encept as described o this paragraph heren, all othar provisions of the Service Agreement thal remain
n effect.

A Entire Agreement This DPA and the Service Agreement constitule the entive agreement of the Partion
relating 20 the subject matter hereol and supersedes all ror COMMUNKITIONS, fepresentations, of
agreements, oral or written, by the Parties relating thereto. This DPA may be amended and the
observance of any provision of this DPA may be watved (either generally of in any partCulas initance and
ether retroactively or prospectively) only with the sgned writtes (onsent of both Parties. Neither fadlure
nor delay on the part of amy Party in esercaing any right, power, O privilege hereunder shall operate as 2
waiver of such rght, nor shall any single or partial exercise of any such right, power, of priviiege prechude
any further exercise thereol o the exercive of any other right, power, or privilege.



1.

Severabilny. Ary provision of this DPA that is prohibited or unenforceable in any jurisdiction shal, a5 to
such jurisdiction, be ineffective to the estent of such prohibition or unendorceabilty without invalidating
the remaning provisions of ths OPA, and any such probibton or unenforceabiity s any jurisdiction whal
not isvaldate or render unenforceable such provison In any other juriudiction. Notwithstanding the
foregoing, If wuch provision cosld be more narrowly drawn 30 43 Not 10 be prohibited or unenforceable in
such jurisdction while, 3t the same time, mantaning the intent of the Parties, @ Sall, a5 30 1uch
juris@iction, be 30 sarrowly drawn without invalidating the remaining peovitions of this DPA or affecting
the validity or enforceabibty of such provition ia any other jurisdicbion

Governing Law; Venue and uridiction THIS DPA WILL BE GOVERNED BY AND CONSTRUED ™
ACCORDANCE WITH THE LAWS OF THE STATE OF THE LEA, WITHOUT REGARD TO CONFUICTS OF LAW

PRINCIPLES. EACH PARTY CONSENTS AND SUBMITS TO THE SOLE AND EXCLUSVE JURISDICTION TO THE
STATE AND FEDERAL COURTS FOR THE COUNTY OF THE LEA FOR ANY DISPUTE ARISING OUT OF OR
RELATING TO THiS DPA OR THE TRANSACTIONS CONTEMPLATED HEREBY.

Successors Bound: This OPA is and shall be binding upon the respective succrisers in interest 1o Provider
In the event of a merger, acguistion, consolidation or other business reorpanization oc sale of ol or
substantially ab of the assets of such business In the event that the Provider wils, menges, or otherwie
disposes of 3 buniness 10 & wcessor during the torm of ths DPA, the Provider shall provide written
notice 10 the LEA no Wter than suty (60) duays after the cosing date of sale, merger, o daposal. Such
notice shal nclude 3 writlen, Sgned assurance That the successor will assume the obligations of the DPA
and arry cbgations with respect 10 Student Data within the Service Agreement. The LEA has the authority
20 terminate the DPA if it disapproves of the successor 1o whom the Provider is selling merping, o
otherwise dsposing of its Business

Authority. Each party regeetents that & &5 awthored o bind 10 the terms of this DPA, including
confidentialty and destruction of Stedent Dats and soy portion thereo! contained therein, all related or
associated nstitutions, Individuals, employnes of CoNlractors who may have a0Cess 10 the Student Data
and/of any portion thereo!

Walver No deley or omisuon by either party 10 eotrtise any right hereunder shall be construed as a
waver of ary such right snd Soth partied reserve the right 1O exercie Aty Such right fom time 10 time,
s often as may be deemad expedient



EXHIBIT A"
DESCRIPTION OF SERVICES

Portfolio & Assessment Module

This module enables easy collection and tracking of child assessment data (California DRDP2015 standards or
other Portfolio based assessment), including child observation notes with evidence with voice-to-text, tagging of
DRDP measures, auto-generation of digital portfolios, assessment ratings, progress tracking, and class planning for
group and individualized instruction. It also includes a Dashboard for monitoring assessment quality and progress
and weekly summary reports sent to all users.

Analytical Data Hub Module (since 2021)

This module generates California Department of Education-approved Child Assessment reports on child, class,
center, group/cohort, and agency level with customizable filters on demographic attributes. It supports school
readiness goal tracking, parent-teacher conferences, class and lesson planning, and quality monitoring and
improvement for better child and program outcomes. For CA state-funded programs, data are automatically sent to
the state system via API through this module.



Emad

Applcation Technology | 1P Addresses of users, Use of cookies, etc.
Apphcation Use STatiSTCS | Meta dats o5 user isteraction with apphcation =
Assersmant Standardized test scores = =2
Otrservation data
Other assessment data-Plesse spectly:
DRDP
Astendance Student school {daily) attendance data
Studen class atteadance data
Communcaticns %MMCMNW
Conduct Conduct or behaviora! data B
“Demographics | Date of Birth
Place of Brth
Gender %]
Ethacity Of race
Language information (native, o¢ primary language spolen by
Other Semographic information Flease specdy
p——
Envoliment Student whoo! enrcliment v
Student grade level v
Momeroom [
Geadance coumelor
Spechic curriculum programd
Year of gradustion B
Other enroliment information-Mease specty
Paront/Guardan Conmact | address
Informaton v




Parent D number (created to bnk parents 10 stedents)

]

Pacent/Guardan Name J.'wa
S hedule Student scheduled counses
Teacher names

Specal Indwator | Engish tanguage lnareer information
Low income status
Medical alerts/ heakh data

Shudent daatebey nformation 2]
Speciaiired education services (P or 504)

Lving seuations (homeless/Toster care| ]

L |
Student Comtact Address .
Indormation P—

| Mhane B
Student identifiers Local (School dintrict) 1D sumber %

State ID number ’

Prowder/App asigned student O number m

Student app wsername 5t]

Stadent agp pastwords inj

- Studest Name Farst and/or Lant .
Student in Agp Program/apphcation performance (typing program student B
Pertormance mwmmﬁ!wmwm
“todert Program ACRIEmC Or exraCMTICAMr SCTvities 3 student may betong 10 D
Memberihep of partipate in ‘
w 'mmbmum D |
Student work Student generated content; wiiting, pictures, etr. T

Other student work data -Mease specity
Transcnpt Studert (Ourse grades |

Student course data




Transportation Student Bus asugrment

Sudent pick up and/or dropg off location
Stodent Bus card 1D sumbder

Other transportation data — Please specify:

Other Please st each addtional data element used, tored, or I l

colected by your application

None T No Student Dats colecsed at this time, Provider will D
immedately notify LEA if this designation is no longer
apolcable.




De-identified Data and De-ddentification Records and information are considered to be De-identified when af
persanally identifiable information has Been removed or oacured, such thal the remsaning information does not
ressonably identify a speofic Individual, incheding. but mot bmited 10, any formation that, alone or s
Ccombination i inkabie to » specific student and provided that the educational agency, or other party, has made
» redsonabie determnation that a student s dentty & not perionally ientduble, Lalung 0 account reatonable
wvalabie viormation

Educational Records [ducationsd Records are records, files, docurments, and ofther maternaly drectly related 1o 2
student and maintained by the school or ol educaton agenty, o by a person acting for sach school or locsl
ducation ageecy, Including et not Revited 10, records encompassing ol the materiad kept In the student’s
Cumulative folder, sach as general identifying data, records of attendance and of academic work tompleted,
records of achevement, and results of evaluative tests, health data discpinary staten, test protocols and
ndvdusised education programs.

Metadata means information That provides meamng and contes! 10 other dats bewng collected, inChuding, but not
Smfted to date and time cecords and purpose of creation Metadata that have been strigped of all dvect and
“dredt identifiers are not consdered Peronatly idertfatie Information

Operator means the operator of an intemet website, online service, Onine JPPSCILON, O MOobide APPRCITION with
chud knowiedge that the site, service, or appiication iy wed for K-12 school purposes. Ay entity that operates
a0 imernet webste, onkne service, onkine appiication, or mobie sppication that has entered indo a signed, written
Agreement with an LEA 1o provide 2 service 1o that LEA shall be considered an "operator” for the purposes of this
echon

Oviginating LEA: An LEA who originally executes the DPA in its entirety with the Proveder

Provider. For purposes of the DPA, the Lerm “Provader™ mean provider of dgnal educational 1oftmace O services,
ncluding clowd based services, for the dignal storage, management, and retrieval of Studest Data Withan the DPA
the term “Provider” nchudes the term “Thind Party” and the term “Operator” a5 used in applcable state statutes

Stwdent Genersted Content The term “Student Geserated Coment™ means materials or contenm created by »
Mudent in the services including, but not Smted 10, £353y3, re30arch regorts, Portiolos, Creative wiiting, music or
other ausho fles, photographs, videos, and account nformation that enables ongoing ownershg of student
comment

School Official: For the perposes of this DPA and purssant 10 3 CFR § 9901000 » School Offciad is a contracton
that: (1) Performs an instinutional service o function for which the agescy of malitution would ofherwise use
employees, (1) Is under the dwect control of the agency Of NSTAUTION with resgect 10 the use and mantenance of
Student Data including [ducation Records, and (1) & sebject 1o 34 CFR § 99 1Ma) governing the wse and re-
Gacionure of Perwomaly Mentfiable information from Education Records.

Service Agreement: Refers to the Contract, Purchase Order o Terma of Service or Terms of Use

Stwdent Data: Student Data nchades any data, whether gathered By Provider of provided by LEA of its users,
Students, or studesty’ perenty/puardans, that is descriptive of the student nchading, but not kmited 10,



information in the student’s educational record or emadl, first and last name, birthdate, home or other phyucal
sddeeny, telephone ngmber, email address, or other nformation sllowng physical or anine contact, daciplne
records, videos, 1e3t results, special education data, jevende dependency records, grades, evaluations, criminal
recoeds, medical records, health records, soclal security numbers, blometric nformaticn, daabiities,
weioeconomic information, individusl purchasieg Beharvier o¢ preferenced, food purchades, poltical aMilations,
relgious iInformation, tex! mestages, documents, student identifiers, search activity, photos, voice recordngs,
geolocation nformation, parents’ names, of any other indormation or identification rumber that would provide
nformation about » specific student, Student Data includes Meta Data Stadent Data further includes “Personally
dertifabie indormation (M)," o delined in 34 CFR. § 99 .3 and a3 defined under any appicable state law. Studemt
Data shall comsitute Education Records for the purposes of this DPA_ and for the purposes of federal, state, and
local Laws and regufations. Student Data as specified n Lxhibit *B* s confiemed 10 be collected or processed by
the Provider purssant 50 the Services. Student Data hall not constitute that mformation that has been
anoeymited o De identified, of anSOyMOUS Usage data regarding a student’s use of Provider's senvices.

Subprocessor: for the purpotes of this DPA, the term “SuBproceisor” (sometimes referred 10 as the
"SuUbcontractar”] means a party other than LEA or Provider, who Provider uses for data collection, analytcs,
Borage, or other service 10 operate and/or improwe its service, and who has acoess 1o Stadent Dats,

Subscribing LEA. An LEA that was not party 10 the onginal Service Agreement aad who accepts the Provider’s
General Offer of Privacy Terms.

Targeted Advertining: means PDresenting an advertisement 10 a student where the sefection of the advertisement
5 based on Stedent Data or inferred over time from the usage of the operator’s Internet web site, onfine service
or mobie appication by sech student or the retention of such student's online activities o requetts cver time for
the purpoie of targeting subsequent advertisements “Tarpeted Advertising” does not inchude ary advenising 10
2 Student on an Internet web ste based on the content of the web page or in response 10 3 student's resporae or
request for information or feedback.

Third Party. The term “Thied Party™ means a provider of dgtal educational software or services, Including clowd-
based services, for the Sgital storage, management, and retrieval of [ducation Records and/or Student Data, as
that term i wied In some state statutes. However, for the purpose of this DPA, the term “Thind Party” when wied
10 Indicate the prowder of dgital educational software or services is replaced by the term “Prowvider.”



EXHIBIT D"
DIRECTIVE FOR DISPOSITION OF DATA

Prowvider to dapose of data cbtained by Provider pursuant 10 the terms of the Service Agreement between
LEA and Prowider. The terma of the Dipostion are wt forth below

1. Extest of on
Disposition & partisd. The categories of data 10 be dsposed of are set forth below or are found in
AN MLAAMen] 10 this Directive
|

{
21 ougosttion s Complete Disposition extends to all categories of data

" Disposition shall be by destruction or deletion of data.

4 Disgoaition shall be by & transfer of data. The dats shall be tramaferred 10 the following wte 2
folbows

| |

3. hedule of DUROSARN

Data shall be dsposed of by the following date:
As 1000 a3 commercially practcable
By | )

4. Spature

Authongsed Reprosentative of LIA Date

5 Verification of Disposition of Data
Jing Shi - Learning Genie, Inc: 11/10/2022
Autrorzed Representative of Compary Date




EXHIBIT "E"
GENERAL OFFER OF PRIVACY TERMS

1. Offer of Torrms

Provider ofMers the same poivacy protections found in this DPA between it and

(“Originating LEA") which is dated . 10 pewy other LEA ["Sebsacribing LEA™) who accepts this General
Ofer of Privacy Terms ("General Offer”™) through s sgaature Below. This General Offer thall extend only 10
privacy protections, and Provider’s signature shall not necessarily bind Provider to other terms, sech a3 prce,
term, or schedule of services, or 10 any other proviion not addressed in tha DPA. The Provider and the
Subncrbing UEA may also agree to change the data provided by Subscribing LEA 10 the Provider 1o swit the
enigue needs of he Subdcriding LEA. The Provider may withdraw the Generad Offer in the event of (1) »
material change in the appiicable privacy statues, (7) & matera! change in the services aad products ksted »
the cognating Service Agreement; or throe (3) years after the date of Provider's signature 10 this Form.

Skl At e wd e gt R
10 Provider a1 e following emal address contract@learning-genie.com
' 11/10/2022
sY: ggz” Date:
Printed Name: Jing Shi Teie/Poskion: CEO / Co-Founder

2 Subscribing LEA

A Subscribing LEA, by signing 2 separate Service Agreement with Provider, and By s signature below, sccepts
the General Offer of Privacy Terms. The Subacribing LEA and the Provider shall therefore be bound By the same
1erms of this DPA for the term of the DPA between the

and

STPRIOR TO ITS EFFECTIVINESS, SUBSCRIBING LEA MUSY DELIVER NOTICE OF ACCEPTANCE TO PROVIDER
PURSUANT TO ARTICLE Vo, SECTION 5. **

Subscribing LA

BY: &Aﬂ’/ Date F1 eas

Printed Name: __ 5 sine @ Title/Position: CACEMw b Sethmiw |4
SCHOOL DISTRICT NAM: Qro-peck Neant s Sined st 13

DESIGNATED REPRESENTATIVE OF LIA:

Name (padaived Aum s

Tithe Diéeonl o Tecmnong—y

Addrets: Fro N. Znconeec kad

Telephone Number BB -5550

[mail: Calm Sed Ve o |




L O
DATA SECURITY REQUIREMENTS

Adequate Cyberiecurity Frameworks
2/24/2020

The [ducation Security and Privacy Exchange ("Edspex”) works i partnership with the Stedent Data Privacy
Consortiom and Industry leadens to mantan a ist of known and credible cybersecunty frameworks whch can
profect dgtal learming ecosystems chosen Based on & st of guiding cybersecurity principies® (“Cybersecurity
Frameworks”) that may be utfaed by Provider .

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S)
q -
Netonal institute of Standards and NIST Cybersecurity Framework Veryon 1 1
Technology
Natwonal mstitute of Standards and NIST 5P 500 53, Cybersecurity Framewerk for
Technology mgroving Critical Infrastructure Cybersecunty
(C57), Special Publcation 800-171
Imernational Standards Ovganization Information technology — Security techagues
= INOMAtON SeCurty management Systems
050 77000 series)
T 1
[]] secure controts feamewses counct, e | security Controts Framework (507)
g Center for Intermet Secunty Q5 Crinical Security Controls (CSC, €15 Yop 20)
Office of the Under Secretary of Defense for | Cybersecurity Maturity Model Certification
Acquisition snd Sustainment (OUSDIARS]) im-smm

Please wait 21 J/www odsoe s o for further detods 0Dout the aoted framewovis
*Cybenecwrty Principles uned 10 choose the Cybersecunty Frameworks are located here

SRR L AR A » - - - - - L



EXHIBIT "G" - Supplemantal SOPC (Stwdent Data Privacy
Consortium) State Terma for llincis
Version L-NDPAVT O (Revised March 15 2021)

Ths Exhibit G, Suppements SOPC Saate Terms o Bnos (“Swpplementsl Sue Terrs™), effective
simutancously wilh the atached Shudert Data Privacy Agreement ((DPAT) &y  and Between
Pomgent B gra % bntt [ 71 “Local E‘l‘m
TEXT 8 Tearning Genie, Inc. o (the ?.'
mcorporated i the atached DPA and amends e DPA (and al supplemental terms and condtions and

poicies appicable 10 the DPA) as follows.

1. Compillance with Illincis Privacy Laws, In performing 25 obigations under e Agreement. e
Provider shall comply with all linoa lews and feguintons pertmning 10 student data privacy, confdentalty,
BN MEMONACS, INCILENg But not Imited 10 he Iincis School Student Records Act (ISSRAN), 105 LCS
107, Mental Heaith and Developmental Disabdties Confdentaity Act "WMDOCA™)L 740 ILCS 110/, Stedent
Oniing Personal Protection Act ("SOPPA™. 105 L.CS 85/, idensty Protection At ("IPA"). 5 ILCS 179 and
Personal Isformaton Protection Act ("PIPAT). 315 ILCS 530/ and Local Records Act (LRA"), 50 ILCS 204

2 Definition of “Student Data ™ v a0dton 10 Me definion set forth n Exhibit C, Student Data
nciudes Aty And M NoMaton concerning @ siudent by which a student may be ndividually identfed
under appicabie lnoss aw and regulations, Inciuding but not imited 10 (a) “coversd informaton.” a8
defined in Secton § of SOPPA (105 ILCS BNS). () "school studect recosds™ 38 tThat tem i defined in
Section 2 of ISSRA (105 1LCS 102a)) (€) “records” a8 Bat Serm o defined snder Secson 1102 of Me
NMODDCA (740 R.CS 1102, and (d) “perscnal information” as defined in Secson 5305 of PIPA

3 School Official Designation. Pursuant to Arcie | Paragraph 1 of the DPA Standard Clauses.
and 0 accordance with FERPA, ISSRA and SOPPA. n performing s obigations under the DPA the
Provider is acing a5 3 school offical with legtimate educationsl miersal is performeng an instutional
2MICE Of Iuncion for which the LEA would 0Bhrwise use i1 Swn emgioyees, & under the drect contol of
e LEA with teagect 15 the use and maistanance of Student Data. and s using Student Data only for an
SN2l purptde and in fumherance of such legtimate educational interest

4  Umations on Re-Oisciosure, The Provicer shal not re-dacioss Studest Dats 10 any ofher party
O At WHNGLE Ihe xpress wiltten persasion of Mo LEA o purscant 10 coun onder. uniess soch
dacionure o ciharede pormiied under SOPPA, ISSRA FERPA, and NHDOCA Provider will not sell or
rert Stusent Data ' the event another party, nchuding law enforcement or 3 government enlity, contacts
the Provider with @ reguest or subpoena for Student Data in the possession of Be Provider, e Provder
shall redirect the ofher party 15 saek the data deectly om the LEA 1n B event the Provider is compelied
10 produce Student Data 10 ancther party in COmphance with a count order, Provider shal notfy the LEA at
least Sve (5) schoot days v advance of the court ordered Gsciosure and. Upon request. provide the LEA
with 2 Copy of the COut Onder requring such deciosure

5 Notices. Any notce delivered pursuant 1o the DPA shall be deemed efective. a3 applicable vpon
recept 33 evidenced by 1o date of YansmIsson NACated on the rarsmesson matenal # by e-mal or four
(4) Says afer madng. f by fesiclass mad postags prepacd

6 Parent Right 10 Access and Challenge Student Data. The LEA shal estatish reasonatie
procedures pursuant 15 which 8 parert. #s it term & Sefined n 105 ILCS 1020g), may nspect andkr



copy Student Data and'or challenge the Jcowacy. relevance Of propriety of Student Data, pursuant
Sectons 5and 7 of ISSRA (105 A.CS 09, 108 8.C5 10/7) and Section 13 of SOPPA (105 ILCS 8523} The
Provder shadl respond 10 any request by the LEA for Student Data in the possesson of the Provider when
Provder cooperaton & regured 10 aford a parent an opporiuntly 10 INspect andior copy the Saudent Dets,
£0 later than 5 Busness days Fom the date of e reguest |n e event that & parent contacts e Provder
aeeclly 10 Napect andior copy Siudent Data, the Prowvder shall refer P parent 10 e LEA wheh shad
40w e necessary and proger procedures regarang Pe requesied Student Data

7 Cormections 10 Factual inaccuracien, In e evert hat the LEA determngs hat the Provder s
martanng Sudent Data Pl contams 8 factusl Inacturacy, #nd Provider COCOEAB0N » requited n onder
15 make & corection, the LEA shall notdy the Provder of the factusl maccuracy and the comection 1o te
made No ater than 50 calendar days aler recenvng the a0tce of Pe fachual nsccuracy, e Provider shal
correct the factud NacoWacy and shall provide waiien confiemation of the correcton o the LEA

8 Security Standards. The Provider shall wngloment and mastan commercialy raascnatie
Socurly procedures and practices Ihat Oherwise meet Of exteed Indusly Mandads desgned 1o protect
Student Data from unauthonzed S00ess, JOSIUCEon, use MORCAtON, O disclosure. NCluding Dut  not
mied 1 the UNSUHONZed CQustion of Computened data that CoOmpromses the socunty, confdentanty
o mhegrity of e Student Data (a “Securty Dreach™) For puposes of he DPA and Ps Bt G
“Securty Breach™ does not nciude B good fath acgustion of Student Deta by an empioyee or agent of
o Provider or LEA 1o 2 0otmate educationsl o admmairatve purpose of he Provider o LEA s bng
s he Student Dama s used solely for purposes permiied by SOPPA and other agpiicable law, and 30
0ng as the Studert Data is restncied from futher UnauUNoZed deciosure

¥ Security Breach Notification. In adaton 1o the mlormation enumerated = Adticle V. Secton 4(1)
of the DPA Standard Clauses, any Securty Breach notScation provided Dy the Provider 1o e LEA shal
nohude

& At of e students whose Studect Dats was medived n o & fascnably beleved o
Rave Been Pwvoived n he brasch £ known and

b The name and contact nformanon for an employee of he Provider whom parents may
contact 1o Ingure about the treach

10 Reimbursement of Expenses Associaied with Security Breach, In e evert of & Securty
Breach Pat s Mrbutable 1o he Provider. the Provder shall resmturse and ndemty the LEA for any and
o costs and expenses that the LEA incurs n nvesigating and remedating the Securty Braach winout
rogard B0 any Wmitation of kabity provison Otherwse agreed 1o between Provider and LEA. inciuding bet
not lmated 10 costa 8nd Expensos SSs0Cated with

& Prowdng notifcabion 10 the parents of those students whose Siudest Data was
compromsed and reguiatory agences or other erbites a5 required Dy law or condract

B Provding cedt mondonng 10 thoss students whoss Student Dats was sxposed n &

manner durng he Security Braach (Nt & feRsonadie Derson would Debeve My IMpact
me student's crodt or Enancial securnty

¢ Legal Sees. audkt costs. Snes. and any ofher fees Or Samages Imposed aganst e LEA



45 8 resul of e security treach. and

d Proviang any other notficatons or fluliing any other reguirements adopted by the
Wincis Suale Board of Education of under oter State of federdl laws.

11 Transder o¢ Delotion of Student Dats. The Provicer shal review, 00 an anual basis, whather
e Studest Data 1t has received pursuant 10 the DPA contnues 10 be needed for the purposels) of the
Service Agreoment and tha DPA. If any of the Saudent Data is no longer needed lor purposes of the Service
Agreement and ths DPA_ the Provider will prowide writien notice 1o the LEA as %o what Saudent Dats s no
longer needed  The Prowider will delete or Fransfer Student Data in readatie form 10 the LEA. a8 drected
By the LEA (which may be effectiuated Brough Exhit D of the DPA) within 30 calendsr days # the LEA
Maguasts deletion of Lransfer of P Student Data and shall provide welien confimation 10 he LEA of such
deleton of vansier. Upon lenmnation of the Service Agreement beteeen the Provder and LEA. Provider
shall conduct a fnal revew of Student Data within 60 calendar days

If Pe LEA recerves a request hom 3 parent. a8 that feem is defined in 105 ILCS 102(g), that Stedent
Data Deing held by e Provider be Saleted, the LEA shall deter=ne whather the requesiod deletion sould
violate State andior foderal seconds aws In the event such deleton would not viclsle State or federal
records lawd. B LEA shal forwarnd the reguest for deleton 10 the Provider. The Provider shall comply with
he request and delete the Student Data wihin 2 reasonabie tme penad afler recenving De request.

Any provision of Stedent Data %0 !he LEA from e Provider shall be Fansmitied in a format
readable by the LEA

12 Public Posting of DPA. Purseant 1o SOPPA, the LEA sl putiah on 25 websie & copy of Pe
DPA Setwoen he Provider and B LEA indiuding this Exhitt G

13 Subcontractors. By no later than (5) business days after the date of executon of he DPA, Pe
Provider shall provide e LEA with a st of any subcontracions to whom Studert Data may be deciosed or
2 Wk 190 2 page on the Providers webste that Cearty bsts any and afl subcontracion 10 whom Student Dats
may te daciosed This bst shal af 3 minkmum, be updated and provided 10 he LEA by e begrning of
each fiscal yedr (July 1) 8nd ol the beginning of each calenda’ year (Janusry 1)

14 DPA Torm,

s Original DPA. Paragraph 4 on page 2 of 1o DPA seling a three-year tarm v the DPA
shail Bo deleted, and e folowing shal be insened in heu thereof. “This DPA shal be
eflactive upon the date of sgnature by Provider and LEA, and shall reman
n e¥oct a5 between Provider and LEA 1) for 30 long as he Senvices ae beng
provided 10 1o LEA of 2) usti the DPA i terminated purscant 10 Secton 15 of this Exvitat
G, whchever comes first The Exhitet E General Offer el expre Tree (3] years from the

date De ongnal DPA was sigred ©

0 General Offer DPA. The Sllowing shal Be maeried a8 2 cow scond sendence n
Paragraph | of Exhbit £ “The provisions of e orgnal DPA offered by Provider and
sccapted by Subecritang LEA putsusnt 15 this Exhitat £ shall semaen in effect as Detesen
Provider and Sutecrbng LEA 1) for 30 1090 as Ne Services are Deng provided W0
Subscriteng LEA or 2) ontl e DPA i termnatod pursuant 1o Secton 15 of ths ERt G,
whichever comes fiest ™



15 Termination. Patagraps 1 of Amcle VI shalt e deleted  and the Ioliowng shal Be insered n bew
thereof “In the event ather Pamy sesks 10 terminate ths DPA they may 00 50 Dy metual wolien
consent 30 1ong as Te Service Agreement Nas lagsed or Deen terminated One party may tenmenate
this DPA ypon 3 matenial Breach of this DPA by e ofher party. Upon leemination of the DPA_ the
Sarvice Agreemont shal ferminate -

16 Privacy Policy. The Prowider must pubiicly dacione mutensl informaton sbout 43 collocson, use,
and dsciosure of Student Data intiudeg Dut not keited 10 pubishing 8 terms of service
agreement, privacy PORCY. OF simiar document.

17 Minimum Dats Necessary Shared. The Provider atieats ot e Saudent Data reguent By the
Provider from e LEA i onder for B LEA 10 access the Provider's products andor senvices s
brrsted %0 the Student Data that & adequate, televant and herited 10 what is Necesslry 0 relabon
10 the K12 schoo! purposes for which £ s peocessed

18 Student and Parest Access. Access by students of parenta'guardans 10 Te Provder s programs
o sarvices governed by the DPA of 1o sy Stadent Data stored By Provider shall not be condtoned
Upon ageement by Do pateniyvouaSans % wave aty of The Mudent dats confdentaity
resiricoons o & lessenng of any of the confideniaity of DAVACY rocuraments contaaned 0 ths
DPA

19 Dats Storage. Prowvider shall store s Student Data shared under the DPA wehin the Unted States.

20 Exhibits A and B. The Sorvices descrited i Extitel A and the Schedule of Data in Exhin 8 10
the DPA satafy tre requiremants i SOPPA 10 ncude  statement of the product of senvice beng
proweded 10 the school Dy the Provider and 2 ksang of the Categones o types of covered information
10 be provides 1o e Provider, respecively.



EXHIBIT "H*
Additional Terms or Modifications
Version

LEA and Prowider agree 10 the following adational terms and modficatons:

This is & free text field that the parties can use 1o add or modify terms in or 1o the DPA_If there are no
A0Snonal or modified 1eems, this Neld should read “None ™

None






