EXHIBIT "H" — Additional Terms or Modifications
Wersion College Board

ARTICLE V: DATA PROVISIONS

4. Data Breach. In the event of an unauthorized release, disclosure or acquisition of Student Data
that compromises the security, confidentiality or integrity of the Student Data maimained by the
Provider the Provider shall provide notification to LEA within seventy-two (72) hours of
confirmation of the incident, unless notification within this time limit would disrupt investigation
of the incidemt by law enforcement. In such an evemt, notification shall be made within a
reasonable time after the incident. Provider shall follow the following process:

(1) The security breach notification described above shall include, 5t 8 minimum, the following
information o the extent known by the Provider and a3 it becomes available:

i. The name and contact information of the reporting LEA subject to this section.
ii. A list of the types of persenal information that were or are reasonably believed to
have been the subject of a breach.
iil. If the information is pessible to determine at the time the motice is provided, then
either
(1)the date of the breach, (2) the estimated date of the breach, or (3) the date range
within which the breach occumred. The notification shall also include the date of the
nofice.
iv. Whether the notification was delayed as a resul of a law enforcememt investigation,
if that information is possible to determine at the time the notice is provided; and
v. A general description of the breach incident, if that information is possible to
determine at the time the notice is provided.

(2) Provider agrees 1o adhere 1o all federal and state requirements with respect 10 a data breach
related to the Studemt Data, including, when appropriate or reguired, the required
respongzibilities and procedures for notification and mitigation of any such data breach.

(3) Prowider further acknowledges and agrees to have a written incident response plan that
reflects best practices and is consistent with industry standards and federal and state law
for responding to a data breach, breach of security, privacy incident or unauthorized
acquisition or use of Student Data or any portion thereof, including personally identifiable
information and agrees to provide LEA, upon request, with a summary of said written
incident response plan,. In the event said written incident response plan contains sensitive
or_propretary information, Provider's provision of such written incident response plan shall
be subject to LEA's execution of Provider's non-disclosure agreement.

(4) LEA shall provide notice and facts surrounding the breach to the affected students, parents
or guardians.

(5) In the event of a breach originating from LEA's use of the Service, Provider shall cooperate
with LEA 1o the extent necessary to expeditiously secure Student Data.
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EXHIBIT “E"
GENERAL OFFER OF PRIVACY TERMS
1 Offer of Terms
Provider offers the same privacy protections found inthis DPA between it and
Palmdale School District
[“Originating LEA™) which iz dated  API 27,2023 tp any other LEA [“Subscribing LEA™) who accepes this
Genaral Offer of Privacy Terms (“Gensral Offer”) through its signature below. This General Offer shall
extend only to privacy protections, and Frovider's sipmature shall mot necessarily bind Prowider te other
terms, such as price, term, or schedule of services, or to any other provision not addressed in this DPA. The
Provider and the Subscibing LEA may also agree to change the data provided by Subscribing LEA to the Prowvider
1o suit the unique needs of the Subsoribing LEA. The Provider may withdraw the General Offer in the svent of:
1) @ material change in the applicable privecy statues; (2] a meaterial change in the services and products
listad in the originating Service Agreement; or three [3) years after the date of Provider's signature to this
Formi. Subscribing LEAs should send the signead Exhibit “E™ to Provider at the following email address:

Iwarefficollegeboard.org

PROVIDER: College Board
BY: ereiy Sgtr Date: 04-27-2023
Print=d Mame: Jerermy Singer Title/Position: President

2 Subscribing LEA

A Subscribing LEA, by sipning a separate Service Agreemant with Provider, and by its signature below, accepts the
General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same
terms of this DFA for the term of the DFA between the  Palmidale School District

and the Frovider_ **FRIOR TO ITS EFFECTIVENESS, SUBSCRIBING LEA WUST DELIVER NOTICE OF ACCEFTANCE
TO PROVIDER PURSUANT TO ARTICLE W1, SECTIOMN 5_**

wigres Unified
BY: ( R
%2 \ DWEI':EIIZIEDZJ-I
Printad Namal 15 Higle TilefPostiodNiEf Technology Officer

<CHOOL DISTRICT Nanperes Unified

DESIGMATED REPRESENMTATIVE OF LEA:

Narme: Chris Higle
Tiie: Chief Technology Officer

, 2503 Lawrence Street Ceres CA 95307
Address:

2095561570
chigle@ceres.k12.ca.us

Telaphone Numbar:

Ermiail-

11805 53v1

Documend Ref. AERIY-EUZDH-NGSNU-RFPOE



