EXHIBIT “H" — Additional Terms or Modifications
Version College Board

ARTICLE V: DATA PROVISIONS

4. Data Breach. In the event of an unauthorized release, disclosure or acquisition of Student Data
that compromizes the security, confidentiality or integrity of the Student Data maintained by the
Provider the Provider shall provide notification to LEA within seventy-two (72) hours of
confirmation of the incident, unless notification within this time limit would disrupt investigation
of the incident by law enforcement. In such an event, notification shall be made within a
reasonable time after the incident. Provider shall follow the following process:

{1) The security breach notification described above shall include, at a minimumn, the following
information to the extent known by the Provider and as it becomes available:

i. The name and contact information of the reporting LEA subject to this section.

ii. A list of the types of personal information that were or are reasonably believed to
have been the subject of a breach.

ji. If the information is possible to determine at the time the notice is provided, then
either

{1)the date of the breach, (2) the estimated date of the breach, or (3) the date range

within which the breach occurmed. The notification shall alzo include the date of the
notice.

iv. Whether the notification was delayed as a result of a law enforcement investigation,
if that information is possible to determine at the time the notice is provided; and

v. A general description of the breach incidemt, if that information is possible 1o
determine at the time the notice is provided.

(2) Provider agrees to adhere to all federal and state requirements with respect to a data breach
related to the Studemt Data, including, when appropriate or required, the reguired
responsibilities and procedures for notification and mitigation of any such data breach.

(3) Provider further acknowledges and agrees to have a written incident response plan that
reflects best practices and is consistent with industry standards and federal and state law
for responding to a data breach, breach of security, privacy incidemt or unauthorized
acquisition or use of Student Data or any portion thereof, including personally identifiable
information and agrees to provide LEA, upon request, with a summary of said written
incident response plan,_In the event said written incident response plan contains sensitive
or_proprietary information, Provider's provision of such written incident responsze plan shall
be subject to LEA's execution of Provider's non-disclosure agreement.

{4) LEA shall provide notice and facts surrounding the breach to the affected students, parents
or guardians.

(5) In the event of a breach originating from LEAs use of the Service, Provider shall cooperate
with LEA to the extent necessary to expeditiously secure Student Data.
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EXHIBIT “E”
GEMERAL OFFER OF PRIVACY TERMS
1. ffer of Terms
Provider offers the same privacy protections found in this DPA between it and

Palmdale School District
{“Originating LEA") which is dated APr27,2023 5 any other LEA (*Subscribing LEA") who accepts this

General Offer of Privacy Terms [“General Offer”) through its signature below. This General Offer shall
extend only to privacy protections, and Provider's signature shall not necessarily bind Provider to other
terms, such as price, term, or schedule of services, or to any other provision not addressed in this DPA. The
Provider and the Subscribing LEA may also agree to change the data provided by Subscribing LEA to the Provider
to suit the unigue needs of the Subscribing LEA. The Provider may withdraw the General Offer im the event of:
(1) @ material change in the applicable privacy statues; (2) a material change in the services and products
listed in the originating Service Agreement; or three [3) years after the date of Provider's signature to this
Form. Subscribing LEAs should send the sipned Exhibit “E™ to Provider at the following email address:

hwaref@collegeboard.org

PROVIDER: College Board
BY: R Date: 04-27-2023
Printed Mame: Jeremy Singer Title/Position: Presidert

2. Subscribing LEA

A Subscribing LEA, by signing a separate Service Agreement with Provider, and by its signature below, accepts the
General Offer of Privacy Terms. The Subscribing LEA and the Provider shall therefore be bound by the same
terms of this DPA for the term of the DPA between the  Palmdale School District

and the Provider. * *PRIOR TO ITS EFFECTIVENESS, SUBSCRIBING LEA MUST DELIVER NOTICE OF ACCEPTAMCE

TO PROVIDER PURSUANT TO ARTICLE VI, SECTIOMN 5. **
LEA:Ceres Unified

BY: _
/ g%ﬂ o Date. 05/15/2023

Printed Name: Chris Higle Title/Position:

scHooL pisTRICT name:Ceres Unified

DESIGMATED REPRESENTATIVE OF LEA:

Name: Chris Higle
Tithe:
Address: 2503 Lawrence Street Ceres CA 95307

Telephone Number: 2095561570
chigle@ceres.k12.ca.us

Email:

1190353w1
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